T

—. IS

sslscan FEFHESSL/TLSIERFHR SRR, BREH. BARR. EREXNEBFMHEES, B
AR\ ZeAEINEEIEERZ S, BT, sslscanifaLUSERBHBRIXMIIIES, LUBINBER(E
Fl. ASCREFMNBsslscan AR HIR IR,

KinEHATEERIE R E S X

e EBEH

qTeEs BN

qEzik  BIREM (<=40bit) . BIRIY (SSLv2/SSLv3) BRBGRIERRISEEEIL (MD5)
HEBFR  BEISEM (<=56 bitAiRC4) ESHIEREREIL (SHA1)

l.u‘\?-

KBTI E®EM (ADHELAECDH)

TLSiAEEE

Sender Receiver

N (=
{ sk )bg
ACK ) :
- ServerHello
I ClientHello ] Certificate
— (_ ServerHelloDone J | _,
(lientKeyExchange > —
ChangeCipherS r N[ @
Finihed Changelphrse
| J}

' Application Data }

{ Application Data

HETCP=RIBFRRITLSIEFMER (ANXEEHS) RARIIERXECNIES.

FRERR
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WHEE (HTTP:----- ) .
Z1EE (TLS) > g £
& I
&4 E (TCP) BT
w2 (IP) oh
Fefg (W)
KimeEls B E —
Y B - AR S f
itz

TLSERRAREEMEEMY ( Transport Layer Security ) , SEFMEREERER LNSIER, CEEARE
LEMN X BERIE EEYAIMZBERE.

—

sslscanfEBRRATRRAVEIFFEHILFEE, ATLIEENRHRERS:

&1ThR TEHS

ArchLinux pacman -Sy sslscan
Centos/Redhat yum install sslscan -y
Debian/Ubuntu aptinstall sslscan -y
Gentoo emerge --ask sslscan

R LGRS git cloneZ At TomiR st :

clone https://github.com/rbsec/sslscan

sslscan
static

./sslscan --version
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RIMEHEISHAIER T, BEHIT sslscan <Hin> H{THEE, SRBNESNBIERIIER L.

BEOHIEHENAT:

Xz 34 aX

- iiva) SSL/TLS Protocols STFROSSL/TLSHRAS
BEERY TLS Fallback SCSV BE&ESIEFTLS Fallback SCSV
F=En TLS renegotiation EARTIETLSEINS
SI0ERs TLS Compression EASTETLSIE S
FhEpD Heartbleed EEFEOIEREMRE
LVA:ilva) Supported Server Cipher(s) RSB Ims I ESF
CRwiilva) Server Key Exchange Group(s) ARSI A R E
F)\EB SSL Certificate WEBIFRER

LA EXER L 79/

www .google.com
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 172.217.27.4

Testing SSL server www.google.com on port 443 using SNI name www.google.com
SSL/TLS Protocols: # Zi—#i4)
SSLv2 disabled
SSLv3 disabled
TLSv1. enabled
TLSv1. enabled
TLSv1. enabled
TLSv1. enabled

TLS Fallback SCSV: # & _#i%
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression: o5 DU 4>

Compression disabled

Heartbleed: # BN
TLSv1.3 not vulnerable to heartbleed
TLSv1.2 not vulnerable to heartbleed
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TLSv1.1 not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Supported Server Cipher(s): # /Nl
Preferred TLSv1.3 128 bits TLS_AES_128_GCM_SHA256 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_AES_256_GCM_SHA384 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_CHACHA20_POLY1305_SHA256 Curve 25519 DHE 253
..

Server Key Exchange Group(s): # Lo

TLSv1. 128 bits secp256r1 (NIST P-256)
TLSv1. 128 bits x25519
TLSv1. 128 bits secp256r1 (NIST P-256)
TLSv1. 128 bits x25519

SSL Certificate: # )\
Signature Algorithm: sha256WithRSAEncryption
ECC Curve Name: prime256v1
ECC Key Strength: 128

Subject: www.google.com
Altnames: DNS:www.google.com
Issuer: GTS CA 1C3

Not valid before: Dec 11 ©08:10:00 2023 GMT
Not valid after: Mar 4 08:09:59 2024 GMT

M. FESRGINRSE%EA

BEEE, sshenfiESSERLASERDBOERENZE, FESERE, SNLRE, B0
B2 OIFARISK, EEMERS BB,

TR~ :
sslscan --show-certificate google.com
e NI

sslscan google.com --show-certificate

LESZHIFAISSL/TLShRAS, cipher(§RSF

£ Maksls)] PiRls, FIMETSHRIBRT, sslscanzBrnedt/\BPoHIAE.
BRY, TEER:
o BirATLARERE. P
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o NEEROER FEAJ443, MNFEEBENIRA, ## port BIAT, EaN

domain.com:8443 ;

o HHERPIIIRSIRSIFAINIZEH (Supported Server Cipher(s)), Prefereed ZnL7TiEHRIE
%, Accepeted R IFHEN;

o SSL/TLSERFNZ M TLSv1.3 > TLSv1.2 > TLSv1.1 > TLSv1.0 > SSLv3 > SSLv2,

MR BERER K, WEFIMHISRIISE:

sslscan <H#r>

sslscan google.com
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 172.217.24.238

Testing SSL server google.com on port 443 using SNI name google.com

SSL/TLS Protocols:
SSLv2 disabled
SSLv3 disabled
TLSv1. enabled
TLSv1. enabled
TLSv1. enabled
TLSv1. enabled

TLS Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression:
Compression disabled

Heartbleed:
not vulnerable to heartbleed
not vulnerable to heartbleed
not vulnerable to heartbleed
not vulnerable to heartbleed

Supported Server Cipher(s):
Preferred TLSv1. 128 bits TLS_AES_128 GCM_SHA256 Curve
Accepted TLSv1. 256 bits TLS_AES 256 GCM SHA384 Curve
Accepted TLSvI. 256 bits TLS_CHACHA20 POLY1305 SHA256 Curve
Preferred TLSvl. 256 bits ECDHE-ECDSA-CHACHA20-POLY1305 Curve
Accepted TLSvl. 128 bits ECDHE-ECDSA-AES128-GCM-SHA256 Curve
Accepted TLSvl. 256 bits ECDHE-ECDSA-AES256-GCM-SHA384 Curve
Accepted TLSvl. 128 bits ECDHE-ECDSA-AES128-SHA Curve
Accepted TLSv1. 256 bits ECDHE-ECDSA-AES256-SHA Curve
Accepted TLSvl. 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve
Accepted TLSvl. 128 bits ECDHE-RSA-AES128-GCM-SHA256  Curve
Accepted TLSvl. 256 bits ECDHE-RSA-AES256-GCM-SHA384  Curve
Accepted TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve
Accepted TLSvl. 256 bits ECDHE-RSA-AES256-SHA Curve
Accepted TLSvI1. 128 bits AES128-GCM-SHA256
Accepted TLSvl. 256 bits AES256-GCM-SHA384
Accepted TLSvl. 128 bits AES128-SHA
Accepted TLSv1. 256 bits AES256-SHA
Accepted TLSvl. 112 bits DES-CBC3-SHA

NNNNNNMNNNMNNNMNNNNNNN W W W


af://n120

282 MoCSPRYIRTS (--ocsp)

1) CRLFloCSP
FEZH, BN TR THARCRL, CRL (Certificate Revocation List) IFBREEFIZER RFC 5280 EMAYE
EIFERSAINN S,

BR—7R, ERREBIESSL/TISIEERIRSR, FARRIBAIESTIRERE? WINEREEHT
BMREGIERHIEE RO RAERRRBHILI PR R RERTAENMHE (ELalitiHFARRY
mR) ?

B MEBMARTWSYERFHFEERIN— P EMREINERIIR, HIBIODEPESHMIEIRERT
HBETHLISIR, MRFIRPEREFERIFAES, RPEBELERE T, FELLTE.
PEEILBHECRES, CRINMRERITRK, AR SE—LRRE:
 CRUFIFRFEEHMIHIVER ARESMEENRK, SIMEFiRECREE AR ISHICRL
FeEBIER,
o NISMBHEAGETR, CRIVIREFHHAKRE, INEFmEEERF 7 CRIAIZR, HEFNR, IEHa
HBINSI—EBX,

HF FEMNAERE, FERFC 2560 XHEH T OCSP (Online Certificate Status Protocol) fEZRUEFIRZS
W, AILASEEMRAR FEFANEE, B SEFRREIERIRSENE, FESIEFEaE SRR
FHIESREEN, MIAHBCRL—IEEBENCRIIIERF TR, BHE T MNETHHRRIR.

EBPARRIR T CRLAYFIARERE, {BOCSPBA—Likin:

o IFPHIMEELAITAMNESR B HARZMAJOCSPEIS (OCSP Request) , XIHERHKIAFREFOSCPE
BERS e AR —FPHkbk

o WNROCSPIEXIRBEZINT), EH—TMEMRIESATEERE, LAN0CSPIRSAFERIIMK
KFEBREIIIEEEWONSSH, BRI TIETTR,

o JBIFOCSP Request KIXAIEBUAN I TSERIEIMIER I RAY, thAstaSEutRE Finiika
A, FHEZEFIRTETEIHE,

2) OCSPFRZei]

HTHEROCSPELIR, OCSPRILAZEITEWebRSSES E, IWATEFiREIZEAWeb RS 88AIXO0CSP Request,
FBHWeblRSEEFE—RFIIEPHIMIAIOCSPIRS RS, FHIFERERF K.

FiTni: SEEPRSE—RXERTLSIERH, MEERCAEBRAIIZILIEOCSP Request,

&
V. —— Fg =

<
| f Web Server Real Server
3[4

Q

CA

v
v
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https://datatracker.ietf.org/doc/html/rfc5280
https://datatracker.ietf.org/doc/html/rfc2560
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e lclientWebRBZEEAIEETLSIEFIEK;

* 2WebfRFZEEMMTLSIEF (RERES) ;

o 3.client@ CAIEBAUANIHIAIOCSPARSS BRARHCOCSPEIA);
o 4.CAIEBITANIMEEIOCSPIRS B8 MclientiR [AIEIALEER.

FiTR: BRIR&IZOCSP RequestifWebfRS3iR, HWebIRSSiRMEACAIEBIMAIALIXOCSPEIFIER,
BIRMAERR, HFISEREFTR.

Browser requests
access to a secure SSL site

ey  Scrver staples cached OCSP
response

OCSP Stapling

OCSP Responder

AR
Server
Iz

3) fEiocsPRITIRTS

--ocsp FJ EEAG RS 2 A SFOCSPEELT

sslscan --ocsp
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sslscan --ocsp
Version: 2.1.2-static
OpenSSL 3.0.12 24 0Oct 2023

Connected to
Testing SSL server on port 443 using SNI name

SSL/TLS Protocols:
disabled
disabled
disabled
enabled
enabled
enabled

Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Session renegotiation not supported

TLS Compression:
Compression disabled

Heartbleed:
TLSv1l.3 not vulnerable to heartbleed
TLSv1.2 not vulnerable to heartbleed
TLSv1l.1 not vulnerable to heartbleed

OCSP Stapling Request:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: 5F3A7C11107EQC677161DC8BA3B5000367F5571C
Produced At: Jan 23 04:39:09 2024 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 0386F8E67CC75256C1D9F6EE76A7DBEABB7ADDF2
Issuer Key Hash: 5F3A7C11107E0C677161DC8BA3B5000367F5571C
Serial Number: 70959A60CE23AOEFEED0951232BFE393
Cert Status: good
This Update: Jan 23 04:39:09 2024 GMT
Next Update: Jan 30 04:39:08 2024 GMT

Supported Server Cipher(s):
Preferred TLSv1.3 256 bits TLS AES 256 GCM_SHA384 Curve 25519 DHE 253
pted TLSvl.3 128 bits TLS AES 128 GCM SHA256 Curve 25519 DHE 253

WRAZIENSHEEER: No OCSP response received.



sslscan --sni-name data.linux-code.com --ocsp 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 192.168.1.81

Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81
SSLv2 disabled

SSLv3 disabled

TLSv1. enabled

TLSv1. enabled

TLSv1. enabled
TLSv1. disabled

Server supports TLS Fallback SCSV

Secure session renegotiation supported

Compression disabled

TLSv1.2 not vulnerable to heartbleed
TLSv1l.1l not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

No OCSP response received.

BRS, myssl.comtBSZRHELATIN:



IEBER

SERE oJ{s
BAAN
A&  TrustAsia RSA DV TLS CA G2
JEFASNI 2
ssEiRem &
INEEL  RSA 2048 bits
FH/EEL  SHA384WithRSA
HE5FERR(CT) 2 (Apple: CEEFE, B3)
IFP&AE  TrustAsia
=it DV SSL
yay =izl 2023-08-24 08:00:00
==l 2024-08-24 07:59:59

BEE EE
OCSPEATHRE  IFE
OCSPIA/RZELT

ALHNAE

=N

ERER

POy

I8, NeginxFTLAFEECE S 4R ERoCSPELT, IEINLA TR TECE :

ssl_stapling on;

ssl_stapling_verify on;

4) EMVEBRAINIA0CSP/CRLIRSES

XIINgEESLETF TEEAISEL, BD--show-certificate R ENIEPBHTEEE, tBEHIEPEIEA/
OCSP=EH:

sslscan --show-certificate <H#s>|grep -A2

--show-certificate baidu.com|grep -A2 'Authority Information'
Access:
OCSP - URI:http://ocsp.digicert.cn
CA Issuers - URI:http://cacerts.digicert.cn/DigiCertSecureSiteProCNCAG3.crt

sslscan
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BEASEBEDigiCertfAInfiA&H, EILOCSPIEMAIEEDigiCertiIOCSPIRS S, BEETILAMNISTESH
‘Etall=l;

< C M@ AZFEe ocspdigicerten

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

ETEIRIRERCONT R

® © 02:44:05 ~ » dig ocsp.digicert.cn

; <<>> DiG 9.16.41 <<>> ocsp.digicert.cn
;3 global options: +cmd
;3 Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49882
; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 QUESTION SECTION:
;ocsp.digicert.cn. IN

;; ANSWER SECTION:
ocsp.digicert.cn. 272 IN CNAME ocsp.digicert.cn.w.cdngslb.com.
ocsp.digicert.cn.w.cdngslb.com. 42 IN A 222.217.94.113[) PHib T BN TH HEAS]

;7 Query time: 3 msec

;; SERVER: 192.168.1.1[/=M X 57 TE [A]— PN EE PN 1#53(192.168 . 1. 1[ =38 X X 5 FEAE [R]— P EBS kA T )
;3 WHEN: Thu Jan 25 02:44:13 CST

;3 MSG SIZE rcvd: 105

B2, CRUEBMIHIIFRBSBSEIERERE:

sslscan --show-certificate <H#s> | grep -A2

sslscan --show-certificate baidu.com grep -A2 'CRL Distribution'
X509v3 Points:
Full Name:
URI:http://crl.digicert.cn/DigiCertSecureSiteProCNCAG3.crl

A SR LA TS TR, BEEEE T HDigiCert BERIERFFISHIMERHR:



DigiCertSecureSiteProCNCAG3.crl
IEBmEY Iz K

=8 2 FEEIE

AEIEBR):
FAIS FREHE
0ac36f9d64df66999a99001623¢c... Wednesday, Februa...
025d666aec420eb4889dee1fd8... Monday, February 6...
Oe2b14ac10edB83152b9062387... Tuesday, February 7...
0aa75b55da5974cd676b2f9c33... Tuesday, February 7...
0b07873874ba9%b85320cf6bcb0... Wednesday, Februa...

AR (E)
FE =]
F5= 0ac36f9d64df66999a99001623...
RIEOR Wednesday, February 1, 2023 ...
BEw:

3.2 RIERIFEMER (--show-certificate)

--show-certificate I AT B RIR S SR MAISSL/TLSIEBANFEMER., sslscan £EREERTE SR
SZEREPRNFMER, SIREPMANE (CA) | IEPEXMER. ERFIS. IEREREE. AEE
PN = Al = == P s IS W

FRLEH, SRBIIBRFRERERE P RR:

sslscan --show-certificate <Hf#s>
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sslscan --show-certificate google.com
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 172.217.24.238
Testing SSL server google.com on port 443 using SNI name google.com

SSL/TLS Protocols:
disabled
disabled
enabled
enabled
enabled
enabled

Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression:
Compression disabled

Heartbleed:
not vulnerable to heartbleed
not vulnerable to heartbleed
not vulnerable to heartbleed
not vulnerable to heartbleed

Supported Server Cipher(s):
Preferred TLSvl. 128 bits TLS AES 128 GCM SHA256 Curve 25519
Accepted TLSvl1. 256 bits TLS AES 256 GCM SHA384 Curve 25519
TLSv1. 256 bits TLS CHACHA20 POLY1305 SHA256 Curve 25519
TLSv1. 256 bits ECDHE-ECDSA-CHACHA20-POLY1305 Curve 25519
TLSv1. 128 bits ECDHE-ECDSA-AES128-GCM-SHA256 Curve 25519
TLSv1. 256 bits ECDHE-ECDSA-AES256-GCM-SHA384 Curve 25519
TLSv1. 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519
TLSv1. 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519
TLSv1. 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve 25519
TLSv1. 128 bits ECDHE-RSA-AES128-GCM-SHA256 Curve 25519
TLSv1. 256 bits ECDHE-RSA-AES256-GCM-SHA384 Curve 25519
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve 25519
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve 25519

3
3
3
P
p
P
2
p
2
p
2
P
2

VANN
73

s Policies:

Tiiite.2.5.3
Xsoous. (RL Distribution Points
Full Nar
tp://cris L e A W et
tificate SCT.
ificate T)mes(a mp
vl (0x0)
Jo:FF88:3F :0A1B6:FB:95:51:C2:61:CC:F5:87:BA:34
B4:A4:CD:BB:29:DC:68:42:0A:OF :E6:67:4C:5A:3A: 74
p : Dec 11 09:03:33.407 2023 GMT
none
Signature : ecdsa-with-SHA256

ioned Certifi

Log 1D i A2:E2:BF:06:1E:DE:2F:2F:07:A0:06:4E16D:37:AT:0C
65:43:80:C6:B5:26:A2:DA:B7:8A: F8:9A:6D:F5:17:08

Timestamp : Dec 11 09:03:33.378 2023 GHT

Extensions: none

Signature : ecdsa-with-SHA256
30:45:02:21:00:80:A1:53:B1:ED:20:01:9E:5D:C2:44
32:F6:CE:EE:CD:C1:C4:72:DB:99: 7F:FC:64:A1:61:B1
CE:1C:4D:68:68:02:20:2C:51:3C:58:48:55:C3:C1:D6
10:F9:4E:90:84:97:D2:C1:23:5A:62:14:67:5A:86:23
69:A7:D8:62:9C:58:12

Verify Certificate
unable to get local issuer certificate

e.con, DNS:*.bdn.dev, ONS:*.origin-test.bdn.dev, DNS:* DNS:*. cron e.com, DNS:*.da e.com, DNS:*.google.ca, DNS:*.google.cl, DNS:*.google.co
o 2 DN : * gaog\e Conor N goog\e T, 1 X, DNS:* . vn, DNS:*.google.de, DNS:*.google.es, DNS:*.g
* e.pt, DNS:*.googleadapis.com, DNS:*.googlea § 0 ic
e DN goegiedounionds. ch DNS:recapicha net cn. oHG:+

t, DNS goog\s( eladservices-cn.com, DN

e 00g S: g gop! Sy, , DNS:ys . youtube. ¢ S|
*.youtubeeducation.com, DNS:youtubekids.com, DNS:*.you Snekide.Com NSy be. NS, =yt b, DNS android.cLisnts geogio.con, DNS:deveLoper.android.coogie cn, DNS:developers.androld:geogie.cn, DNS:source.androld googte.cn. DNS-developer
.chrome.google. cn, DNS:web.developers.google. cn

Issuer:  GTS CA 13

Mot valid before
o id after
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4 3FTESNI (--sni-name)

SNI (Server Name Indication) RTLSIMYA— N B, ETLSIEFRARIFNCEFIRIIAEER, B
T TLSHMNIEIEFEMER R BEh i — MNRFZEE2ART, EEE—NPHbitANG O AT AR SZIF 2 M=
ZSSLIEFH, WebfRZEEFILIMGESNIZENR, iERIELHNER, HE=miEE.

TLS+SNIFIHTTPHRRIZHOstLERR—HFRY, [FEREFREBRLTEIENE, BIFRERE—MPib
RS TARRIES, XD AR AITTENRSNIEE Host,

M
sslscan --sni-name=<domain.com> <H#5>

sslscan --sni-name=blog.linux-code.com 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 192.168.1.81

Testing SSL server|192.168.1.81 on port 443 using SNI name blog.linux-code.com

disabled
disabled
enabled
enabled
enabled
disabled

Server supports TLS Fallback SCSV

Secure session renegotiation supported

Compression disabled

TLSv1.2 not vulnerable to heartbleed
TLSvl.1l not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Preferred TLSv1l.2 256 bits ECDHE-RSA-AES256-GCM-SHA384 Curve 25519 DHE 253
Accepted TLSvl.2 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve 25519 DHE 253

MEESNFERT, BREPUAIP, BiRZEEaNuEE.
BISFEESNI, #EClient HellofTERAJLABE!, TLSKERERRISNIHT FEFER, #Er 7 HA HEERISNIENE:
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on” &k tep. strean eq 5

. Tine Source Destination Protocol Length Time to Live Time since previous frame in this TCP stream  Next Sequence Number Info
49 2024-01-23 00:49:25.332333  192.168.1.18 192.168.1.81 TLSV1.2 968 64 0.000014000 2885306375 Client Hello

Frame 49: 968 bytes on wire (7744 bits), 968 bytes captured (7744 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 192.168.1.81
» Transmission Control Protocol, Src Port: 48746, Dst Port: 443, Seq: 2885305479, Ack: 1113001862, Len: 896
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 891
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 887
Version: TLS 1.2 (0x8303)
> Random: 65ae9c95d31lee2f42753fc 1b3ce2fe7dof: 5 d
Session ID Length: 32
Session ID: a9c92768172d79028690cadcF2f31b375F576dd1c1babe6b241e1006848161a0
Cipher Suites Length: 690
Cipher Suites (345 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 124
-~ Extension: server_name (len=24)
Type: server_name (@)
Length: 24
~ server Name Indication extension |
Server Name list length: 22
Server Name Type: host_name (@)
Server Name length: 19
[ server Name: blog.linux-code.com |
~ Extension: ec_point_formats (len=4)
Type: ec_point_formats (11)
Length: 4
EC point formats Length: 3
> Elliptic curves point formats (3)
v Extension: session_ticket (len=0)
Type: session_ticket (35)
lenoth: o

TLSHYServer Hellof T EOREIATIERER, Rl :

x509sat. printableString == “blog. linux code. con” & tcp. stream eq 5
Yo. Tine Source Destination Protocol Length Time to Live Time since previous frame in this TCP stream  Next Sequence Number Info
| 1/2024-01-23 00:49:25.332690  192.168.1.81 192.168.1.18 TLSV1.2 3104 64 0.000310000 1113004894 Server Hell

Type: session_ticket (35)
Length: @
Data (@ bytes)
[JA3S Fullstring: 771,47,65281-0-35]
[JA3S: 1b45412cledde6edb6e@d2666ef6F646]
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 2956
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2952
Certificates Length: 2949
v Certificates (2949 bytes)
Certificate Length: 1652
v Certificate: 30820670308204d8a003020102021100a83eada704a6709d8917db183cbbd1b3300d0609.. (id-at-commonName=blog.linux-code.com)
~ signedCertificate
version: v3 (2)
serialNumber: @x0@a83eada704a6709d8917db183cbbd1b3
> signature (sha384WithRSAEncryption)
> issuer: rdnSequence ()
> validity
subject: rdnSequence ()
~ rdnSequence: 1 item (id-at-commonName=blog.linux-code.com)
~ RDNSequence item: 1 item (id-at-commonName=blog.linux-code.com)
v RelativeDistinguishedName item (id-at-commonName=blog.linux-code.com)
Object Td: 2.5.4.3 (id-at-commonName)
~ Directorystring: printablestring (1)
[ printablestring: blog.linux-code.com |
> subjectPublicKeyInfo
> extensions: 9 items
> algorithmIdentifier (sha384WithRSAEncryption)
Padding: @
encrypted: 2add84cb2bf12b424ea754127595a09a11b391e7e4bc6al4a2d08adoF1edbb348b31728..
Certificate Length: 1291
» Certificate: 30820507308203efa003020102021108b20ced552e31a0bf343a752874 (id-at-c TrustAsia RSA DV TLS CA G2,id-at-organizationName=TrustAsia Technologie:
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

sslscan 2i@id Server HelloEBIREIEE, RREMELER L

<

<

sslscan --sni-name=blog.linux-code.com 192.168.1.81 |tail

Signature Algorithm: sha384WithRSAEncryption
RSA Key Strength: 2048

:  blog.linux-code.com
s: DNS:blog.linux-code.com
TrustAsia RSA DV TLS CA G2

Not valid before: Jun 10 00:00:00 2023 GMT
Not valid after: Jun 9 23:59:59 2024 GMT

B—MP, SNFEEAB—MIE:



top. strean eq 19 84 tls. handshake. extensions_server name == "data. linux—code. con”

No. Tine Source Destination Protocol Length Time to Live Time since previous frame in this TCP stream  Next Sequence Number Tnfo

235 2024-01-23 00:59:10.590991  192.168.1.18 192.168.1.81 TLSV1.2 422 64 0.000077000 2266380122 Client Hello

Frame 235: 422 bytes on wire (3376 bits), 422 bytes captured (3376 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 192.168.1.81
Transmission Control Protocol, Src Port: 38802, Dst Port: 443, Seq: 2266379772, Ack: 1149414341, Len: 350
~ Transport Layer Security
~ TLSVL.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (©x@301)
Length: 345
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 341
Version: TLS 1.2 (0x0303)
Random: 5c96a56d7c2535c3fb5503eb9716aee62ecaela’c3da578badb5f29875ba7ee7
Session ID Length: @
Cipher Suites Length: 184
Cipher Suites (92 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 116
- Extension: server_name (len=24)
Type: server_name (0)
Length: 24
~ [server Name Indication extension|
Server Name list length: 22
Server Name Type: host_name (0)
Server Name length: 19
Server Name: data.linux-code.con |
Extension: ec_point_formats (len=4)
Extension: supported_groups (len=12)
Extension: session_ticket (len=e)
Extension: encrypt_then_mac (len=e)
Extension: extended_master_secret (len-e)
Extension: signature_algorithms (len=48)
[JA3 Fullstring [truncated]: 771,49196-163-159-52393-52394-49327-49325-49315-49311-49245-49239-49235-167-49195-162-158-49326-49324-49314-49310-49244-49238-49234-166-49188-49192-107-10¢
[IA3: 32c9d870f64fd2bbo040191c2ee5dbof ]

IRERIEPERBESNIRIRAYEHS |

sslscan --sni-name=data.linux-code.com 192.168.1.81 |tail

Signature Algorithm: sha384WithRSAEncryption
RSA Key Strength: 2048

Subject: data.linux-code.com
Altnames: DNS:data.linux-code.com
Issuer: TrustAsia RSA DV TLS CA G2

Not valid before: Aug 0:00:00 2023 GMT
Not valid after: Aug 3:59:59 2024 GMT

DleString — “data. Linus code. con” & Lep. strean 19

Nucber o

o. Tine Destinat lon Protoeol Length Time Lo Live Time since previous rame in (his TOP sirean  Nesl Sequer

Soure:
| 237 2024-01-23 ©0:59:10.592654  192.168.1.81 192.168.1.18 TLsvi.2 3427 64 ©.001420000 1149417696 Server Hello, Certificate, Server Key Ex

~ Certificates (2951 bytes)
Certificate Length: 1654
- Certificate: 30820672308204d2200302010202107caad7bae23c46536d6cafc2 (id-at- 2. linux-code. com)
« signedcertificate
version: v3 (2)
serialNumber: @x7caad7bae23c46536df6cafc2184a8a5
signature (sha38awithRSAEncryption)
> issuer: rdnsequence (6)
validity
subject: rdnsequence (6)
~ rdnsequence: 1 item (id-at-commonName=data.linux-code.com)
~ RDNSequence item: 1 item (id-at-commonName=data.linux-code.com)
- RelativeDistinguishedName item (id-at-commonName=data.linux-code.com)
Object Id: 2.5.4.3 (id-at-commonName)
- DirectoryString: printablestring (1)
printablestring: data.linux-code.com
subjectPubTickeyInFo
v extensions: 9 items
Extension (id-ce-authorityKeyIdentifier)
(id-ce-subjectkeyIdentifier)
(id-ce-keyUsage)
Extension (id-ce-basicConstraints)
Extension (id-ce-extkeyUsage)
Extension (id-ce-certificatePolicies)
Extension (id-pe-authorityInfoAccess)
Extension (id-ce-subjectAltName)
> Extension (SignedCertificateTimestampList)
algorithnIdentifier (sha384withRSAEncryption)
e

FR
75
e

Paddiny
encrypted: 5993d42albdc@906ft e@aec66b7c9134edef dcead7@c6dd9s
Certificate Length: 1201
v Certificate: 30820507308203efa003020102021100b20ced552e31a8bf343a7528" (id-at- TrustAsia RSA DV TLS CA G2,id-at-organizationName=TrustAsia Technologies, Inc.,id-at-countryName=CN)

~ signedCertificate
version: v3 (2)
serialNumber: @x@@b2@ced552e31a@bf343a7528743bedab
> signature (sha2seWithRSAEncryption)
issuer: rdnSequence (@)
walidity

ItE, {EFEFNIEID /etc/hoststEER /L MNMAZENTEIR— NP B TIH R HI A RIS REFERME T
24k, HRRRIGAINIZHTTPSLEREEATHOStFER, TLSUBTLABIE SN SR SEHL.



af://n217

5. METIEBBWIE (--no-check-certificate)

ISEHMcurlBY-kSEL, wgethY--no-check-certificate SEUERZEML, AENMERBRAME.

BthAMXE], KBIFET sslscanil ELHERS4, RENAH MEhEE] Sros/\BoEBESR, curld
wgetip SHIERSEUNRAIN, WRIEBRT, NWERRETIEE T, TLSEFETIETTHL.

Eean R EX AN

sslscan --no-check-certificate <H#r>

sslscan --sni-name=console.linux-code.com 192.168.1.81 |nl|tail -n 10

Signature Algorithm: sha256WithRSAEncryption
RSA Key Strength: 2048

Subject: console.linux-code.com
Altnames: DNS:console.linux-code.com
Issuer: TrustAsia TLS RSA CA

Not valid before: Feb 23 00:00:00 2022 GMT
Not valid after:

sslscan --sni-name=console.linux-code.com --no-check-certificate 192.168.1.81 |nl|tail -n 10
60 Accepted TLSvl.0 256 bits CAMELLIA256-SHA
61 Accepted TLSv1.0 128 bits AES128-SHA

Accepted TLSv1.0 128 bits CAMELLIA128-SHA

TLSvl.2 128 bits secp256rl (NIST P-256)
TLSv1.2 192 bits secp384rl (NIST P-384)
TLSv1l.2 260 bits secp521rl (NIST P-521)
TLSvl.2 128 bits x25519

TLSv1.2 224 bits x448

ALAESR, Aii—HmitirelT, BANRHBERMEFER, N LWSEE—Hmites T, 69-T6{THILERIS
ISESEU=T N

6. R RIRSiIRAVFRIIZE RiIRCATIZER (--show-client-cas)

FEHTTPSTUEDATEREF, P SRRIRSHES, RSHERRERHES, HSHELUIERS S
ST P RICAYS.

LUBIZ openss| BEAIN AUER S/ :

sslscan --show-client-cas <H#r>


af://n217
af://n226

sslscan --show-client-cas
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to

Testing SSL server on port 444 using SNI name

disabled
disabled
disabled
disabled
disabled
enabled

Server supports TLS Fallback SCSV

Session renegotiation not supported

Compression disabled

TLSv1.3 not vulnerable to heartbleed

Preferred TLSv1.3 256 bits TLS_AES_256_GCM_SHA384 Curve 25519 DHE 253
Accepted TLSv1.3 128 bits TLS_AES_128 GCM_SHA256 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_CHACHA20_POLY1305 SHA256 Curve 25519 DHE 253

TLSv1. 128 bits secp256rl (NIST P-256)
192 bits secp384rl (NIST P-384)
260 bits secp521rl (NIST P-521)
128 bits x25519
224 bits x448

Signature Algorithm: sha256WithRSAEncryption
RSA Key Strength: 4096

docs.linux-code.com

Not valid before: Aug 9 06:58:14 2022 GMT
Not valid after: Aug 6 06:58:14 2032 GMT

/C=CN/ST=GuangDong/L=ShenZhen/0=tencent/0U=tencent/CN=docs.linux-code.com/emailAddress=

E&ERYAcceptable client certificate CA namesE85 A] LAERIIRS ik BV SOIF I FPim CATIER,

FEIENRE, SEXITFIS/SchanneliR5588, BRER, FAISHIFTR.

7.5 Z1Fcipher5eZ5IFE (--show-ciphers)

--show-ciphers & B RsslscansHFHIEIBRITEESIZFR, BRIHE 12002 cipher,

sslscan --show-ciphers <H#5>



af://n234

sslscan --show-ciphers qcloud.com|sed -n '14,1303p' |nl|shuf -n 30
385 DHE-RSA-CAMELLIA256-SHA256
820 TLS_RSA_PSK WITH_NULL_ SHA256
579 ADH-CAMELLTA256-SHA
873 TLS SRP_SHA RSA WITH AES 256 CBC SHA
586 AECDH-AES128-SHA
209 DHE-RSA-AES256-5SHA256
485 ECDHE - PSK-CAMELLIA128-SHA256
720 TLS_KRB5 WITH_DES_CBC_SHA
765 TLS_DHE_RSA WITH_AES 256 _CBC_SHA256
114 CAMELLTA128-SHA256
1238 PRIVATE_CIPHER 202
1035 TLS ECDHE PSK WITH AES 128 CCM SHA256
1227 PRIVATE CIPHER 191
1251 PRIVATE_CIPHER_ 215
216 ADH-CAMELLIA256-SHA256

975 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 _GCM_SHA384
1156 PRIVATE_CIPHER_ 120

226 ADH-CAMELLTA128-SHA256

337 RSA-PSK-NULL-SHA256
1166 PRIVATE CIPHER 130
1194 PRIVATE_CIPHER_ 158

872 TLS_SRP_SHA WITH_AES 256 CBC_SHA

204 DHE-DSS-ARIA128-GCM-SHA256
1137 PRIVATE_CIPHER_ 101
455 AES256-SHA256

595 RSA-PSK-AES256-GCM-SHA384

751 TLS RSA WITH AES 256 CBC_SHA256
1010 TLS PSK DHE WITH AES 128 CCM 8

50 ECDHE-RSA-CAMELLIA128-SHA256

662 PSK-AES128-CBC-SHA256

LA ERBEH LR 7307 ciphers, SeEFIR(RAILAEERZMAEEBE T more, lessFap L IBIEHE.

8.3TEN+7NiHElcipher ID (--show-cipher-ids)

WS G B RIRS R SHFIMEEMRI 78 HID, XEIDZMHIANA (Internet Assigned Numbers
Authority ) ECRY, BTFHE—IRREMIZEH.

5

sslscan --show-cipher-ids <H#¥r>



af://n240
https://iana.org/

sslscan --show-cipher-ids 192.168.1.81|sed -n '30,62p'

Preferred TLSvl.
Accepted TLSvl.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
Preferred TLSvl.
Accepted TLSvl.
Accepted TLSvl.
Accepted TLSvl.
Accepted TLSvl.

256 bits 0xC030 ECDHE-RSA-AES256-GCM-SHA384 Curve
256 bits O0xCCA8 ECDHE-RSA-CHACHA20-POLY1305 Curve
256 bits 0xC061 ECDHE-ARIA256-GCM-SHA384 Curve
128 bits 0xCO2F ECDHE-RSA-AES128-GCM-SHA256 Curve
128 bits 0xC060 ECDHE-ARIA128-GCM-SHA256 Curve
256 bits 0xC028 ECDHE-RSA-AES256-SHA384 Curve
256 bits 0xC077 ECDHE-RSA-CAMELLIA256-SHA384 Curve
128 bits 0xC027 ECDHE-RSA-AES128-SHA256 Curve
128 bits 0xC076 ECDHE-RSA-CAMELLIA128-SHA256 Curve
256 bits 0xC014 ECDHE-RSA-AES256-SHA Curve
128 bits 0xC013 ECDHE-RSA-AES128-SHA Curve
256 bits 0x009D AES256-GCM-SHA384
256 bits OxCOA1 AES256-CCM8
256 bits 0xCO9D AES256-CCM
256 bits 0xC051 ARIA256-GCM-SHA384
128 bits 0x009C AES128-GCM-SHA256
128 bits 0xCOAO AES128-CCM8
128 bits 0xCO9C AES128-CCM

bits 0xC050 ARTIA128-GCM-SHA256

bits 0x003D AES256-SHA256

bits 0x00CO CAMELLIA256-SHA256

bits 0x003C AES128-SHA256

bits Ox00BA CAMELLIA128-SHA256

bits 0x0035 AES256-SHA

bits 0x0084 CAMELLIA256-SHA

bits 0x002F AES128-SHA

bits 0x0041 CAMELLIA128-SHA

bits 0xC014 ECDHE-RSA-AES256-SHA Curve 25519 DHE 253

bits 0xC013 ECDHE-RSA-AES128-SHA Curve 25519 DHE 253

bits 0x0035 AES256-SHA

bits 0x0084 CAMELLIA256-SHA

bits 0x002F AES128-SHA

= = = NNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

BRI Acipherfy+7 it #lID.

LASEE—1THcipher: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 J3f3l, {REJLATE cipherE{4mis 1E
v, HEUEEREMIFERER, 16HHID:


https://ciphersuite.info/cs/TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384/

COPHERSUITE @ Ciphersuites BRics EliNews Sapi (it @ Donate [- Search

[ TLS_ECDHE_RSA_WITH_AES_256_GC
M_SHA384

IANA name:
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

OpenSSL name:
ECDHE-RSA-AES256-GCM-SHA384
GnuTLS name:
TLS_ECDHE_RSA_AES_256_GCM_SHA384

Hex code:
0xCO0, 0x30

TLS Version(s):
TLS1.2, TLS1.3

Protocol:
Transport Layer Security (TLS)

Key Exchange:
Elliptic Curve Diffie-Hellman Ephemeral (ECDHE)
P!

Authentication:
Rivest Shamir Adleman algorithm (RSA)

@ RSA Authentication:

There are reports that servers using the RSA authentication algorithm with keys longer than 3072-bit may
experience heavy performance issues leading to connection timeouts and even service unavailability if
many clients open simultaneous connections.

Encryption:
(Z5) Advanced Encryption Standard with 256bit key in Galois/Counter mode (AES 256 GCM)

Hash:
Secure Hash Algorithm 384 (SHA384)

Included in RFC:
REC 5289

Machine-readable:

application/json

FsslscanfgiHAY 162 HIDFTTEMI A,

9. 5B IANA/RFC cipher@%R (--iana-names)

BOAMBERT, sslscanifiHBdcipherZFRERAIO penSSLENHIBFR, MIANA/RFCNIER —EZHIRE,

EEE— N Hcipherfl, AIISEEcipherZFRAI: ECDHE-RSA-AES256-GCM-SHA384


af://n250

sslscan 192.168.1.81|sed -n '30,62p'
Supported Server Cipher(s):

TLSv1. 256 bits |[ECDHE-RSA-AES256-GCM-SHA384 | Curve
TLSv1. 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve
TLSv1. 256 bits ECDHE-ARIA256-GCM-SHA384 Curve
TLSv1. 128 bits ECDHE-RSA-AES128-GCM-SHA256  Curve
TLSv1. 128 bits ECDHE-ARTA128-GCM-SHA256 Curve
TLSv1. 256 bits ECDHE-RSA-AES256-SHA384 Curve
TLSv1. 256 bits ECDHE-RSA-CAMELLIA256-SHA384 Curve
TLSv1. 128 bits ECDHE-RSA-AES128-SHA256 Curve
TLSv1. 128 bits ECDHE-RSA-CAMELLIA128-SHA256 Curve
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve
TLSv1. 256 bits AES256-GCM-SHA384
TLSv1. 256 bits AES256-CCM8
TLSv1. 256 bits AES256-CCM
TLSv1. 256 bits ARIA256-GCM-SHA384
TLSv1. 128 bits AES128-GCM-SHA256
TLSv1. 128 bits AES128-CCM8
TLSv1. 128 bits AES128-CCM
TLSv1. 128 bits ARIA128-GCM-SHA256
TLSv1. 256 bits AES256-SHA256
TLSv1. 256 bits CAMELLIA256-SHA256
TLSv1. 128 bits AES128-SHA256
TLSv1. 128 bits CAMELLIA128-SHA256
TLSv1. 256 bits AES256-SHA
TLSv1. 256 bits CAMELLIA256-SHA
TLSv1. 128 bits AES128-SHA
TLSv1. 128 bits CAMELLIA128-SHA
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve 25519 DHE 253
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve 25519 DHE 253
TLSv1. 256 bits AES256-SHA
TLSv1. 256 bits CAMELLIA256-SHA
TLSv1. 128 bits AES128-SHA

f0_E --iana-names BY5EER :

HFERERFEFRERRNNNNMNNNNNNMNNNNNNNNNNNNNNNNNNND

sslscan --iana-names <H#¥x>

sslscan --iana-names 192.168.1.81|sed -n '30,62p'
Supported Server Cipher(s):

Preferred TLSvl. 256 bits |TLS_ECDHE RSA_WITH AES 256_GCM_SHA384 Curve
Accepted TLSv1. 256 bits TLS_ECDHE_RSA WITH_CHACHAZ20_POLY1305 _SHA256  Curve
Accepted TLSv1. 256 bits TLS ECDHE RSA WITH ARIA 256 GCM_SHA384 Curve
Accepted TLSv1. 128 bits TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 Curve
Accepted TLSv1. 128 bits TLS_ECDHE_RSA WITH_ARIA_128_GCM_SHA256 Curve
Accepted TLSv1. 256 bits TLS_ECDHE _RSA_WITH_AES 256 CBC_SHA384 Curve
Accepted TLSv1. 256 bits TLS_ECDHE _RSA_WITH_CAMELLIA 256 _CBC_SHA384 Curve
Accepted TLSv1. 128 bits TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 Curve
Accepted TLSv1. 128 bits TLS ECDHE RSA WITH CAMELLIA 128 CBC SHA256 Curve
Accepted TLSv1. 256 bits TLS ECDHE RSA WITH AES 256 CBC_SHA Curve
Accepted TLSv1. 128 bits TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA Curve
Accepted TLSv1. 256 bits TLS RSA WITH AES 256 GCM SHA384
Accepted TLSv1. 256 bits TLS RSA WITH AES 256 CCM_8
Accepted TLSv1. 256 bits TLS_RSA_WITH_AES_256_CCM
Accepted TLSv1. 256 bits TLS RSA WITH ARIA 256 GCM SHA384
Accepted TLSv1. 128 bits TLS RSA WITH AES 128 GCM SHA256
Accepted TLSv1. 128 bits TLS_RSA WITH_AES_128 CCM_8
Accepted TLSv1. 128 bits TLS RSA WITH AES 128 CCM
Accepted TLSv1. 128 bits TLS RSA WITH ARIA 128 GCM_SHA256
Accepted TLSv1. 256 bits TLS_RSA_WITH_AES_256_CBC_SHA256
Accepted TLSv1. 256 bits TLS_RSA WITH_CAMELLIA 256 _CBC_SHA256
Accepted TLSv1. 128 bits TLS_RSA_WITH AES_128 CBC_SHA256
Accepted TLSv1. 128 bits TLS_RSA_WITH_CAMELLIA 128 CBC_SHA256
Accepted TLSv1. 256 bits TLS_RSA WITH_AES_256_ CBC_SHA
Accepted TLSv1. 256 bits TLS_RSA WITH_CAMELLIA 256 _CBC_SHA
Accepted TLSv1. 128 bits TLS_RSA WITH_AES_128 CBC_SHA
Accepted TLSv1. 128 bits TLS RSA WITH CAMELLIA 128 CBC_SHA
Preferred TLSvl. 256 bits TLS ECDHE RSA WITH AES 256 CBC SHA Curve 25519 DHE 253
Accepted TLSv1. 128 bits TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA Curve 25519 DHE 253
Accepted TLSv1. 256 bits TLS RSA WITH AES 256 CBC_SHA
Accepted TLSv1. 256 bits TLS RSA WITH CAMELLIA 256 CBC_SHA
Accepted TLSv1. 128 bits TLS_RSA WITH_AES_128 CBC_SHA

HFRRERPRRNNMNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN




ZFRMECDHE-RSA-AES256-GCM-SHA3842% /577 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, B{i1&
E— " cipher, RATARERENGEA—FE.

wH7EHID, R

sslscan --show-cipher-ids 192.168.1.81|sed -n '30,31p'

Preferred TLSv1l.2 256 bits 0xC030 ECDHE-RSA-AES256-GCM-SHA384 Curve 25519 DHE 253

sslscan --show-cipher-ids --iana-names 192.168.1.81|sed -n '30,31p'

Preferred TLSv1.2 256 bits 0xC030 TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384 Curve 25519 DHE 253

B 1fEciphersuite.inforth B ER:

ﬁRFCs El News §Api Qait OFaq 3Donate [ X Search Q

IEXE) TLS_ECDHE_RSA_WITH_AES_256_GC
M_SHA384

IANA name:
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

OpenSSL name:
ECDHE-RSA-AES256-GCM-SHA384

GnuTLS name:
TLS_ECDHE_RSA_AES_256_GCM_SHA384

Hex code:
0xC0, 0x30

TLS Version(s):
TLS1.2,TLS1.3

Protocol:
Transport Layer Security (TLS)

Key Exchange:
ED tlliptic Curve Diffie-Hellman Ephemeral (ECDHE)

Authentication:
Rivest Shamir Adleman algorithm (RSA)

LA fEopenssl.orgfd man3Zi3 St B RS N BRET KK :


https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

TLS v1.2 cipher suites

TLS_RSA_WITH_NULL_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_DH_RSA_WITH_AES_128_CBC_SHA256
TLS_DH_RSA_WITH_AES_256_CBC_SHA256
TLS_DH_RSA_WITH_AES_128_GCM_SHAZ256
TLS_DH_RSA_WITH_AES_256_GCM_SHA384

TLS_DH_DSS_WITH_AES_128_CBC_SHAZ256
TLS_DH_DSS_WITH_AES_256_CBC_SHAZ256
TLS_DH_DSS_WITH_AES_128_GCM_SHA256
TLS_DH_DSS_WITH_AES_256_GCM_SHA384

TLS_DHE_RSA_WITH_AES_128_CBC_SHAZ256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHAZ256
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_DH_anon_WITH_AES_128_CBC_SHA256
TLS_DH_anon_WITH_AES_256_CBC_SHAZ256
TLS_DPH_anon_WITH_AES_128_GCM_SHAZ256
TLS_DH_anon_WITH_AES_256_GCM_SHA384

RSA_WITH_AES_128_CCM
RSA_WITH_AES_256_CCM
DHE_RSA_WITH_AES_128_CCM
DHE_RSA_WITH_AES_256_CCM
RSA_WITH_AES_128_CCM_8
RSA_WITH_AES_256_CCM_8
DHE_RSA_WITH_AES_128_CCM_8
DHE_RSA_WITH_AES_256_CCM_8
ECDHE_ECDSA_WITH_AES_128_CCM
ECDHE_ECDSA_WITH_AES_256_CCM
ECDHE_ECDSA_WITH_AES_128_CCM_8
ECDHE_ECDSA_WITH_AES_256_CCM_8

NULL-SHA256

AES128-5HA256
AES256-SHA256
AES128-GCM-SHA256
AES256-GCM-SHA384

DH-RSA-AES128-SHA256
DH-RSA-AES256-SHA256
DH-RSA-AES128-GCM-SHAZ256
DH-RSA-AES256-GCM-SHA384

DH-DSS-AES128-SHA256
DH-DSS-AES256-SHA256
DH-DSS-AES128-GCM-SHA256
DH-DSS-AES256-GCM-SHA384

DHE-RSA-AES128-5HA256
DHE-RSA-AES256-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES256-GCM-SHA384

DHE-DSS-AES128-5HA256
DHE-DSS-AES256-SHA256
DHE-DSS-AES128-GCM-5HA256
DHE-DSS-AES256-GCM-SHA384

ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-SHAZ256
ECDHE-ECDSA-AES256-5HA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384

ADH-AES128-5SHA256
ADH-AES256-5HA256
ADH-AES128-GCM-SHA256
ADH-AES256-GCM-SHA384

AES128-CCM

AES256-CCM
DHE-RSA-AES128-CCM
DHE-RSA-AES256-CCM
AES128-CCM8

AES256-CCM8
DHE-RSA-AES128-CCM8
DHE-RSA-AES256-CCM8
ECDHE-ECDSA-AES128-CCM
ECDHE-ECDSA-AES256-CCM
ECDHE-ECDSA-AES128-CCM8
ECDHE-ECDSA-AES256-CCM8

10.FTENBIRIEFHERS (--show-times)

S BREXEFERNE (UZWARM) . FEER,

BIMEBRRRE—NEK, #FEB

Client HellofSX/NAZIEER], EIAERTEENSERENNS,

BNMEMHTHEFNESSSER:

sslscan --show-times <H#x>



af://n265

sslscan --show-times google.com|sed -n '25,60p'
Heartbleed:
not vulnerable to heartbleed
not vulnerable to heartbleed
not vulnerable to heartbleed

not vulnerable to heartbleed

Supported Server Cipher(s):
Preferred TLSv1. 128 bits TLS AES 128 GCM SHA256 Curve
Accepted TLSvl. 256 bits TLS_AES 256 _GCM_SHA384 Curve
Accepted TLSvl. 256 bits TLS_CHACHA20_POLY1305_SHA256 Curve
Preferred TLSvl. 256 bits ECDHE-ECDSA-CHACHA20-POLY1305 Curve
TLSv1. 128 bits ECDHE-ECDSA-AES128-GCM-SHA256 Curve
TLSv1. 256 bits ECDHE-ECDSA-AES256-GCM-SHA384 Curve
TLSv1. 128 bits ECDHE-ECDSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-ECDSA-AES256-SHA Curve
TLSv1. 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve
TLSv1. 128 bits ECDHE-RSA-AES128-GCM-SHA256  Curve
TLSv1. 256 bits ECDHE-RSA-AES256-GCM-SHA384  Curve
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve
TLSv1. 128 bits AES128-GCM-SHA256 62ms
TLSv1. 256 bits AES256-GCM-SHA384 70ms
TLSv1. 128 bits AES128-SHA 60ms
TLSv1. 256 bits AES256-SHA 59ms
TLSv1. 112 bits DES-CBC3-SHA 70ms
TLSv1. 128 bits ECDHE-ECDSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-ECDSA-AES256-SHA Curve
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve
TLSv1. 128 bits AES128-SHA 66ms
TLSv1. 256 bits AES256-SHA 66ms
TLSv1. 112 bits DES-CBC3-SHA 63ms
TLSv1. 128 bits ECDHE-ECDSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-ECDSA-AES256-SHA Curve
TLSv1. 128 bits ECDHE-RSA-AES128-SHA Curve
TLSv1. 256 bits ECDHE-RSA-AES256-SHA Curve

OCOOORRFRFRFRRFRPRFEPEFEPFRENNNNNNNNNNNNNRNRNWWW

11. A ERESHFHFERPAISSL/TLS (--ssl/-tls)

SECCEB U TRE:

e aX

--ssl2 HieEEEFESSLv2

--ssl3 RIeBEREBFZSSLY3

-tls10 HieBEESEFETLS1.0

—tls11 REEEHETLSLL

—tls12 HIEREHETLS1.2

~tls13 REREFETLSL3

~-tlsall H@ETLS1.0, TLS1.1, TLS1.2, TLS1.3

BREESE, F—IEE, LITLS1.1961:
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sslscan --tls11 <H#p>

sslscan --tlsl1l 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 192.168.1.81

Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81

TLSv1.1 enabled

Server supports TLS Fallback SCSV

Secure session renegotiation supported

Compression disabled

TLSv1l.1 not vulnerable to heartbleed

Preferred TLSvl.1 256 bits ECDHE-RSA-AES256-SHA Curve 25519 DHE 253
Accepted TLSvl.1l 128 bits ECDHE-RSA-AES128-SHA Curve 25519 DHE 253

EICUsFIEMRA (EOA1TR) |, NE:

sslscan --tlsall <H#p>




sslscan --tlsall 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 0Oct 2023

Connected to 192.168.1.81

Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81

SSL/TLS Protocols:
enabled
enabled
enabled
disabled

TLS Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression:
mpression disabled

Heartbleed:
TLSv1l.2 not vulnerable to heartbleed
TLSv1l.1 not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Supported Server Cipher(s):
Preferred TLSv1.2 256 bits ECDHE-RSA-AES256-GCM-SHA384  Curve 25519 DHE 253
Accepted TLSvl.2 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve 25519 DHE 253
AILAERRTTISLREA, HERBEFBIRE.
AR EAHIRARLE ISR SZiRI0E?

BISHMEELUAES], sslscanfEENTLSIEEMERAIClientHelloB BIESHARINNTLSIRA, MRS HE L%
FIRSZIFTLSIRA SR, B MAEHTRERD, HE2FIEEIEEREServerHellofMIAR AT R AHT
TLSHMYZ S FERY:

| W] t1s. handshake. type — 1

No. Tine Source Destination Protocol Length Time to Live Time since previous frame in this TCP strean  Next Sequence Number Info
| 10 2024-01-23 23:42:00.944800  192.168.1.18 192.168.1.81 TLSvV1 961 64 ©.000185000 3623318688 Client Hello
18 2024-01-23 23:42:00.946199  192.168.1.18 192.168.1.81 TLSV1.1 961 64 0.000030000 2731789121 Client Hello
26 2024-01-23 23:42:00.947030  192.168.1.18 192.168.1.81 TLSV1.2 961 64 0.000014000 2127608288 Client Hello
34 2024-01-23 23:42:00.947673  192.168.1.18 192.168.1.81 TLSV1.2 324 64 0.000015000 1095449804 Client Hello
44 2024-01-23 23:42:00.948434  192.168.1.18 192.168.1.81 TLSV1.2 534 64 0.000418000 3762942574 Client Hello
60 2024-01-23 23:42:00.954427  192.168.1.18 192.168.1.81 TLSV1.1 252 64 0.000495000 1526650247 Client Hello
70 2024-01-23 23:42:00.955405 192.168.1.18 192.168.1.81 TLSVL 249 64 0.000433000 3964193726 Client Hello
85 2024-01-23 23:42:00.958539  192.168.1.18 192.168.1.81 TLSV1 250 64 ©0.000390000 434074358 Client Hello
100 2024-01-23 23:42:00.963054  192.168.1.18 192.168.1.81 TLSV1.2 297 64 0.000159000 3623445820 Client Hello
111 2024-01-23 23:42:00.969493  192.168.1.18 192.168.1.81 TLSv1.1 297 64 ©0.000033000 1771772375 Client Hello
124 2024-01-23 23:42:00.974062  192.168.1.18 192.168.1.81 TLSVL 297 64 0.000194000 705024667 Client Hello
136 2024-01-23 23:42:00.979205  192.168.1.18 192.168.1.81 TLSv1.2 425 64 ©0.000500000 2777641364 Client Hello
151 2024-01-23 23:42:00.984796  192.168.1.18 192.168.1.81 TLSV1.2 423 64 0.000283000 2772278753 Client Hello
166 2024-01-23 23:42:00.990107  192.168.1.18 192.168.1.81 TLSV1.2 421 64 ©.000105000 4279471142 Client Hello
181 2024-01-23 23:42:00.995359  192.168.1.18 192.168.1.81 TLSV1.2 419 64 0.000097000 3523429488 Client Hello
= 208 opoa o o2 o2iaoon pooaoc 100 aco o o 200 nce o o Ticu1 o 17 cn A mnnizonna  asnscencaw Fliant balla

Frame 10: 961 bytes on wire (7688 bits), 961 bytes captured (7688 bits)
> Linux cooked capture v2
> Internet Protocol Version 4, Src: 192.168.1.18, Dst: 192.168.1.81
Transmission Control Protocol, Src Port: 38758, Dst Port: 443, Seq: 3623317799, Ack: 1252888509, Len: 889
- Transport Layer Security
~ TLSV1 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 884
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 880
Version: TLS 1.0 (@x0301)
Random: 65afde4818d12ee3caf27e7d7b14cf172b361Fb2eas76f4ca879bFe6659b0F81
Session ID Length: 32
Session ID: 19bd5flbccdeafb57e0000502f2250eadf43a0849e65F01e5c8740b919a99053
Cipher Suites Length: 690
Cipher Suites (345 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 117
Extension: server_name (len=17)
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12 $SRERMAN /8. FRIRIER (--pk/--pkpass/--

certs)

EEFREFABRITSSYTLSIEFIZE, @IS EUSERASERIT], --pkBPPrivate KeylISZ X, =
f1:

sslscan --pk=xxx.key <HFx>

SRAEEERS, W@ --pkpass KISERD:

sslscan --pkpass=password <H#r>

B, EXNFRNBZR, FEEESFRILERE, W:

sslscan --certs=client.pem <H#z>

13. MEUEEERRFRIER (—-no-<xxx>)

BUEGY, sslscanFHHISEHETENASIHREFHERS N EBOINE, NREANESfFciphe EHEE, M
BLANNE --no-ciphersuites S :

sslscan --no-ciphersuites <H#r>
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sslscan --no-ciphersuites 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 0Oct 2023

Connected to 192.168.1.81
Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81

SSL/TLS Protocols:
disabled
disabled
enabled
enabled
enabled
disabled

Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression:
Compression disabled

Heartbleed:
TLSv1.2 not vulnerable to heartbleed
TLSvl.1l not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Server Key Exchange Group(s):
.2 128 bits secp256rl (NIST P-256)
2 192 bits secp384rl (NIST P-384)
.2 260 bits secp521rl (NIST P-521)
.2 128 bits x25519
2 224 bits x448

Certificate:
Signature Algorithm: sha384WithRSAEncryption
RSA Key Strength: 2048
Subject: blog.linux-code.com
Altnames: DNS:blog.linux-code.com
Issuer: TrustAsia RSA DV TLS CA G2

before: Jun 10 00:00:00 2023 GMT
after: Jun 9 23:59:59 2024 GMT

LRSI HEER B ER 7 A

EIE, WTNXLSHERREE PSR, HMEA T EaERER:




| aX
--no-ciphersuites RAENZEHEE

--no-fallback T2 ARTIFTLS Fallback



| aX

--no-renegotiation AR ESHFTLSEINE
--no-compression MRS SIFTLSE 8
--no-heartbleed MR EBFEOpenSSLULIERE MR
--no-groups AR HRE

--no-cipher-details FEFEINIST ECHALLZFRFIEDH/RSAZESRIKE

U ESHATLSINER, LA iEcipherE4HSE. fallback, tIsEEHES. tls/E4E. ZiETIRESE,
LIE:

sslscan --no-ciphersuites --no-fallback -renegotiation --no-compressio

rtbleed --no google. com

Versiol 1
OpenSSL 3.0.12 24 Oct 2023

com on port 443 using SNI name

d

enabled
enabled
nnabl@d

‘Algorithm: sh ithRSAEncryption
prime256v1
y Strength: 128

Subject: *.google.com

Altnames: DNS:*.google.com, DNS:*.appengine.google.com, DNS:*.bdn.dev, DNS:*.origin-test.bdn.dev, DNS:*.cloud.google.com, DNS:*.crowdsource.google.com, DNS:*.datacomput|
.google.co.in, DNS:*.google.co.jp, DNS:*.google.co.uk, DNS:*.google.com.ar, DNS:*.google.com.au, DNS:*.google.com.br, DNS:*.google.com.co, DNS:*.google.com.mx, DNS:*.gol
S:*.google.es, DNS:*.google.fr, DNS:*.google.hu, DNS:*.google.it, DNS:*.google.nl, DNS:*.google.pl, DNS:*.google.pt, DNS:*.googleadapis.com, DNS:*.googleapis.cn, DNS:*
om, DNS:googlecnapps.cn, DNS:*.googlecnapps.cn, DNS:googleapps-cn.com, .googleapps-cn.com, DNS:gkecnapps.cn, .gkecnapps.cn, DNS:googledownloads.cn, DNS:*.goog|
.net.cn, DNS:recaptcha-cn.net, DNS:*.recaptcha-cn.net, DNS:widevine.cn, :*.widevine.cn, DNS:ampproject.org.cn, DNS:*.ampproject.org.cn, DNS:ampproject.net.cn, DNS
.google-analytics-cn.com, DNS:googleadservices-cn.com, DNS:*.googleadservices-cn.com, DNS:googlevads-cn.com, DNS:*.googlevads-cn.com, DNS:googleapis-cn.com, DNS:*.googl
optimize-cn.com, DNS:doubleclick-cn.net, DNS:*.doubleclick-cn.net, DNS:*.fls.doubleclick-cn.net, DNS doubleclick-cn.net, DNS:doubleclick.cn, DNS doubleclick.cn, D
dartsearch-cn.net, DNS:*.dartsearch-cn.net, DNS:googletraveladservices-cn. *.googletraveladservices-cn.com, DNS:googletagservices-cn.com, DN googletagservice]
gmanager-cn.com, DNS:googlesyndication-cn.com, .googlesyndication-cn.com, *.safeframe.googlesyndication-cn.com, DNS:app-measurement-cn.com, DNS:*.app-measureme]
t2-cn.com, DNS:*.gvt2-cn.com, DNS:2mdn-cn.net, .2mdn-cn.net, DNS:googleflights-cn.net, DNS:*.googleflights-cn.net, DNS:admob-cn.com, DNS:*.admob-cn.com, DNS:google|
enup.googlesandbox-cn.com, DNS:*.gstatic.com, .metric.gstatic.com, DNS:*.gvtl.com, .gcpedn.gvtl.com, DNS:*.gvt2.com, DNS:*.gcp.gvt2.com, DNS:*.url.google.com
roid.com, DNS:*.android.com, DNS:*.flash.android.com, DNS:g.cn, DNS:*.g.cn g.co, DNS:goo.gl, DNS:www.goo.gl, DNS:google-analytics.com, DNS:*.google-ana
NS:*.googlecommerce.com, DNS:ggpht.cn, DNS:*.ggpht.cn, DNS:urchin.com, DN: .urc .C :youtu.be, DNS:youtube.com, DNS:*.youtube.com, DNS:youtubeeducation.com, DNS|
outubekids.com, DNS:yt.be, DNS:*.yt.be, DNS:android.clients.google.com, D developer.android.google.cn, DNS:developers.android.google.cn, DNS:source.android.google.cn,
oogle.cn

Issuer: GTS CA 1C3

Not valid before 4 GMT
Not valid after

LMHEREREE TS, RIAMBENER, AKRS THMERE.

14. AR IVIEEBRRSIR (--targets)

B2 Eirs 23, aTEERBAR— NN, —T—, 8T8 host:port , RNEEIHROSAIA
79443,

IREX, FSUER—T, BEAE—NMRKX: 443—ERhttps, SOﬁﬁD—z'Ez%httpo XU ZAEER i
AR, FAILMERISEIRBIRE, FRERNULERIA, MIEEEX KO, REBRER, HTTPEILAZ
443, HTTPSHILLES0, EEFLIEEEMNAYE@MimO, ELAIURLA: https://domain.com:8443  http://d
omain.com:12345 , EBREEURL, BEIRXLiROFEwebiRSS =8 EAVEITIVSEHTTPIEZHTTPS,

Rz
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https://domain.com:8443/
http://domain.com:12345/

dsthost
192.168.1.25
192.168.1.81
gcloud.com:443
google.com
--targets=dsthost

NRABIIEERNRS, IR FEEEN B ANRSHFAISSL/TLSIRA, BRAERIEREISAIA TS
E, WUEREEERS, SMEEHSMEEN:

sslscan --no-ciphersuites --no-fallback --no-renegotiation --no-compression --no-
heartbleed --no-groups --no-check-certificate --targets=<dsthost>

Version: 2.0.16-static
[OpenSSL 1.1.1t 7 Feb 2023

ed to 192.168.1.25

d\SJhWQU
disabled
disabled
enabled

disabled

Connected to 192.168.1.81
[Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81

/TLS Protocols:
disabled
disabled
enabled
enabled
enabled
disabled

Testing SSL server gcloud.com on port 443 using SNI name qcloud.com

LS Protocols:
disabled
disabled
enabled
enabled
enabled
disabled

Connected to 172.217.25.14
[Testing SSL server google.com on port 443 using SNI name google.com
tocols:
disabled
disabled
enabled
enabled

enabled
enabled

1542 RS EBIEBRIZREE (--show-sigs)
BAER T RERISAWE, BRSBTS EEEE, TN s

sslscan --show-sigs <H#zr>

sslscan --show-sigs --sni-name=data.linux-code.com 192.168.1.81 grep -A 8 'Server Signature'
Algorithm(s):

rsa_pkcsl_sha224
rsa_pkcsl_sha256
rsa_pkcsl sha384
rsa_pkcsl sha512
rsa_pss_rsae_sha256
rsa_pss_rsae_sha384
rsa_pss_rsae_sha512

2
2
P
2
nl2
P
2
2

B, ERANSEEEHEE, RERTLSHEINERINEEEX:
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WPEEE: data.linux-code.com

EAERG) FEER(D)
FBERGH
- AAA Certificate Services

" TrustAsia RSA DV TLS CA G2

data.linux-code.com
IERFER
" data.linux-code.com
IES
DTS
FEE
IEBEESEE
AAEE
B
FETF -

FERIE

[ PKCS#T, 758 RSA INERJ SHA-384 |

SHX)...

16.[3FSSLESIRRIRRRIG R (--bugs)

SSSUERFERIRE, --bugs AIIRHERINAIMRIRTTZ=:

sslscan --bugs <H#r>
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17.18% B socketiBAIAIA (--timeout)

MEERIBR FRUARN, S FHIEMM ssIscan NE#ERIcipher EAHREBRL.
IEEEEERLs, JLR:

sslscan --tmeout=1 <H#x>

sslscan --timeout=1 192.168.1.6
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 192.168.1.6
Testing SSL server 192.168.1.6 on port 443 using SNI name 192.168.1.6

SSL/TLS Protocols:
disabled
disabled
disabled
disabled
enabled
disabled

Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Session renegotiation not supported

TLS Compression:
Compression disabled

Heartbleed:
TLSv1.2 not vulnerable to heartbleed

Supported Server Cipher(s):

Preferred TLSvl. 256 bits ECDHE-RSA-AES256-GCM-SHA384  Curve P-256 DHE 256
TLSv1. 256 bits ECDHE-RSA-AES256-SHA384 Curve P-256 DHE 256
TLSv1. 256 bits DHE-RSA-AES256-GCM-SHA384 DHE 2048 bits
TLSv1. 256 bits DHE-RSA-AES256-SHA256 DHE 2048 bits
TLSv1. 128 bits ECDHE-RSA-AES128-GCM-SHA256  Curve P-256 DHE 256
TLSv1. 128 bits ECDHE-RSA-AES128-SHA256 Curve P-256 DHE 256
TLSv1. 128 bits DHE-RSA-AES128-GCM-SHA256 DHE 2048 bits
TLSv1. 128 bits DHE-RSA-AES128-SHA256 DHE 2048 bits

Server Key Exchange Group(s):
TLSv1.2 128 bits secp256rl (NIST P-256)

SSL Certificate:
Signature Algorithm: sha384WithRSAEncryption
RSA Key Strength: 2048

bmc.linux-code.com
: DNS:bmc.linux-code.com
TrustAsia RSA DV TLS CA G2

Not valid before: Mar 12 00:00:00 2022 GMT
Not valid after:
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18 EVINGERIAIE (--connect-timeout)

LR ENIDMARIBIAHE, AEFAKAESE, WeEIISHREETE, MEEBER TERAN
7580,

®E0.01F0F11 7D 91 -

sslscan --connect-timeout=0.01 <H#t»r>

sslscan --connect-timeout=1 <H#z>

sslscan --connect-timeout=0.01 192.168.1.6
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

sslscan --connect-timeout=1 192.168.1.6
Version: 2.1.2-static
OpenSSL 3.0.12 24 Oct 2023

Connected to 192.168.1.6

Testing SSL server 192.168.1.6 on port 443 using SNI name 192.168.1.6

disabled
disabled
disabled
disabled
enabled

disabled

Server supports TLS Fallback SCSV

Session renegotiation not supported

AJLAEER, IRE0.018) (10ms) BY, sslscanfREESRmENEERS, RNEIAIGERTIEMIIEMER, 1
RIER FIEREER. LA E(UEARBRAELING, SCRrERE IR R AR BRI AR,

198 HEERIRIBAXMLIE (-xml)

BB EREExmIER 4R, STLAR:

sslscan --xml=file.xml <H#r>
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sslscan --sni-name data.linux-code.com --xml=test.xml 192.168.1.81
Version: 2.1.2-static
OpenSSL 3.0.12 24 0Oct 2023

Connected to 192.168.1.81

Testing SSL server 192.168.1.81 on port 443 using SNI name 192.168.1.81

disabled
disabled
enabled
enabled
enabled
disabled

Server supports TLS Fallback SCSV

Secure session renegotiation supported

Compression disabled

TLSv1.2 not vulnerable to heartbleed
TLSvl.1 not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Preferred TLSv1l.2 256 bits ECDHE-RSA-AES256-GCM-SHA384 Curve 25519 DHE 253
Accepted TLSv1l.2 256 bits ECDHE-RSA-CHACHA20-POLY1305 Curve 25519 DHE 253

I SHE LIRS FEMARNESAUEEER, EMUNERE LRHER, B ERRHENS
MR, I AFTESHEXMLAIINEE? EABFITHITORFET DGR, xmERTSE.

xmU3ZAR ARSI, S EEIIEI SR T, Si& L EERESeom SRS
TS ITEE SRR, LR codebeautify.org/xmlviewer STIFRFTxmIFHHI TSR R |

# Code Beautify JSON Formatter XML Formatter  Calculators  JSON Beautifier  Recent Links  Sitemap  Favs v

XML Viewer onser [

2 @ U oA

Auto Update

@web: http:/github.com/rbsec/sslscan
Beautify Minify X
@host: 192.168.1.81

t0JSON tocsv @sniname: 192.168.1.81

@ Download
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20. B EMRYEE (--verbose)

EFAARLEIREES, --verboseIEiF S, KRAREFARVMHESER:

sslscan --verbose <H#zr>

FEIR:
BEfFERE-VE, vHARE--verboseIEE;
o --verbose REENI—IR, NMNZIREAERANENN—

tbamiFgE Heipher EHRIER, EHEMEBRRIERAR

sslscan --verbose --no-fallback --no-renegotiation --no-compression --no-heartbleed --

no-groups --no-check-certificate <H#zr>

sslsc L --no-fallback --no-renegotiation --no-compression --no-heartbleed --no-groups --no- ck-certificate baidu.com
Versio
OpenSSL 3.0.12 24 Oct 2023
Conn d to 110

Some servers will fail to response to SSLv3 ciphers over STARTTLS
If your scan hangs, try using the --tlsall option

Testing SSL server baidu.com on port 443 using SNI name baidu.com

enabled
enabled
enabled
disabled

ECDH 6 Curve P- DHE 256

ECDHE-RSA-AES128-SHA256 Curve P-256 DHE 256

s ECDHE-RSA-AES128-SHA Curve P-256 DHE 256

pted TLSvl.2 s ECDHE-RSA-AES256-SHA Curve P-256 DHE 256

connect() retur H

S ECDH Curve P-256 DHE 256

ECDHE-RSA-AES256- SHA384 Curve P-256 DHE 256
AES128-GCM-SHA256

s AES256-

AES128-SHA
AES256- SHA256
hlts AES256-SHA
o LL; this indicates that the server did not choose a cipher from our list (ALL:COMPLEMENTOFALL:!ECDHE-RSA-AES128-GCM-SHA256: !ECDHE-RSA-AES128-SHA256
: |ECDHE -RSA-AES256- SHA384 : | AES128-GCM- SHA256 : | AES256 - GCM-SHA384 : | AES128-SHA256 : | AES128-SHA: | AES256 - SHA256 : | AES256 - SHA)

blts TLS ECDHE RSA_WITH_| !
s TLS_RSA WITH |_RC4_ 128 bHA

1
bits ECDHE-RSA-AES128-SHA Curve P-256 DHE 256
1

Acce] edv TLSv1.1 bits ECDHE-RSA-AES256-SHA Curve P-256 DHE 256

BAFrILAEE, 7 —KBEIRREE: SSL_get_current_cipher() returned NULL; this indicates that the
server did not choose a cipher from our list (ALL:COMPLEMENTOFALL:!ECDHE-RSA-AES128-GCM-
SHA256:!ECDHE-RSA-AES128-SHA256:!ECDHE-RSA-AES128-SHA:!ECDHE-RSA-AES256-SHA:!ECDHE-RSA-
AES256-GCM-SHA384:!ECDHE-RSA-AES256-SHA384:!AES128-GCM-SHA256:!AES256-GCM-SHA384:!AES128-
SHA256:!AES128-SHA:!AES256-SHA256:!AES256-SHA)

i [A5] BoiRd, BEeFHRTRSGELEY, BiFArHEEBETLIEERISSL_get_current_cipher
BREY ﬁlﬁlT—Ai{E R A iRAIcipherEHEAE LIRX—KBNEHE, WIASERBEREY, FK
FREE, SSL_get_current_cipher BR#UR[EINULL, SSL_connect FR#HUR[E]-1,
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EEs IE\gE

sslscanfEAMA—FGEARRNERIFM TR, SEBHEIFIIQN SSL/TLS IEBRIRAMEE. cipher B, &
ARBRA, IERWEIE, OCSPERSS =R, IERBMIIEFS, MTHRNELZEMERERIFEXEE, &
RERDA—FIEE,

ssiscanfZ FAMEERAINEZEEHRNIVETR, HaSiTREEERT, S8FE, JLURERR
ASERRHITES ., TCBHTEANRSHEAME, ERRNSTEENEEEASIERESR, &8t
RAEARSTS. HEEEEIME oM T sslscanRUNITZZIFEER.

RIS, (ERsslscanAI LAKKIRFRUEFIN FREFRIR SN, RIFAFRISURMS BRI FARBIMHES,
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