T
—. BIS

Gobuster 2—XAgolE Sm SIS TRt BFR/XH. DNSFE. EHIEHvhostHHTRNIZSERITRIRL
8, BERTZze0E, HEBNEOWEENZIERIALL (3.60R4E) BT LM:

O dirfisg

O dnsi&Est

O s3t&Ek

@ gobuster O gestizt

(O vhostifz

O fuzzifist

O tftpiEst

&t ax

dir REZHIHIER/ B R E,

dns dns I Z AR,

s3 ST SIERH ERFENFEREER (ERTaws) .
ges B TR RS,

vhost FEMENAEET (RRTdnsFEL)

fuzz —LEARRRAIE, B Fuzz XEFER,

tftp B IR tpIE,


af://n0

IEEAE R L7 S h AR T gobuster, EINARIHIERFTHE 7 AXAESIIE. ASEM EE VR iz
RENREZREREERMAEL: dir. dns, vhost, fuzziZPFMHEEREL, s3flgc3iE@AFaws
BT (gep) —EIFZEIRERRIZS, IFMAERTLUET gobuster help <mode> KEE,

—. 2Es#

BB TR, XESHEBERIPERRERER.

B

--debug

--delay duration
--no-color
--no-error
-z|--no-progress
-o|--output string
-p|--pattern string
-q|--quiet
-t|--threads int
-v|--verbose

-w|--wordlist string

ax

FTFdebugt&t,
BNEEEERZBEMRIRIE (26]: --delay 1500ms ) ,
ZREEkEL,

FRREIR.

RETRHE,

aHEE SR B,

BB REAIE.

LEMER,, FTEDbannerSEFI—LLREE.
IEELIEHE (BUAL0) .

FHERHAS (aSBRNtEERET) .

IBEFHIER, B - JLIBIRERA IR,
£

--wordlist-offset int

=, XTFFH

FHESXEEN—CRY, — M EBBAFHERNHESHITEMN, NREDVFHENEINER
crunchEpY, EEIRIER I RIRERNISZAIFEINT


af://n30
af://n73

IRE&M L33

Fuzzing-Dicts https://github.com/3hadOw/Fuzzing-Dicts

weakpass https://weakpass.com/

SeclLists https://github.com/danielmiessler/SecLists

Assetnote Wordlists https://wordlists.assetnote.io/

fuzzdb https://github.com/fuzzdb-project/fuzzdb
PayloadsAllTheThings https://github.com/swisskyrepo/PayloadsAllTheThings
samlists https://github.com/the-xentropy/samlists
Exploit-Dictionary https://github.com/epony4c/Exploit-Dictionary

)

[

« BR/FEBERINE (dir)

LIEEurlGEEIEE (-ul--url)

-uSHAKISEBRURLELL, tEHWIE, FRRNESEESHEN-wkISEFH:

gobuster dir -u <URL> -w <wordlist>


https://github.com/3had0w/Fuzzing-Dicts
https://weakpass.com/
https://github.com/danielmiessler/SecLists
https://wordlists.assetnote.io/
https://github.com/fuzzdb-project/fuzzdb
https://github.com/swisskyrepo/PayloadsAllTheThings
https://github.com/the-xentropy/samlists
https://github.com/epony4c/Exploit-Dictionary
af://n105
af://n106

gobuster dir https://blog.linux-code.com urls-wordpress-3.3.1.txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url: https://blog.linux-code.com
Method: GET

Threads: 1

Wordlist: urls-wordpress-3.3.1.txt
Negative Status codes: 404

User Agent: gobuster/3.6

Timeout: 10s

Starting gobuster in directory enumeration mode

/index.php (Status: 301) [Size: 0]
/license.txt (Status: 200) [Size: 19915]
/readme.html (Status: 200) [Size: 7389]
/wp-activate.php (Status: 302) [Size: 0]
/wp-admin/about.php (Status: 302) [Size: 0]
/wp-admin/admin-ajax.php (Status: 400) [Size: 1]
/wp-admin/admin-footer.php (Status: 200) [Size: 2]
/wp-admin/admin-functions.php [Size: 0]
/wp-admin/admin-header.php [Size: 0]
/wp-admin/admin-post.php (Status: 200) [Size: 0]
/wp-admin/admin.php (Status: 302) [Size: 0]
/wp-admin/async-upload.php (Status: 302) [Size: 0]
/wp-admin/comment.php (Status: 302) [Size: 0]
/wp-admin/credits.php (Status: 302) [Size: 0]
/wp-admin/css/farbtastic.css (Status: 200) [Size: 611]
/wp-admin/css/install.css (Status: 200) [Size: 5967]
/wp-admin/css/media-rtl.css (Status: 200) [Size: 25546]
/wp-admin/css/media.css (Status: 200) [Size: 25500]
/wp-admin/css/wp-admin-rtl.css (Status: 200) [Size: 490]
/wp-admin/css/wp-admin.css (Status: 200) [Size: 395]
/wp-admin/custom-background.php [Size: 0]
/wp-admin/custom-header.php [Size: 0]
/wp-admin/edit-comments.php (Status: 302) [Size: 0]
/wp-admin/edit-form-advanced.php (Status: 200) [Size: 2]
/wp-admin/edit-form-comment.php (Status: 200) [Size: 2]
/wp-admin/edit-link-form.php (Status: 200) [Size: 2]
/wp-admin/edit-tag-form.php (Status: 200) [Size: 2]
/wp-admin/edit-tags.php (Status: 302) [Size: 0]
/wp-admin/edit.php (Status: 302) [Size: 0]
/wp-admin/export.php (Status: 302) [Size: 0]
/wp-admin/freedoms.php (Status: 302) [Size: 0]
/wp-admin/images/align-center.png (Status: 200) [Size: 546]
/wp-admin/images/align-left.png (Status: 200) [Size: 554]
/wp-admin/images/align-none.png (Status: 200) [Size: 417]
/wp-admin/images/align-right.png (Status: 200) [Size: 509]
53 / 926 (5.72%)

EAEFRLONGRE, BTt LRIEE T — &R,

TEE64 MM EAZAYRIERAN T :

gress: 5603 / 20470 (27.37%)_ A ox) cont
o QUi
—_— — — ~—— ———

"the quieter you become, the more you are able to hear"

BERIXILL T2 BEEEMN --quietF--debug :

gobuster dir -u <URL> -w <wordlist> -q
gobuster dir -u <URL> -w <wordlist> --debug




gobuster dir http://192.168.1.72:8080 main.txt
/css (Status: 200) [Size: 0]
/images (Status: 200) [Size: 0]
/scripts (Status: 200) [Size: 0]

—~

gobuster dir http://192.168.1.72:8080 main. txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://192.168.1.72:8080
[+] Method: GET

[+] Threads: 10

[+] Wordlist: main. txt

[+] Negative Status codes: 404

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/css (Status: 200) [Size: 0]
/images (Status: 200) [Size: 0]
/scripts (Status: 200) [Size: 0]
Progress: 167378 / 167379 (100.00%)

Finished

NEE, TEE-qRIBR FEUAMDEARdebughEzViaitt, SERBRJURL. HTTPTTIE. LA2HE. FHNY
. BT (BAA404) | UASE. BEIATEISE,

BIEMEAILIEE!, gobustertRIEFHEHAYREANT, HEMSTEURLFTHEE:

tshark client.pcap http_req,tree | head 20
Running as user "root" and group "root". This could be dangerous.

HTTP/Requests:
Topic / Item Average Min Vval Max Val Percent Burst Rate Burst Start

HTTP Requests by HTTP Host
192.168.1.72:8080

/down

/999

/998

/997

/996

/995

/994

VAELE]

/992

/991

/990

/99

/989

tshark client.pcap ' frame.number<=50"'|& grep ' (?im) (?<=full request uri:\s).*(?=\])"'




192.168.1.16 192.168.1.72 e — — —— e
M Wireshark - Requests - client.pcap — o X
192.168.1.72 192.168.1.16 19008:
192.168.1.72 192.168.1.16 Topic / Item Count Average MinVal MaxVal Rate(ms) Percent BurstRate Burst Start I ml)
192.168.1.16 192.168.1.72 | . HTTP Requests by HTTP Host 17291 38710 100% 44700 5380 (60054¢
192.168.1.16 192.168.1.72 v 192.168.1.72:8080 17291 3.8710  100.00% 4.4700 5380 (dad-2¢
192.168.1.72 192.168.1.16 / 1 00002  001% 00100 1310 119019;
192.168.1.72 192.168.1.16 /6ef1be2f-b9a2-4ea7-bdad-2¢175¢15871c 1 00002  001% 00100 1313 text/|
192.168.1.16 192.168.1.72 /Jtest 1 00002  0.01% 0.0100 1315
192.168.1.72 192.168.1.16 Jtest2 1 00002  001% 00100 1316 1100241
192.168.1.72 192.168.1.16 gev 1 g-gggz gg}f g-glgg 1;1; text/}
192.168.1.16 192.168.1.72 n 2 0.0004  0.01%  0.0100 1319 |
192.168.1.72 192.168.1.16 2 5 00004  001% 00100 1320 119029:
192.168.1.72 192.168.1.16 3 5 00004 001% 00100 1320 text/|
192.168.1.16 192.168.1.72 /s1 1 00002  001% 00100 1.320
192.168.1.72 192.168.1.16 /52 1 00002  001% 00100 1321 [19034:
192.168.1.72 192.168.1.16 /s3 1 00002  001% 00100 1321 text/
192.168.1.16 192.168.1.72 /admin 1 00002  001% 00100 1322
192.168.1.72 192.168.1.16 /adm ! 00002 001% 00100 1322 119038
192.168.1.72 192.168.1.16 ﬁ“t 1 8‘3822 gg}‘f 3‘8]22 liii text/}
I U olls A A7 /adminht 1 0.0002 001% 0.0100 1.323 |
292 168 2 19221068 10 /webht 1 00002  001% 00100 1324 | <128
| /web 1 00002  001% 00100 1324 E
bits), 168 bytes captured (1344 bits) /gm 1 00002  0.01% 0.0100 1324
/sys 1 00002  001% 00100 1325
192.168.1.16, Dst: 192.168.1.72 /system 1 00002  001% 00100 1325
Port: 47156, Dst Port: 8080, Seq: 89600562 /manage 1 00002 001% 00100 1.326
/manager 1 00002  001% 00100 1326
/mgr 1 00002  001% 00100 1326
/b 1 00002  001% 00100 1327
/e 1 00002  001% 00100 1327
/passport 1 00002  001% 00100 1327

FHRFHEBRR, TREERBSES.

2.{#Fcookies (-c|--cookies)

gobuster dir -u <URL> -w <wordlist> -c <cookie>

gobuster di http://192.168.1.72:8080 mai 'SID=ceCk0OGw]jNyOyaZGy+Q/Z8rINF/QZ+7B'

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url:

Method:

Threads:

Wordlist:

Negative Status codes:

Cookies: SID=ceCk00Gw]jNyOyaZGy+Q/Z8rINF/QZ+7B
User Agent: gobuster/3.6

Timeout:

(Status:
(Status:
(Status:
(Status:
67378 / 167379 (100.00%)

Finished

BT RRBRRAIEE, BEKAEURL T HERAIH,

3.5TEPEEEURL (-e|--expanded)

AANRBTRHRE, B - SIS ERNBE RN BLTENURLER:

gobuster dir -u <URL> -w <wordlist> -e



af://n123
af://n127

gobuster dir http://192.168.1.72:8080 main. txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://192.168.1.72:8080
[+] Method: GET

[+] Threads: 10

[+] Wordlist: main.txt

[+] Negative Status codes: 404

[+] User Agent: gobuster/3.6

[+] Expanded: true

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

http://192.168.1.72:8080/css (Status: 200) [Size: 0]
http://192.168.1.72:8080/images (Status: 200) [Size: 0]
http://192.168.1.72:8080/scripts (Status: 200) [Size: 0]
Progress: 167378 / 167379 (100.00%)

Finished

ASEHPRAFEES (-U,--username|-P,--pasword)

AiBiE I cookieFIFIIREN, NeJLAERRF&ERS:

gobuster dir -u <URL> -w <wordlist> -e -U

gobuster dir http://192.168.1.72:8080 main.txt 'admin' 'adminadmin'

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url: http://192.168.1.72:8080
Method: GET

Threads: 10

Wordlist: main.txt

Negative Status codes: 404

User Agent: gobuster/3.6

Auth User: admin

Expanded: true

Timeout: 10s

Starting gobuster in directory enumeration mode

http://192.168.1.72:8080/css (Status: 200) [Size: 0]
http://192.168.1.72:8080/1images (Status: 200) [Size: 0]
http://192.168.1.72:8080/scripts (Status: 200) [Size: 0]
Progress: 167381 / 167382 (100.00%)

Finished



af://n132

BEMEAELI, XHNSHABREEMESN, WRIEEMSNNERT, SEHTTPAREEES
BN SZBEE

[cen

Yo Tine Souree Destination Protocol Length Time to Live Time since previovs frame ICUP Time since previous frame Info
4 2023-09-18 02:04:30.095851  192.168.1.16 192.168.1.72 HTTP 21 64 0.000448000 GET / HTTP/1.1
6 2023-09-18 02:04:30.096563  192.168.1.72 192.168.1.16 HTTP 1217 64 0.000493000 HTTP/1.1 200 OK (text/html)
8 2023-09-18 02:: 097196 192.168.1.72 HTTP 247 64 0.000599000 GET /cdf3516f-3ae2-43a3-b863-f692a649e3db HTTP/1.1
10 2023-09-18 097492 192.168.1.16 HTTP 553 64 0.000222000 HTTP/1.1 404 Not Found (text/plain)
11 2023-09-18 099220 192.168.1.72 HTTP 213 64 0.001728000 GET /s3 HTTP/1.1
15 2023-09-18 .099480 192.168.1.16 HTTP 553 64 0.000176000 HTTP/1.1 404 Not Found (text/plain)
31 2023-09-18 02: 099805  192.168.1.16 192.168.1.72 HTTP 216 64 0.000150000 GET /test2 HTTP/1.1
35 2023-09-18 02:04:30.099893  192.168.1.16 192.168.1.72 HTTP 212 64 0.000413000 GET /1 HTTP/1.1
| 38 2023-09-18 02:04:30.099988  192.168.1.16 192.168.1.72 HTTP 212 64 ©0.000248000 GET /t HTTP/1.1
! 39 2023-09-18 02:04:30.100009  192.168.1.16 192.168.1.72 HTTP 212 64 0.000219000 GET /2 HTTP/1.1
! 43 2023-09-18 02:04:30.100055 192.168.1.16 192.168.1.72 HTTP 24 64 0.000165000 GET /dev HTTP/1.1
| 44 2023-09-18 02:04:30.100099  192.168.1.16 192.168.1.72 HTTP 213 64 ©0.000075000 GET /s2 HTTP/1.1

Frame 4: 211 bytes on wire (1688 bits), 211 bytes captured (1688 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.72
Transmission Control Protocol, Src Port: 35576, Dst Port: 8080, Seq: 2813705442, Ack: 2579409736, Len: 139
- Hypertext Transfer Protocol

GET / HTTP/1.1\r\n

Host: 192.168.1.72:8080\r\n

User-Agent: gobuster/3.6\r\n
~ Authorization: Basic YWRtaWA6YWRtaWshzGlpbg==\r\n

Credentials: admin:adminadni

Accept-Encoding: gzip\r\n

\rin

[Full request URT: http://192.168.1.72:8086/]

[HTTP request 1/7563]

[Response in frame: 6]

[Next request in frame: 8]

5.28B8TLS/SSLIERIEIE (-k|--no-tls-validation)

curl, wgetFCETEE—HNSE, ZEIERAM, ANHTIEBTREMRE:

gobuster dir -k -u <URL> -H -w <wordlist>

6.BEX httpskER (-H|--headers)

B -HSHEEENtpSER, AJLMEIMH A ERIEHEAIHTTPLERFER.,

EC NS ESFEHOST :

gobuster dir -k -u <URL> -H -w <wordlist> -t 1

urls-wordpress-3.3.1.txt

Gobuster v3.6
by 0J Reeves (@TheCo

https://192.168.1
GET
Threads: 1
Wordlist: urls-wordpress-3.3.1.txt
Negative Status codes: 404
User Agent: gobuster/3.6
Timeout:

enumerati

Stat 3
/wp-activate.php (Status: 302) [Size:
/wp-admin/about.php (Status: 302) [Size:
/wp-admin/admin-ajax.php (Status: 400) [Size: 1]
/wp-admin/admin-footer.php (Status: 0) [Size: 2]
/wp-admin/admin-functions.php [Size: 0]
/wp-admin/admin-header.php [Size: 0]
/wp-admin/admin-post.php (Status: 200) [Size: 0]
/wp-admin/admin.php (Status: 302) [Size: 0]
/wp-admin/async-upload.php (Status: 302) [Size: 0]
/wp-admin/comment.php (Status: 302) [Size: 0]
/wp-admin/credits.php (Status: 302) [Size: 0]
/wp-admin/css/farbtastic.css (Status: 200) [Size: 611]
Progress: 21 / 926 (2.27%)



af://n139
af://n143

IBEZNKER, AZN-HHE|, LEaNRERTIEREHost, User-Agent, Connection:

gobuster dir -k -u <URL> -H

-w <wordlist>

Agent:Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36' i 'Connection:keep|

2FA User-Agent tB ] LA IHIEIT -a|----useragentSRIERE, gobusterf@ it 7 tbEE, BIAN:

gobuster/3.6, JRHAVEFNIRAES.

THEEXH RRERE (X)

HREHEZRphphd, EA-x php, EERtE, MIEE-xtxt, LULSEHE,

ELan S ZRphpI32f, TRTSEEURL (-e) , TERE64MEE (-t64) :

gobuster dir -u <URL> -x php -w <wordlist> -t 64 -e

ister dir https://blog.linux-code.com php Common-PHP-Filenames. txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

https://blog.linux-code.com
GET

Threads: 64

Wordlist: Common-PHP-Filenames. txt

Negative Status codes: 404

User Agent: gobuster/3.6

Extensions:

Expanded:

Timeout

https://blog. linux-code.com/index.php : 301) [Size: 0]
https://blog. linux-code.com/xmlrpc.php : 405) [Size: 42]
Progress: 10326 / 10328 (99.98%)

Finished

64


af://n154
af://n160

8.EENE MR ’& (-X)

LERRAY REESMN, TLBESERY RS, AEE— M FEE:

gobuster dir -u <URL> -X <extensions-file> -w <wordlist>

gobuster dir https://blog.linux-code.com extensions-file.txt temp. txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

https.//blog.llnux—code.com
GET
Threads: 10
Wordlist: temp. txt
Negative Status codes: 404
[+] User Agent: gobuster/3.6
[+] Extensions: rar,zip,tar.bz2,sql,bak,mdb,7z,tar.gz,bz2,log,dat, txt,tar,gz
[+] Extensions file: extensions-file.txt
[+] Timeout:

Starting gobuster

/test-file.tar.gz (Status: 200) [Size:

/gobuster-test.rar (Status: 200) [Size:

/demo-file.txt (Status: 200) [Size:

/bar.log (Status: [Size:
: 60 / 75 (80.00%)

Finished

cat extensions-file.txt
.rar

cat temp.txt
test-file
gobuster-test
demo-file
bar

9.IBEHTTPIBKAE (-m|--method)

TERIANGET, MRFEEEHBHTIPIE, MBI -misE, BWUHEEPOSTIERALIZ:

gobuster dir -u <URL> -m POST -w <wordlist>


af://n160
af://n165

gobuster d https://blog.linux-code.com POST main. txt

Gobuster v3.6
by 0J Reeves (@TheC

https://blog.linux-code.com
POST

Threads: 10

Wordlist: main.txt

Negative Status codes: 404

User Agent: gobuster/3.6

Timeout:

go

(Status: ize: 25737]
(Status: ize: 25923]
(Status: ize: 25921]
(Status: ize: 25805]
(Status: ize: 162]
/phpmyadmin (Status: ize: 162]
/images (Status: ize: 162]
/tools (Status: ize: 162]
/software (Status: ize: 162]
(Status: ize: 5126]
(Status: ize: 162]
(Status: ize: 162]
(Status: ize: 69067]
(Status: ize: 289015]
(Status: ize: 25927]
(Status: ize: 25994]
(Status: ize: 26072]
(Status: ize: 26075]
(Status: ize: 26070]
(Status: ize: 25997]
Progress: 1149 / 167382 (0.69%)

10 I8 ECIEIRSSES (--proxy)

AEZREELIPRIER, BTLUSERIEEIN, STIFHTTP/HTTPSAEE, =& socks5{UIE,
B9 [http(s)://host:port] 87 [socks5://host:port]

ECaniERE socksS UIRSRIARERTTT, ATLARE:

gobuster dir -u <URL> -w <wordlist> --proxy <socks5://host:port>



af://n171

gobuster dir https://blog.linux-code.com main.txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url: https://blog.linux-code.com
Method: GET

Thread 10

Wordlist: main.txt

Negative Status codes: 404

Proxy: socks5://192.168.1.3:7890
User Agent: gobuster/3.6

Timeout

(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
Progress: 221 / 167382 (0.13%)_

socks5://192.168.1.3:7890

BiEfEkaliZEFHMEAN, EFRREERERGIRENNIZFEARES, 1LERTaBENMIMH:

rile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am3® R ] e g Eeaan
[Tssh 8 1p, il == 152 168, 1.5 88 tep pove = 7590 am
. [ Source bestnacion protacol | | Lenguh_Tine to Live Tin
20 2023-09-18 389715 192.168.1.3 192.168.1.16 TCP 80 128 0.000462000
21 2023-09-18 3.389764 192.168.1.16 192.168.1.3 TCP 72 64 0.000049000
22 2023-09-18 3.390084 192.168.1.16 192.168.1.3 TCP 75 64 0.000320000
23 2023-09-18 3.390335 192.168.1.3 192.168.1.16 TCP 74 128 0.000251000
24 2023-09-18 3.390348 192.168.1.16 192.168.1.3 TCP 72 64 0.000013000
25 2023-09-18 3.390402 192.168.1.16 192.168.1.3 TLSv1.2 98 64 0.000054000
26 2023-09-18 3.390689 192.168.1.3 192.168.1.16 TLSv1.2 82 128 0.000287000
27 2023-09-18 3.390887 192.168.1.16 192.168.1.3 TLSvl.2 343 64 0.000198000
28 2023-09-18 3403180  192.168.1.3 192.168.1.16 Tisvi2  3aas 128 0.012207008
20 2023-09-18 3.40349 192.168.1.16 192.168.1.3 Tcp 7 e 0000306008
30 2023-09-18 3.426227  192.168.1.16 192.168.1.3 TLsv1.2 165 ea 0.022737008
31 2023-09-18 3428250 192.168.1.3 192.168.1.16 TLsv1.2 123 18 0.002623008
32 2023-09-18 3.428785  192.168.1.16 192.168.1.3 TLsv1.2 195 e 0.000539008
34 2023-09-18 3.483753  192.168.1.3 192.168.1.16 Tcp 72 1 0.054964008
37 2023-09-18 3.816819 192.168.1.3 192.168.1.16 TP 7372 128 0.333066000
38 2023-09-18 3.816883 192.168.1.3 192.168.1.16 TCP 7372 128 ©0.000064000
39 2023-09-18 3.817164 192.168.1.16 192.168.1.3 TCP 72 64 0.000281000
40 2023-09-18 3.817357 192.168.1.3 192.168.1.16 TLSv1.2 1823 128 0.000193000
41 2023-89-18 3.817377 192.168.1.16 192.168.1.3 TCP 72 64 0.000020000
42 2023-89-18 3.819696 192.168.1.16 192.168.1.3 TLSV1.2 231 64 0.002319000
43 2023-89-18 3.873801 192.168.1.3 192.168.1.16 TCP 72 128 0.054105000
44 2023-89-18 4.080279 192.168.1.3 192.168.1.16 TLSV1.2 6671 128 0.206478000
45 2023-89-18 4.080626 192.168.1.16 192.168.1.3 TCcP 72 64 0.000347000
46 2023-09-18 4.083085 192.168.1.16 192.168.1.3 TLSv1.2 196 64 0.002459000

Frame 19: 80 bytes on wire (640 bits), 80 bytes captured (646 bits)

Linux cooked capture v2

Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.3

Transmission Control Protocol, Src Port: 49204, Dst Port: 7898, Seq: 1266553646, Len: @

NENMIERINET, MUAEEREHBEKRIAE.

BRI NIEE iR A A EEREREIHIBRSS:

7890 > 49204 [SYN, ACK] S5eq=3330106780 Ack=1206553041 535
49204 > 7890 [ACK] 5eq=1206553041 Ack=3330106781 Win=64256 Len=(
[TCP segment of a reassembled PDU]

[TCP segment of a reassembled PDU]

49204 > 7890 [ACK] Seq=1206553044 Ack=3330106783 Win=64256 Len=(
Tgnored Unknown Record

Tgnored Unknown Record

Client Hello

Server Hello, Certificate, Server Key Exchange, Server Hello Dot
49204 > 7890 [ACK] Seq-1206553341 Ack=3330110166 Win=62464 Len=t
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Me:
Change Cipher Spec, Encrypted Handshake Message

Application Data

7890 » 49204 [ACK] Seq=3330110217 Ack=1206553557 Win=2097408 Ler
7890 + 49204 [PSH, ACK] Seq=3330110217 Ack=1206553557 Win=20974¢
7890 + 49204 [PSH, ACK] Seq=3330117517 Ack=1206553557 Win=20974¢
49204 > 7890 [ACK] 5eq=1206553557 Ack=3330124817 Win=55296 Len=(
Application Data

49204 > 7890 [ACK] Seq=1206553557 Ack=3330126568 Win=62464 Len=(
Application Data

7890 > 49204 [ACK] Seq=3330126568 Ack=1206553716 Win=2097408 Let
Application Data

49204 > 7890 [ACK] Seq=1206553716 Ack=3330133167 Win=64128 Len=(
Application Data

tshark client.pcap 'ip.addr==192.168.1.81"'
Running as user "root" and group "root". This could be dangerous.



af://n184

11I8EZFImIEBIFAR (--client-cert-[p12|pem])

FETLS/SSLIWEIANERSZR T, BRmEXRRShmaae = imiEBrY, NWeELAERILLSEuEE.
EEp12UEHA:

gobuster dir --client-cert-p12 <certfile> -w <wordlist> -u <URL>

MR p12IE BB

gobuster dir --client-cert-p12 <certfile> --client-cert-p12-password
<certpasswordfile> -w <wordlist> -u <URL>

B, fEEpemiEBNS:

gobuster dir --client-cert-pem <certfile> -w <wordlist> -u <URL>

ARG pemiEBHIFALR:

gobuster dir --client-cert-pem <certfile> --client-cert-pem-key <keyfile> -w

<wordlist> -u <URL>

12 ZIIRIEEATIKERILER (—-exclude-length)

LINRERERATKEEERR, ATLIBLSHIEE.
tean, BIBRARBKENOFTRIE!

gobuster dir -u <URL> -w <wordlist> --exclude-length ©

gobuster dir https://blog. linux-code. com main. txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

https://blog. linux-code.com
GET

Threads: 10

Wordlist: main. txt

Negative Status codes: 404

Exclude Length: 0

User Agent: gobuster/3.6

Timeo

Status: [Size: 25923]

Status: [Size: 25921]

Status: [Size: 25737]

Status: [Size: 25805]
Progress: 51 / 167382 (0.03%)



af://n184
af://n196

BEENMEERIRER:

Gobuster v3.6
by 0J Reeves (@TheCo

https://blog.linux-code.com
GET

Threads: 10

Wordlist: main.txt

Negative Status codes: 404

User Agent: gobuster/3.6

ry enumerati

Progress: 70 / 167382

REBEIRE TRSFHHNRE, EARES/H301EEM, F27R 7 EERFAIURLELL,

NFIBBIRER N AIERRAIER, B -FAERISE, IR TF0-100F TR/

gobuster -u <URL> -w <wordlist> --exclude-length ©-100

& Christian Me
https://kubernetes.

Threads:

Wordlist:

Negative Status codes:

Exclude Length: 64,85,18,22,53,73,76,77,88,31,61,66,63,79,86,92,6,13,14,48,51,70,24,27,43,57,72,82,59, 7
6,40,83,100,1,4,16,39,67,10,33,34,11,17,42,45,46,2,3,8,55,96,97,35,68,78,98,28,29,30,69,89,99,9,12,38
[+] User Agent: gobuster/3.6
[+] Timeout

(Status: ize: 32569]
(Status: ize: 3910]
( 2 ize: 255]

(Status: ize: 6229]
(Status: ize: 7357]

Progress: 160 / 167382 (0.10%)

13 JEELIZEFNGERIAIE) (-t|--delay)

XRPMSHEBETEFESH, FIkRdinE\IRg, (BESE—ERESRRIENRHA—T.

MRS ImARSS 2R A MQPSPRITALIE, BPARLASIEN A2 EHEEE 22N STRERAVINSS, ATLUB
TEEEATEAERT RS ARG EIIE, BOANEERIER, tBIR10MEIE, BiREdelayRdial,

EEANERIITSNEAE, PATSIERT10sF4REE TS ML !


af://n210

gobuster dir -u <URL>

gobuster dir
Gobuster v3.6
by 0] Reeves (@TheCo
[+] Url:
[+] Method:
[+] Threads:
[+] Delay:
[+] Wordlist:
[+] Negative Status codes:
[+] User Agent:

http://blog.linux-code.com

-w <wordlist> -t 5 --delay 1@s

main.txt

ial) & Christian Mehlmauer (@firefart)

http://blog.linux-code.com
GET

5

10s

main.txt

404
gobuster/3.6

[+] Timeo 10s

Starting gobuster enumeration mode
(Status:
(Status:
167382 (0.00%)

301)
200)

[Size: 0]
[Size:

Source Destination Protocol Length Time to Live Time since previous frame in this TCP stream Info

192.168.1.81 192.168.1.16 HTTP 856 64 ©.000002000 HTTP/1.1 404 Not Found (text/html)
192.168.1.16 192.168.1.81 HTTP 167 64 0.001009000 gobuster/3.6 GET /1 HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 169 64 0.000384000 gobuster/3.6 GET /dev HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 171 64 0.000491000 gobuster/3.6 GET /test2 HTTP/1.1 o
192.168.1.16 192.168.1.81 HTTP 176 64 0.000429000 gobuster/3.6 GET /test HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 167 64 ©.000778000 gobuster/3.6 GET /t HTTP/1.1

192.168.1.81 192.168.1.16 HTTP 856 64 0.000002000 HTTP/1.1 464 Not Found (text/html)
192.168.1.81 192.168.1.16 HTTP 856 64 ©.000002000 HTTP/1.1 404 Not Found (text/html)
192.168.1.81 192.168.1.16 HTTP 572 64 0.257903000 HTTP/1.1 301 Moved Permanently
192.168.1.81 192.168.1.16 HTTP 856 64 0.000003000 HTTP/1.1 404 Not Found (text/html)
192.168.1.81 192.168.1.16 HTTP 273 64 ©.000003000 HTTP/1.1 200 OK (text/html)
192.168.1.16 192.168.1.81 HTTP 167 64 9.939744000 gobuster/3.6 GET /3 HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 168 64 9.994323000 gobuster/3.6 GET /s1 HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 167 64 10.001023000 gobuster/3.6 GET /2 HTTP/1.1 o SR
192.168.1.16 192.168.1.81 HTTP 168 64 10.007577000 gobuster/3.6 GET /s2 HTTP/1.1

192.168.1.16 192.168.1.81 HTTP 168 64 10.063971000 gobuster/3.6 GET /s3 HTTP/1.1

192.168.1.81 192.168.1.16 HTTP 856 64 0.000002000 “HTTP/1.1 404 Not Found (text/html)
192.168.1.81 192.168.1.16 HTTP 856 64 ©.000002000 HTTP/1.1 404 Not Found (text/html)
192.168.1.81 192.168.1.16 HTTP 327 64 ©.000004000 HTTP/1.1 200 OK (text/html)
192.168.1.81 192.168.1.16 HTTP 327 64 0.000002000 HTTP/1.1 200 OK (text/html)
192.168.1.81 192.168.1.16 HTTP 856 64 ©.000003000 HTTP/1.1 404 Not Found (text/html)

> Frame 38: 167 bytes on wire (1336 bits), 167 bytes captured (1336 bits)
Linux cooked capture v2

> Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.81

> Transmission Control Protocol, Src Port: 40150, Dst Port: 80, Seq: 1830502412, Ack: 3840771211, Len: 95

~ Hypertext Transfer Protocol
GET /1 HTTP/1.1\r\n
Host: blog.linux-code.com\r\n
User-Agent: gobuster/3.6\r\n
Accept-Encoding: gzip\r\n
Ar\n
Full request URI: http:
[HTTP request 3/4]
Prev request in frame: 30
[Response in frame: 97]
[Next request in frame: 99]

blog.linux-code.com/1

1418 B EBRBIASES (-b|--status-codes-blacklist)

BANBERT, WSEE/404, AETFHEMEHTIENIURL, BRI FMNRERR24047583, NWARETR
EER L, Eit EERETSgobusterfUTAE], IRBEENUTT404REIBHILER.

MANSRIFBERHTISRE, BHMR404TEBEREIRYE, £FEIRI-vSEEILIFMITENAE:

gobuster dir -u <URL> -w <wordlist> -v



af://n341

@TheColonial) & Christian Mehlmauer (@firefart

http://blog.linux-code.com
GET

Method:
Threads: 10
Delay: 10s
Wordlist: main.txt
Negative Status codes: 404
User Agent: gobuster/3.6
true
10s

(Status: 200) [Size: 25716]

: /test2 (Status: 404) [Size: 23262]

: /sl (Status: 404) [Size: 23262]

: /s3 (Statu 404) [Size: 23262]

g J2 (Status 00) [Size: 25900]

: /test : 404) [Size: 23262]

: /dev : 404) [Size: 23262]

1 /s2 : 404) [Size: 23262]
(Status: 301) [Size: 0]

(Status: 200) [Size: 25902]

Progress: 10 / 167382 (0.01%)

A LAEZ404TNHSERBIEMS I Missed,

-b S IR BERFLHTTPINSIEAREREIEER |, tban401, 403, 404, 501-50488AEx, TLIE:

gobuster dir -u <URL> -w <wordlist> -b 401,403, 4064,501-504

gobuster d
Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)
url:
Method: GET
Threads: 10
Wordlist: main.txt
Negative Status codes: 503,504,401,403,404,501,502
User Agent: gobuster/3.6
Timeou

(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
(Status:
: 52 / 167382 (0.03%)

15.7FRIEEIRSHES (-s|--status-codes)

R, BREENEAZE, WSHAKREENEFRMIRESE.
-sH-bEfRF, FREERIRE (FRERK F-b404) , EULER-sHS, -bUABRENTFEH (-b

"), ARSIREE: Error: error on parsing arguments: status-codes ("200") and status-codes-blacklist
("404") are both set - please set only one. status-codes-blacklist is set by default so you might want to

disable it by supplying an empty string.

gobuster dir http://blog.linux-code.com main.txt 200
Error: error on parsing arguments: status-codes ("200") and status-codes-blacklist ("404") are both set - please set only one. status-co

des-blacklist is set by default so you might want to disable it by supplying an empty string.



af://n393

FEit, RAEE200RSBRIER, AILASH:

gobuster dir -u <URL> -w <wordlist> -s 200 -b

gobuster dir http://blog.linux-code.com main.txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

http://blog.linux-code.com

Method: GET

Threads: 10

Wordlist: main.txt
Status codes: 200

User Agent: gobuster/3.6
Timeout:

Status:
Status:
Status:
Status:
Status:
: 791 / 167382 (0.47%)

: 25902]
: 25716]
: 25900]
: 25784]
: 289014]

| AL ERSES N & BE, W: -s 200,300-399,401 -b "

. DNSFIFHBARIINZ

| Y

¢ (dns)

1IgERBEE (-d|--domain)

-dSHUEERNEE, -wiSEFE, LIkssER I

gobuster -d kubernetes.io -w <wordlist>


af://n423
af://n211

gobuster dns kubernetes.io subdomains-toplmillion-5000.txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Domain: kubernetes.io

[+] Threads: 10

[+] Timeout: 1s

[+] Wordlist: subdomains-toplmillion-5000.txt

Found: www.kubernetes.io
Found: blog.kubernetes.io
Found: docs.kubernetes.io
Found: cs.kubernetes.io
Found: dl.kubernetes.io
Found: git.kubernetes.io
Found: go.kubernetes.io
Found: code.kubernetes.io

Found: pr.kubernetes.io

Progress: 1271 / 4990 (25.47%)

BITIMEALAEER, gobusterGFHEMEAIEZE, ERFUSENNHBI R FIEE, H—IX/XEIDNSIRS S
KicqueryisKiF{TDNSTSH:

"dns.qry. type= ?<=name:\s).*\.kubernetes.io' |shuf -1 20
“root". This @ =
Count Average MinvVal ~ MaxVal  Rate(ms) Percent BurstRate BurstStart
19963 02155 100% 04000 2961
19963 02155 10000% 04000 2961
9947 01074 4983% 02000 2961
10016 01081 5017% 02200 2195
19963 02155 10000% 04000 2961
19963 02155 10000% 04000 2961
19963 02155 10000% 04000 2961
9981 01077 5000% 02000 2961
Query 9982 01077 5000% 02000 2240
~ Query Type 19963 02155 10000% 04000 2961
ABAA (IPv6 Address) 9982 01077 5000% 02000 2961
A (Host Address) 9981 01077 5000% 02000 2986
19963 02155 10000% 04000 2961
19963 02155 10000% 04000 2961
o 00000 100% - -
ime (msec) 9981 17609 139.438995 1216567036 0.1077 02000 2961
nses 0 00000 - -
0 00000 -
0 00000 100% - -
19962 100 1 1 02155 04000 2961
19962 100 0 1 02155 04000 2961
19962 001 0 3 02155 04000 2961
19962 100 1 1 02155 04000 2961
o 00000 100% - -
9982 1973 13 s0 01077 02000 2240
0 00000 - -
1196 00129 01200 73651
8784 00048 02000 2240
2 0.0000 00200 2042
0 00000 - -
19963 9517 42 72 02155 100% 04000 2961
aoply

2 I5TEDNSPRSZZEMEMT (-r|--resolver)

WRAEERFEEAIZIADNS, BABIENRFAIDNSEE, BBA-rIJLUERISEDNSIRSS 2R TR
Mr:


af://n219

ELANiEEEI AN TEDNS . 119.29.29.29 SRBIASCNCFAYF 43 :

gobuster dns -d cncf.io -r 119.29.29.29 -w <wordlist>

gobuster dns cncf.io 119.29.29.29 subdomains-toplmillion-5000. txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Threads:
Resolver:
Timeout:
Wordlist:

m.cncf.io
lists.cncf.io
store.cncf.io
Found: i.cncf.io
Found: s.cncf.io
Found: jobs.cncf.io
Found: videos.cncf.io
Found: training.cncf.io
Found: sandbox.cncf.io
Found: calendar.cncf.io
Found: w.cncf.io

Found: g.cncf.io

Progress: 638 / 4990 (12.79%)

BRUAEIERDONSIRSS2853im 0, MIREIEENANETRO, EEimHae,
EEaniEk AR DNSHY S im[255331 & grafana EMAY FiEi%2, HEISEE NMEFELERIATEA1.55:

gobuster dns -d grafana.com -r 192.168.1.72:25533 -w <wordlist> --delay 1508ms




grafana.com 192.168.1.72:25533 subdomains-toplmillion-5000.txt 1500ms

Domain:

Threads:

Delay:

Resolver: 192.168.1.72:25533

Timeout: 1s

Wordlist: subdomains-toplmillion-5000.txt

admin
Found: forum.g

Found: email.grafana.com

Progress: 80 / 4990 (1.60%)

# ~) tail /var/log/dnscrypt-proxy/query.log

[2023-09-19 17:21:11] 192. .1.16 d5f04033-1076-4277-b582-b461d74al3af.grafana. com A NXDOMAIN 363ms google
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11] 192.
[2023-09-19 17:21:11]
[2023-09-19 17:21:11]
[2023-09-19 17:21:11]

1
1.16 d5f04033-1076-4277-b582-b461d74al3af.grafana.com AAAA NXDOMAIN 366ms google
1 grafana.com AAAA PASS Oms -
1 grafana.com A PASS Oms
1 webmail.grafana.com AAAA PASS
1 www.grafana.com AAAA PASS Oms
1 localhost.grafana.com  AAAA PASS
1 smtp.grafana.com AAAA PASS
1 smtp.grafana.com A PASS
1 mail.grafana.com AAAA PASS
[2023-09-19 17:21:11] 1 localhost.grafana.com A PASS
[2023-09-19 17:21:11] 1 www.grafana.com A PASS Oms
[2023-09-19 17:21:11] . 1. webmail.grafana.com A PASS
[2023-09-19 17:21:11] 1 webdisk.grafana.com AAAA PASS
[2023-09-19 17:21:11] 1 cpanel.grafana.com AAAA PASS
[2023-09-19 17:21:11] 1 pop.grafana.com AAAA PASS Oms
[2023-09-19 17:21:11] 1 ftp.grafana.com AAAA PASS Oms
[2023-09-19 1 pop.grafana.com A PASS Oms
[2023-09-19 1 cpanel.grafana.com A PASS
[2023-09-19 1 webdisk.grafana.com A PASS
[2023-09-19 1 whm.grafana.com AAAA PASS oms
[2023-09-19 1 ftp.grafana.com A PASS Oms
[2023-09-19 1 mail.grafana.com A PASS
[2023-09-19 1 whm.grafana.com A PASS oms
1 www?2.grafana.com AAAA PASS

3.¥JENcnameig® (-c|--show-cname)

BEHHBIRICREY, WATLIGER-S5:

gobuster dns -c -d <domain> -w <wordlist>

4 3TENRBAREIRGIP (-i]--show-ips)

BERES MU HRAEHB I NAIEITICRAS, AIER-i28, L& gentooE MM

gobuster dns -d gentoo.org -w <wordlist> -i



af://n230
af://n234

gobuster dns gentoo.org subdomains-toplmillion-5000.txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Domain: gentoo.org

[+] Threads: 10

[+] Show IPs: true

[+] Timeout: 1s

[+] Wordlist: subdomains-toplmillion-5000. txt

smtp.gentoo.org [140.211.166.183]
: www.gentoo.org [151.161.1.91,151.101.65.91,151.161.129.91,151.101.193.91]
mail.gentoo.org [140.211.166.183
ns2.gentoo.org [154.52.129.30]
Found: nsl.gentoo.org [140.211.166.189]
Found: dev.gentoo.org [140.211.166.183
Found: admin.gentoo.org [140.211.166.162]
Found: ns3.gentoo.org [65.98.29.106]
Found: test.gentoo.org [140.211.166.176]
Found: ns4.gentoo.org [176.119.25.15]
Found: lists.gentoo.org [208.92.234.80]
Found: wiki.gentoo.org [140.211.166.177]
Found: api.gentoo.org [212.102.50.5,212.102.50.11,212.102.50.2,212.102.50.8]
Found: store.gentoo.org [89.238.71.5,89.16.167.139]
Found: forums.gentoo.org [140.211.166.177]

Found: blogs.gentoo.org [140.211.166.176]

Progress: 162 / 4990 (3.25%)

5. 8EDNSEE{TBATAYIE (--timeout)

TEENER TERIANLSER, Bl --timeoutJLUEE, LLANISEEATATE0.55J LR

gobuster dns -d <domain> -w <wordlist> --timeout ©.5s



af://n239

gobuster dns linux-code.com subdomains-toplmillion-5000. txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Domain: linux-code.com
[+] Threads: 10

[+] Timeout: 500ms

[+] Wordlist:

Starting gobuster in DNS enumeration

subdomains-toplmillion
blog.linux-code.com
wap.linux-code.com
files.linux-code.com
docs. linux-code.com
data.linux-code.com
cloud. linux-code.com
music.linux-code.com
vip.linux-code.com
storage.linux-code.com
cc.linux-code.com
terminal.linux-code.com
wifi.linux-code.com

vcenter.linux-code.com

6. B E 2 ARG IR (--wildcard)

WNE BiREEI S EETFSE, 240 *.domain.com, IRAFHEBEEMNFHZICE, FAEEHAE
BERMIETCS, tkalgithubER:

s(es) returned: 185.199.108.153, 99.111.153 99.109.15 99. ng of Wildcard DNS, specify the

SNEE, gobusterHUTRSIRT/LFEMEBEREIRFAIACRER, B digBaEMinttsk,

LERTFE( HERE -wildcard 4§, wildcard EiFIBECHF, iLgobusterBRBECITEZITHEEETIHIT, B
RSIREFIERFAFEAA—FAIRTERANES (X MBEFIMTRIERR, AAFHRES N FRERREE
bR BEEIEY) -


af://n244

gobuster dns -d <domain> -w <wordlist> --wildcard

gobuster dns github.com subdomains-toplmillion-5000.txt

github.com
Threads: 10
Wildcard forced: true
Timeout: 1s
Wordlist: subdomains-toplmillion-5000. txt

smtp.github.com
: www.github.com
autodiscover.github.com
admin.github.com
Found: support.github.com
Found: shop.github.com
Found: api.github.com
Found: wiki.github.com

Progress: 74 / 4990 (1.48%)

7~ IREMRIVRIE (fuzz)

Uses fuzzing mode. Replaces the keyword FUZZ in the URL, Headers and the request body.

IEAIFBBASIASRmA, fuzART AT LA RFUZZ KB E URLEE HTTPLEBLAR AR A R E:

gobuster grep fuzz
Uses ing mode. Replaces the keyword FUZZ in the URL, Headers and the request body

XAIATREL ISR, AT LARMBAEATIERURL, HTTPSLER, AXANERIRRE S S fuzz, FEATLAEA
fuzzZZ &, fuzzZZEBRERFETFEAS, — M EREfuzzZZE ERHITHRES.

EEANURLEEZE, TTLAERK:

http://example.com/profile =FUZZ

BLCAIHTTPLEBAYEANFERNZS, LUK UAER


af://n254

BRTLAETHEE, HiSHEdirETe—8, TERREMIMRMEEINER
PIZER S FUZZENEE K,

1IBEURLHIEARE (-u)

EEaniiEE— N EIEURL, BEASFHENFRAT, K752

)

gobuster fuzz -u domain/ =FUZZ -w <wordlist>

head namelist.txt

gobuster fuzz namelist.txt

Gobuster v3.6
by 0J Reeves (@TheColonial) & Chrlstlan Mehlmauer (@firefart)

http //blog linux- code com/?use

Hit{HSHI7RE

1500ms

Wordlist:

User Agent:

Timeout:

GET

10

1.5s
namelist.txt
gobuster/3.6
10s

[Status=200] [Length 69‘76]

[Status=200] [Length=69176]

[Status=200] [Length=69176]

[Status=200] [Length=69172]

Found: [Status=200] [Length=69176]

Found: [Status=200] [Length=69176]

Found: [Status=200] [Length=69172]

Found: [Status=200] [Length=69176]

Found: [Status=200] [Length=69176]

Found: [Status=200] [Length=69176]

Progress: 10 / 1908 (0.52%)

gobusterig=

HEAREZ

[Word=10] https: //blog llnux code.com/?userid=10
[Word=01] https://blog.linux-code.com/?userid=01
[Word=13] https://blog.linux-code.com/?userid=13
[Word=1] https://blog.linux-code.com/?userid=1

[Word=14] https://blog.linux-code.com/?userid=14
[Word=11] https://blog.linux-code.com/?userid=11
[Word=0] https://blog.linux-code.com/?userid=0

[Word=12] https://blog.linux-code.com/?userid=12
[Word=03] https://blog.linux-code.com/?userid=03

[Word=02] https://blog.linux-code.com/?userid=02

ENEHREIFUZZ SFFREHITIER,
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HEEUAMER (H)

BIUVAFEXHNER, BitEIFuzz SRFF:

gobuster fuzz -H -w <wordlist> -u http://192.168.1.72:8080

http://192.168.1.72:

Delay
Wordlist: UserAgentl i
Agent: gobuster/3.6

; rvil.7.5

)] [Length=1643] [Wor -Image/1.0 ( http com/bot.html)] http:/.
)] [Length=1643] [Wo ttp://vwww e /bot.html)] http://192. 11
)] [Length=1643] [Wor

ength=1643] [Wor la atible; M 7.0; Windows NT 5.1)] http:

ength=1643] [Wor lla ompatible; MSIE 6.0; Windows N ; .NET C

ength=1643] [W

ength=1643] [Wor

ength=1643] [Wor 1 compatible; MS ; Wind NT 5. NET CLR 1.1. ; .NET CL

[Length=1643] [Wor 1 compatible; MSIE 6.0; Wind NT 5.1; en) Opera 8.50] http

: 10 / 21 (47.62%)

BEMEHBATLURIR, HTTPLEERIUAMSRIE N FESAFEZ MU

client.pcap gr ' (?im) (?<=User-Agent:\s).*(?=\\r)

cat UserAgentListCommon.txt
; Windows NT en-GB; :1.8.1.6) Gecko/20070725 Firefox/2.0.0.6
; MSIE 7.0; Windows NT 5.
; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.1.4322)
Opera/9.20 (Windows NT 6.0; U; en)
Opera/9.00 (Windows NT 5.1; U; en)
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; en) Opera 8.50
Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.5) Gecko/20060127 Netscape/8.1
Googlebot/2.1 ( http://www.googlebot.com/bot.html)
Googlebot-Image/1.0 ( http://www.googlebot.com/bot.html)
Mozilla/2.0 (compatible; Ask Jeeves)
msnbot-Products/1.0 (+http://search.msn.com/msnbot.htm)
Mozilla/5.0 (iPad; U; CPU 0S 3_2 2 like Mac 0S X; en-us) AppleWebKit/531.21.10 (KHTML, like Gecko) Version/4.0.4 Mobile/7B500 Safari/531.21.160
Mozilla/5.0 (iPad; CPU 0S 6_1_3 like Mac 0S X) AppleWebKit/536.26 (KHTML, like Gecko) Version/6.0 Mobile/10B329 Safari/8536.25
Mozilla/5.0 (Windows NT 6.3; Trident/7.0; rv:11.0) like Gecko
Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko
0 (Linux; U; Android 4.0.3; ko-kr; LG-L160L Build/IML74K) AppleWebkit/534.30 (KHTI like Gecko) Version/4.0 Mobile Safari/534.30
.0 (Linux; U; Android 2.2.1; en-ca; LG-P505R Build/FRG83) AppleWebKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1
0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/43.0.2357.124
[¢]
0

(compatible; MSIE 10.0; Windows NT 6.2; WOW64; Trident/6.0)
(Windows NT 6.2; W64; rv:30.0) Gecko/20100101 Firefox/30.0
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prr
Ele Edit View Go Capture Analyze Statistis Telephony Wireless Tools Help
Am @ RB Qe = @aQQi
(W]http. request. method == GeT +
o Destination Protoco Length Tine to Live Tine since previous frame [ User-Agent
16 2023-09-19 23:34:24.411264  192.168.1.16 192.168.1.72 HTTP 202 64 0.002019000  |Googlebot/2.1 ( http://www.googlebot.com/bot.html)
17 2023-09-19 23:34:24.411355  192.168.1.16 192.168.1.72 HTTP. 217 64 0.002119000  |Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; en) Opera 8.50
21 2023-09-19 23:34:24.411687  192.168.1.16 192.168.1.72 HTTP 208 64 0.001745000 | Googlebot-Image/1.0 ( http://www.googlebot.com/bot.html)
30 2023-09-19 23:34:24.412447  192.168.1.16 192.168.1.72 HTTP 21 64 0.000456000 |Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.1.4322)
32 2023-09-19 23:34:24.412963  192.168.1.16 192.168.1.72 HTTP 237 64 0.002989000  [Mozi11a/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.5) Gecko/20060127 Netscape/8.1
- 372023-09-19 23:34:24.413529  192.168.1.16 192.168.1.72 HTTP. 18 64 0.001570000 | Opera/9.00 (Windows NT 5.1; U; en)
39 2023-09-19 23:34:24.413645  192.168.1.16 192.168.1.72 HTTP 22 64 0.001404000  |Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rvi1.8.1.6) Gecko/20076725 Firefox/2.0.0.6
43 2023-09-19 23:34:24.413993  192.168.1.16 192.168.1.72 HTTP. 18 64 0.000733000  |Opera/9.20 (Windows NT 6.0; U; en)
512023-09-19 23:34:24.414565  192.168.1.16 192.168.1.72 HTTP. 264 64 0.000317000  |Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET fLR
59 2023-09-19 23:34:24.415032  192.168.1.16 192.168.1.72 HTTP. 202 64 0.005557000  |Mozilla/a.0 (compatible; MSIE 7.0; Windows NT 5.1)
71 2023-09-19 23:34:25.914740  192.168.1.16 192.168.1.72 HTTP 188 64 1.455964000  |Mozilla/2.0 (compatible; Ask Jeeves)
72 2023-09-19 23:34:25.915115  192.168.1.16 192.168.1.72 HTTP. 207 64 1.498343000  |msnbot-Products/1.0 (+http://search.msn.com/msnbot.htm)
4 73 2023-09-19 23:34:25.915252  192.168.1.16 192.168.1.72 HTTP 29 64 1.498546000  |Mozilla/5.0 (iPad; U; CPU 05 3_2_2 like Mac 0S X; en-us) AppleWebKit/531.21.10 (KHTML, like Gecko)
75 2023-09-19 23:34:25.915340  192.168.1.16 192.168.1.72 HTTP. 278 64 1.456539000  |Mozilla/5.0 (iPad; CPU 05 613 like Mac 05 X) AppleWebKit/536.26 (KHTML, like Gecko) Version/6fo
77 2023-09-19 23:34:25.915446  192.168.1.16 192.168.1.72 HTTP. 213 64 1.498686000  |Mozilla/5.@ (Windows NT 6.3; Trident/7.0; rv:11.0) like Gecko
812023-09-19 23:34:25.917806  192.168.1.16 192.168.1.72 HTTP. 288 64 1.503043000  |Mozilla/5.0 (Linux; U; Android 2.2.1; en-ca; LG-PSOSR Build/FRG83) AppleWebKit/533.1 (KHTML, life
82 2023-09-19 23:34:25.917830  192.168.1.16 192.168.1.72 HTTP. 213 64 1.502813000  |Mozilla/5.@ (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko
83 2023-09-19 23:34:25.917896  192.168.1.16 192.168.1.72 HTTP 247 64 1.503264000  |Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/43.0.2357.124)
84 2023-09-19 23:34:25.917980  192.168.1.16 192.168.1.72 HTTP 21 64 1.503736000  |Mozilla/5.0 (Linux; U; Android 4.0.3; ko-kr; LG-L160L Build/IML74K) AppleWebkit/534.30 (KHTML, [Lik
86 2023-09-19 23:34:25.918067  192.168.1.16 192.168.1.72 HTTP 23 64 1.504404000  |Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; WOW64; Trident/6.0)

Frame 37: 186 bytes on wire (1488 bits), 186 bytes captured (1488 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.72
Transmission Control Protocol, Src Port: 33646, Dst Port: 8089, Seq: 522152784, Ack: 40991758, Len: 114
~ Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: 192.168.1.72:8080\r\n
[ user-Agent: Opera/9.00 (Windows NT 5.1; U; en)\r\n |
Accept-Encoding: gzip\r\n
\r\n

RL: ht
[HTTP request 1/2]

nse in frame:
Next request in frame:

. EFELENBIRIIEE (vhost)

RBXHE— BRI PETRLEXI M AIBRSS 15/ R ENRS, vhostNAFEER, 32 BIIONSENEEFE
BHERRE, JUSHEBI AR PENE CHESFEXEFHERS.

Hb Ao S dMRRN 2EBN, FATEE—F, BWAREEA, TR HEAIIMNE

=
2o

1ISEURLEITREIIENANEE (-u)

URLEREIPFZE,, FHBEMEFEE, -kAHITTLS/SSUERRLE :

gobuster vhost -u <URL> -w <wordlist> -k
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gobuster vhost https://192.168.1.81 domain. txt

https://192.168.1.81
Method: GET
Threads: 10
Wordlist: domain. txt
User Agent: gobuster/3.6
Timeout:
Append Domain:

console.linux-code.com Status: 200 [Size: 4923]
docs.linux-code.com Status: 200 [Size: 4865]
files.linux-code.com Status: 401 [Size: 12]
music.linux-code.com Status: 200 [Size: 6160]
vip.linux-code.com Status: 200 [Size: 12922]
data.linux-code.com Status: 200 [Size: 28133]
blog.linux-code.com Status: 200 [Size: 69156]

2.fNEMNBFE (--append-domain)

WSHSEFHBNAZS, AINEJURLAIHOSTZAE, ELEAURLIT: https://domain.com , EENFHAZE
(#Ma. b, ¢) , EFFEHIHOSTA: a.domain.com, b.domain.com. c.domain.com,

WNRURLEZIPEEIP:PORT R, ABARRFESTERIEND, tbU0: a.192.168.1.72:8080
a.192.168.1.1,

#ENMF, IEERNVRIEERREHEI L, EEFEEFsubdomain ot TREMENAIREATLIZE :

gobuster vhost -u <URL> -w subdomain.txt -k --append-domain --timeout 1s --retry --

retry-attempts 1
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https://domain.com/

cat subdomain.txt

prometheus
grafana
console
data

files
music

gobuster vhost https://linux-code.com subdomain. txt

ri:
Method:

Threads:
Wordlist: subdomain. txt
User Agent: gobuster/3.6
Timeout:

pend Domain:

-code.com Status: 401 [Siz
console.linux-code.com Statu 200 [Size:
docs.linux-code.com S 0 [Size: 4865]
music.linux-code.com S 200 [Size: 6160]
vip.linux-code.com S 00 [Size: 12922]
data.linux-code.com St ) [Size: 28133]

200 [Size: 69156]

Finished

o —timeout 1s: REBITATEALs, TESEBKIALOS,
o -retry: FEASREIR,
o --retry-attempts 1: REFKEINREUR, NEEEIAIR,

XEBEEENDNSHHMEE XD TE, ST RONSERITIER, vhostiERASXHAS HEHIFFBEHOSTEREAIA
RIZHTTP GETiEk, HEBHTTPAL, BiY-mSE38ERIa, thil-m POST,

3.JEREMIRARSSER (--proxy)

RAEERXHARIEHTTP/HTTPSIER, HABSEEECHBER T, TLMERMIE, fdidgX—, 35
HTTP/HTTPS/socks5fCIE, LAsocks5{CIE S5

gobuster vhost -u <URL> -k -w <wordlist> --proxy <socks5://host:port>
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goblster vhost https //192 168 i socks5://192.168.1.3:7890
Gobuster v3 6
by 0J Reeves (@TheColonial) & Chrlstlan Mehlmauer (@firefart)

https://192. 168 1.81
GET
Threads. 10
Wordlist: domain. txt
Proxy: socks5://192.168.1.3:7890
User Agent: gobuster/3.6
Timeout: 10s
Append Domain:

VHOST enumeration mode

files.linux-code.com Status: 401 [Size: 12]
music.linux-code.com Status: 200 [Size: 6160]
vip.linux-code.com Status: 200 [Size: 12922]
console.linux-code.com Status: 200 [Size: 4923]
docs.linux-code.com Status: 200 [Size: 4865]
data.linux-code.com Status: 200 [Size: 28133]
blog.linux-code.com Status: 200 [Size: 69156]

4. BBtNlUser-Agent (--random-agent)

PIEUAMER., IRAREERIEHIYE, EX5nnESmIER—MT:
gobuster vhost -u <URL> -w <wordlist> --random-agent -t 64 # -tifE&fitE

uster vhost htt /192.168.1.81 domain.txt

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

ht //192.168.1.81

GET

64

domain. txt
User Agent: Mozilla/5.0 (Macintosh; U; Intel Mac 0S X 10_6_0; en-US) AppleWebKit/532.0 (KHTML, like Gecko) Chrome/4.0.204.0 Safari/532.0
Timeout: 10s

: console.linux-code.com [Si 4923]
music.linux-code.com [Size: 6160]
docs.linux-code. com a [Size: 4865]

: files.linux-code. col Status 401 [Size: 12]

: vip.linux-code.com 200 [Size: 13693]
data.linux-code. com [Size: 28133]
blog.linux-code.com [Size: 69106]

NEE, #E T —1MacOSEFimENEEE/IChromeIREIRUAER.

5.38 EUser-Agent (-al--useragent)

PR BRI LAEIT -H SR MHTTPELERSEEIEE, SMRdinRzUAY-H,
BEISEKREE, LSRRI MBPEIMEEIUAMER, tINfnEEdibotAJ LI :
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gobuster vhost -u <URL> -w <wordlist> -a

ter vhost http://192.168.1.81 domain.txt "Googlebot/2.1 ( http://www.googlebot.com/bot.html)"

Gobuster v3.6
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

url: http://192.168.1.81

Method: GET

Threads: 10

Wordlist: domain.txt

User Agent: Googlebot/2.1 ( http://www.googlebot.com/bot.html)
Timeout: 10s

Append Domain: false

console. linux-code.com S [Size: 4923]
music.linux-code.com Status: 2 [Size: 6160]
vip.linux-code.com Status O [Size: 13397]
docs.linux-code.com Statt 200 [Size: 4865]
files.linux-code.com Status: 461 [Size: 12]
data.linux-code.com Stat [Size: 28133]
blog.linux-code.com Status: O [Size: 69106]
Progress: 10 / 11 (90.91%)

Finished

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 3O RB Re=2=F 8 < QQ Qi

(WTnttp. roquest.mothod = GT

Tine Source Destination Protocol Time to Live Time since previous frame | User-Agent
4 2023-09-20 725226  192.168.1.16 192.168.1.81 HTTP 64 ©0.000348000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
8 2023-09-20 725945 192.168.1.16 192.168.1.81 HTTP 234 64 ©.000179000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
11 2023-09-20 726899  192.168.1.16 192.168.1.81 HTTP 210 64 ©0.000769000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
21 2023-09-20 727613 192.168.1.16 192.168.1.81 HTTP 204 64 0.000177000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
34 2023-09-20 .727912  192.168.1.16 192.168.1.81 HTTP 204 64 0.000240000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
35 2023-09-20 .727932  192.168.1.16 192.168.1.81 HTTP 203 64 0.000268000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
36 2023-09-20 .728033  192.168.1.16 192.168.1.81 HTTP 204 64 0.000173000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
53 2023-09-20 728893  192.168.1.16 192.168.1.81 HTTP 207 64 0.001830000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
54 2023-09-20 .728954  192.168.1.16 192.168.1.81 HTTP 210 64 0.000751000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
57 2023-09-20 .729126  192.168.1.16 192.168.1.81 HTTP 205 64 0.000775000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
59 2023-09-20 729546  192.168.1.16 192.168.1.81 HTTP 203 64 ©.001250000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)
70 2023-09-20 .730861  192.168.1.16 192.168.1.81 HTTP 205 64 0.001122000 Googlebot/2.1 ( http://www.googlebot.com/bot.html)

> Frame 4: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Linux cooked capture v2
> Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.81
Transmission Control Protocol, Src Port: 44922, Dst Port: 80, Seq: 1982827129, Ack: 3548904986, Len: 125
Hypertext Transfer Protocol
~ GET / HTTP/1.1\r\n
v [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
[GET / HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: GET
Request URI: /
Request Version: HTTP/1.1
Host: 192.168.1.81\r\n
User-Agent: Googlebot/2.1 (_http://www.googlebot.com/bot.html)\r\n
Accept-Encoding: gzip\r\n
\r\n
[Full request URT: http://192.168.1.81/]
[HTTP request 1/5]
Response in frame: 6
[Next request in frame: 8]

<

} \s IE\QE

Gobuster{FAwebZ e, BETHMIRLESFRZ—, HIIRE2EEREX, i?%%%ﬁ%#?ii%*,
BRETRIRWeb N FRIERF EP FEREY B RIS, LIRS TR, B ENvhostFHITRINEFT R,

R EEITIME S 7 AR RNSEIEE ENESITH., EEGENFEN G IR ER03mY
HEMMIR, AXHERTWARENZEFEBESRFXHRNFH, JLUMFASHRRBIRERE
TR EIEF KA AL,

SRR, Gobuster@ 8@ TEMAEFATSERN—EEn, ©SHLAEESENXARIREIWeb N FHFER
FREBEREMNZ X,
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