T

—. IS

tshark{EAwiresharklECEFap<, TECLIIZSE FEEETwireshark4a KERHTHEE, NTHEHENE. 7F
ETiE. S, Firoth. et HEsEn.

LR, tsharkERTESFIMEBMSHEHIEE], BRIEHE NtsharkEwiresharkfICLIERAS, {BLinuximiEE
KW FREESEBtcpdump, HFEHEEAEESINEHIERE, MREET #tcpdumplIFEiL, TILS
RESERENXEYE.

R ASOE A BiffiktsharkfIMEB AL, MEEifiRtsharkBt&i&lgrep. sed. awkZESIALME T 20T
DIMTERY. ELBIRYSE, 2FFHIVEEMEERAT, XEEREF ALwiresharkFrAZE]
1, tEECLISEESRRITE,

=. BMRITREERI

tshark@wiresharkBFd5<, BRABR TEET, gentoo@BI, FTEERUSEIRS, LU TEZARITHRAY

= AN .
TIRANY .

&iThR BEGS

CentOS yum install wireshark -y
Debian/Ubuntu aptinstall wireshark -y

Archlinux pacman -Syu wireshark

Gentoo USE="tshark" emerge --ask wireshark

WEREWindowsE iR, LaEwiresharkBIE], tsharkEMASHEZLEES lwiresharki{EIRIR.

=. AEEGIRSEIRE

LSRR SO AMEIEATZIE (-r|--read-file)

{3575 -r|--read-file SEEEUMED 3T :

tshark -r <filename>

Running as user "root" and group "root". This could be dangerous.

1 0.000000 192.168.1.5 92.168.1.12 TCP 80 45940 - 8080 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=52472062 TSecr=0 WS=128

2 .1.5 TCP 80 8080 - 45940 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=1110504068 TSecr=52472062 WS=128

3 9 12 TCP 72 - 8080 [ACK] Seq=1 Ack: 56 Len=0 TSval=52472063 TSecr=1110504068

4 3744 92. 2 - 8080 [FIN, ACK] Seg= =64256 Len=0 TSval=52473900 TSecr=1110504068

5 5) 2 2 .1.5 TCP 72 8080 - 45940 [FIN, ACK] Seg= 2 Win=65280 Len=0 TSval=1110505906 TSecr=52473900

[3 .838621 .1.12 TCP 72 45940 - 8080 [ACK] Seq=2 Ack=2 Win=64256 Len=0 TSval=52473901 TSecr=1110505906
A ©16:59:50

SRR ARURSGTEN R, TUERIR—FRTBNTCPIRBEFSINRIEFNERE. AEET
SIS HFTELERERAIRS, E -r SEEREARE FERAE.



af://n0
https://cloud.tencent.com/developer/article/1858612
af://n5
af://n26
af://n27

L RAEH(-n/-N)

1) Zit—1IREFEHRF (-n)

ATHLIEPHEE, ImOFERREATAENE. kOB, nSHRAER, JUEENERRENR
TTHRER, MARIBIS:

tshark -n -r <filename>

© 17:16:05 ARV tshark http.pcap
ing as user "root" and group "root". This could be dangerous.
.000000 192.168.1.12 -» 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Win=
.001046 192.168.1.8 - 192.168.1.12 TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Win= 65160 Le b 691527460 Tbecr 1484747879 W:
.001135 192.168.1.12 -» 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Wi 256 Len=0 TSva
.001400 192.168.1.12 - 192.168.1.8 HTTP 146 GET / HTTP/1.1
.001896 192.168.1.8 - 192.168.1.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
.002034 192.168.1.8 - 192.168.1.12 HTTP 335 HTTP/1.1 200 OK (text/html)
.002094 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
.002364 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [FIN, ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
.002782 1 .8 - 192.168.1.12 TCP 72 80 - 37546 [FIN, ACK] Seq=264 Ack=76 Win=65152 Lel TSval=36915274760 TSec
.002799 192.168. l 12 - 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=76 Ac 4128 Len=0 TSval=1484747882 TSecr 9
= ~/pkgs

2) X¥WERRROHEITER ((Nt)
XBIF-n, -NSEUETLMBERSEEEIRTILESR, BN N <ifiiflag> , flagBEREY
W
flagHUE aX
d XS FONSE /S FRET
m FEFAMACHENHRAT
n [5 FE ARSI AR AT
N {(EFASMNERAEITRS (IGNDNS) HHTRIEIMNHRYT, nBERFENERAZEHR
t B EiR R
v JEFBVLAN IDAJEZFREFHT

tshark -N t -r <filename>

A 0 16:06:18 ACEITID 3 http.pcap
Running as user "root" and group ot". This could be dangerous.
0.000000 192.168.1.12 92. .1.8 TCP 80 37546 - http(80) [SYN] Seg=0 Wil 4240 Len=0 MSS=1460 SAC ERM TSval=1484747879 TSecr=0 WS=128
0.001046 192.168.1 92. .12 TCP 80 http(80) - 37546 [SYN, ACK] S 0 Ack=1 Win: 160 Len=0 M 1460 SACK_PERM val=36915274 1484747879 WS=128
.001135 192.168.1.12 0 .1.8 TCP 72 37546 - http(80) [ACK] Seq=1 Ack=1 Wi 4256 Len=0 TSva 484747880 TSecr=3691527468
0.001400 192.168.1.12 92. .1.8 HTTP 146 GET / HTTP/1.1
.001896 192.168.1.8 .168.1.12 TCP 72 http(80) - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
.002034 192.168.1.8 E .1.12 HTTP 335 HTTP/1.1 200 OK (text/html)
0.002094 192.168.1.12 .168.1. TCP 72 37546 - http(80) [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
.002364 192.168.1.12 - - TCP 72 37546 - http(80) [FIN, ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
0.002782 192.168.1.8 .168.1. TCP 72 http(80) - 37546 [FIN, ACK] S 6 Win=65152 Lel TSval=3691527470 TS 484747881
.002799 192.168.1.12 B o TCP 72 37546 - http(80) [ACK] Seq=76 Ac i 4128 Len=0 TSval=1484747882 TSecr=3691527470
A © 16:06:41 MRVINCH

AEEH, 80umORIEINL T httptMYFRR, M137546 ABENLSiRE, IRBEHRS X,
(IR AR,

RERSERZMET, LCUIERERMNEIUEYT. ERRROFET, TLE:

IRBRTENE



af://n33
af://n34
af://n40

tshark -N n -N t -r <filename>

3898 (-d)

&= -d <layer type>==<selector>,<decode-as protocol>
i Ewireshark BRY“B#AS/ (Decode As) “INEE, BAFEMNELR, 1ZIBRFoiEERIMYERSHL.
BRERA, DEFESHFENE, HEXEaRBIEEMCRIETHE—E

tsharkfERNA I FERIBMMAHIERIR DR ER BSOS IR, thal4simnISBaETassL, TF
BYMERE-dS4, EERLERT, HEMXIEEEMEREYT B, BiEinMEEXaFBEMNNNSS
EDFESTMNFFERHE, MtsharklEMEEATRERBERTHY—F, BATFINEEMUERHIR
LR,

4T tshark -d --help AJLAFIHSTHFEBAUT RS RN

tshark -d --help|&grep tcp # i

= ~/pkgs » tshark grep tcp
.prot_id (Modbus/TCP protocol identifier)
.app.name (RTCP Application Name)
.pstb.fmt (RTCP Payload Specific Feedback Message Format)
.rtpfb.fmt (RTCP Generic RTP Feedback Message Format)
.option (TCP Options)
.port (TCP port)
cl.v4.sess ext (TCPCLv4 Session Extension)
cl.v4.xfer ext (TCPCLv4 Transfer Extension)
A 0 17:12:46 SAETE]GEH

EJ9tsharkX T B EIEITRENE A LEREEE, F LRRERBXIMEERFINIEE MM KFLRY
s, BRERILUME—LINEE LAETR.

EEamiETCP 80um [ AFASHI HH 9 sshifhild :

tshark -r <filename> -d

Ao 17:20:22 LTI http.pcap -d 'tcp.port==80,ssh’
root". This could be dangerous.
0.000000 192.168.1.12 - 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Le MSS=1460 SAC M TSval=1484747879 TSecr=0 WS=128
12 TCP 80 80 - 37546 [SYN, ACK] Seq=0 A 60 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128
. . . - 80 [ACK] Ack=1 Win=64256 Le 3 7880 TSecr=3691527468
0.001400 192.1 168 1.8 SSH 146 t: Encrypted
0.001896 192. 8 - 192.168.1.12 TCP 72 8 7546 [ACK] Seq=
0.002034 192.168 192.168.1.12 SSH 335 Server: Encrypted packet (len=263)
0.002094 192.168.1.12 + 192.168.1.8 TCP 72 37546 » 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval-1484747881 TSecr=3691527470
0.002364 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [FIN,
0.002782 192.168.1.8 - 192.168.1.12 TCP 72 80 - 37546 [FIN,
0.002799 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=76 ALk 265 Win=64128 Len 0 TSval=1484747882 TSecr=3691527470

o

XESBHERMIUR, ERsshMCROTTIED, BaHEEHe L,

{BfFRERIE PRt — R IEFERIHTTP stream:


af://n71

A 0 17:21:42

Running as user
.000000
.001046
.001135
.001400
.001896

.002034

NEEBAIEONSIR >

& ~/pkgs > tshark
192.168.1.12 -
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.12

192.
192.
192.
192.
192.
192.
192.
192.
192.

"root" and group "root".
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

.8
.12
.8

tshark -r dns.pcap -d

tshark -r dns.pcap -d

A 0 17:24:52

Running as user "root" and group "root".
192.168.1.12 » 192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
e

000000
000078
000863
064953
PEVIEYS
233041
233391
PEE[VE]
671789
671810
671866
672103
672641
672641
672641
683089
099632
099729
100462
100463
640149
640680

NNNNNRRRR PR OO0 00000

N

[A__017:25:00 3
Running as user "root
192.168.1.12 - 192.
- 192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

000000
000078
000863
064953
232737

671789
671810
671866
672103
672641
672641
672641
683089
099632
099729
100462
100463
640149
640680

< [NENENENE N Ny iy Oy R R RN oY

tshark BRI BFHEIRS R R HEEAIY, 2RI
udpii I 80BY EL AR AL HT TP,

= ~/pkgs t rk

192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
92.16

192
192

tshark
group

192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.1
= ~/pkgs

it

al

192.
192.
192.
192.
e
192.
192.
192.

192.
192.
192.
192.

http.pcap
This could

TCP
TCP
TCP

be dangerous.

37546 - 80 [SYN] Seq=0 Win
80 - 37546 [SYN, ACK] Se
37546 - 80 [ACK] Seq=1 Ac

80
80
72

=i 4240 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr= 1L
Win=65160 Len=0 MS 460 SACK_PERM TSva 3691527468 TSecr=1484747879 WS=128
64256 Len=0 TSva 484747880 TSecr=3691527468

HTTP 146 GET / HTTP/1.1

TCP

HTTP 335 HTTP/1.1

TCP
TCP
TCP
TCP

dns.pcap

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

"root".
168.
168.
168.
168.
168.
168.
168.
168.
168.

This could be dangerous.

s
dns.pcap
This could be dangerous.

S
Bl
.12
.12
-1
B
.12
.12

DNS
DNS
DNS
DNS
DNS
RTP
DNS
RTP
DNS
RTP
DNS
DNS

RTP 9

DNS
DNS
DNS
RTCP
RTP

DNS
DNS

QuIC
QUIC
QUIC
QuIC
QuIC
QUIC
QuIC
QuIC
QUIC
QUIC
QuIC
QuIC
QUIC
QuIC
QuIC
QUIC
QUIC
QuIC
QuIC
QUIC
QUIC
QuIC

MXEAFER, http%%?TCPE’\JéTIE :

72 80 - 37546 [ACK] Se Ack=75 Win=65152 Len=0
200 OK (text/html)

[ACK] Seq=75 Ack=264 Win=64128

TSval=3691527469 TSecr=1484747880
72
72
72
72

37546 - 80
37546 - 80 [
80 - 37546 [

[

Len=0 TSval=1484747881 TSec 691527470
FIN, ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
FIN, ACK] Se 64 Ack=76 Wi TSecr=1484747881

37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=36 27470

BURRRS Sartp. quictil:

"udp.port==53, rtp"
80 Standard query 0x54a4 AAAA api.openai.com
80 Standard query 0x6f3a A api.openai.com
80 Standard query response 0x54a4 AAAA api.openai.com
112 Standard query response 0x6f3a A api.openai.com A 104.18.6.192 A 104.18.7.192
79 Standard query 0xe561 AAAA www.baidu.com
79 PT=Unassigned, SSRC=0x0, Seq=256, Tim 5536 [Malformed Packet]
109 Standard query response 0xe561 AAAA www.baidu.com CNAME www.a.shifen.com
141 PT=Unassigned, SSRC=0x0, Seq=33152, Time=65539[Malformed Packet]
88 Standard query 0x1050 AAAA openwrt. llnux code. com
PT=DynamicRTP-Type-103, SSRC=0x0, Se 56, Time=65536[Malformed Packet]
8 Standard query 0xe035 A openwrt.linux-code.com
Standard query 0x20fe A prometheus.linux-code.com
PT=DynamicRTP-Type-103, SSRC=0x0, Seq=33152, Time=65536[Malformed Packet]
104 Standard query response 0xe035 A openwrt.linux-code.com A 192.168.1.1
107 Standard query response 0x20fe A prometheus.linux-code.com A 192.168.1.12
142 Standard query response 0x1050 AAAA openwrt.linux-code.com CNAME rokas-openwrt.b@.aicdn.com CNAME am.aicdn.com
88 52862 - 5° Lel (]
P

88 5536 [Malformed Packet]

5537[Malformed Packet]

40
95 Standard query 0x28b9 A qq.com OPT
131 Standard query response 6x28b9 A qq.com A 61.129.7.47 A 183.
‘udp.port==53,quic"’

.226.35 A 123.151.137.18 OPT

80 Protected Payload (KPO)

80 Protected Payload (KPO)

80 Protected Payload (KPO)

112 Protected Payload (KPO)

79 Protected Payload (KPO)

79 Retry, DCID=00

109 Protected Payload (KPO)

141 Retry, DCID=00, SCID=000000
88 Protected Payload (KPO)

91 Protected Payload (KPO)

88 Protected Payload (KPO)

91 Protected Payload (KPO)

91 Protected Payload (KPO)

104 Protected Payload (KPO)

107 Protected Payload (KPO)

142 Protected Payload (KPO)

88 52862 - 53 Len=40[Malformed Packet]
88 Retry, DCI 0

104 Retry, DCID=00, SCID

88 53 - 52862 Len=40[Malformed Packet]
95 Protected Payload (KPO)

131 Protected Payload (KPO)

ABEFStMN AT, LEaludp.port==80,http’}5
RE—MINRE, ToiAMFD.

LFENEUEARERIER, REEAREXY, BEIEH5.

JRYGHRSIIIDNS, tsharkBEE NI IFRSEECEIERRIMN :

A © 17:25:15

Running as user "root" and group "root".
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

000000

0.
0.
0.
0.0
]
]
0.
0.
i,
i,
i,
i,
1.
1.
i
i
2.0
2
2
2.
2
2
Ve

8 192.168.1.12

9 192.168.1.12

®=/pkgsl) tshark

192.168.1.12 -
192.168.1.1
192.168.1.1
192.168.1.12
192.168.1.12
192.168.1.1
192.168.1.1

192.168.1.12

192.168.1.12

192.168.1.12
192.168.
192.168.
192.168.

192.168.1.12
192.168.1.1

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

ol
ol
.12
o112
ol
it
-2

dns.pcap
This could

DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

2 DNS

DNS
DNS
DNS
DNS
DNS
DNS

be dangerous.
Standard query 0x54a4 AAAA api.openai.com
Standard query 0x6f3a A api.openai.com
80 Standard query ponse 0x54a4 AAAA api.openai.com
112 Standard query response 0x6f3a A api.openai.com A 104.18.6.192 A 104.18.7.192
79 Standard query 0xe561 AAAA www.baidu.com
79 Standard query 0xb835 A www.baidu.com
109 Standard query response 0xe561 AAAA www.baidu.com CNAME www.a.shifen.com
141 Standard query response 0xb835 A www.baidu.com CNAME www.a.shifen.com A 14.119.104.189 A 14.119.104.254
88 Standard query 0x1050 AAAA openwrt.linux-code.com
91 Standard query 0x9367 AAAA prometheus.linux-code.com
88 Standard query 0xe035 A openwrt.linux-code.com
91 Standard query 0x20fe A prometheus.linux-code.com
91 Standard query response 0x9367 AAAA prometheus.linux-code.com
104 Standard query response 0xe035 A openwrt.linux-code.com A 192.168.1.1
107 Standard query response 0x20fe A prometheus.linux-code.com A 192.168.1.12
142 Standard query response 0x1050 AAAA openwrt.linux-code.com CNAME rokas-openwrt.b@.aicdn.com CNAME am.aicdn.com
88 Standard query 0x87db AAAA grafana.linux-code.com
88 Standard query 0xb452 A grafana.linux-code.com
104 Standard query response 0xb452 A grafana.linux-code.com A 192.168.1.12
88 Standard query response 0x87db AAAA grafana.linux-code.com
95 Standard query 0x28b9 A gq.com OPT
131 Standard query response 0x28b9 A gqq.com A 61.129.7.47 A 183.3.226.35 A 123.151.137.18 OPT

80
80



af://n99

4SS ERE (1)

IEEmEHIEIURTLAR . ek|fields|json|jsonraw|pdml|ps|psml|tabs|text

Ev g ojsont& BT AR |

tshark -n -r <filename> -T json

A 0 21:05:17 SUSETE ] GENEREIEIaS http.pcap json |more
Running as user "root" and group "root". This could be dangerous.
[

{

" index": "packets-2023-07-25",

" type": "doc",

" score": null,

" source": {

"layers": {
"frame": {

"frame.encap_type": "210",
"frame.time": "Jul 25, 2023 17:12:42.589264000
"frame.offset shift": "0.000000000",
"frame.time_epoch": "1690276362.589264000",
"frame.time_delta": "0.000000000",
"frame.time_delta_displayed": "0.000000000",
"frame.time relative": "0.000000000",
"frame.number": "1",
"frame.len": "80",
"frame.cap_len": "80",
"frame.marked": "0",
"frame.ignored": "0",
"frame.protocols": "sll:ethertype:ip:tcp"

},
"sll": {
"sll.etype": "0x0800",
"sll.ifindex": "2",
"sll.hatype": "1",
"sll.pkttype": "4",
"sll.halen": "6",
"sll.src.eth": "00:50:56:81:8e:44",
"sll.unused": "00:00"
},
"ip": {
"ip.version": "4",
"ip.hdr_len": "20",
"ip.dsfield": "0x00",
"ip.dsfield tree": {
"ip.dsfield.dscp": "0",
"ip.dsfield.ecn": "O"

} r
ekigzUii -

tshark -n -r <filename> -T ek



af://n99

AT 0 21:20:14
Running as user
{"index":{"_index"
{"timestamp™: "169
frame_frame_time_delta"
ed” f rame_ignored": false, "frame_frame_protocols”
"00:50:56:81:8e: nused":"00:0 ip"{"ip_ip_version":"4", ”1p ip
", "ip_ip_flags_rb": fals ip_ip_flags_df" true,"ip_ip_flags_mf":false,"ip_ip_fra
:["192.768.1.12","192.168.1, °”] 1p ip_src_host":"192.168.1.12","ip_ip_host":["19
"@","tcp_tcp_completeness" ”o”,mp e
alse,”t(p tcp_flags_ae
_connection

= ~/pkgs > tshark http.pcap e

“root" and group “root*. This could be dangerous.
packets-2023-07-25","_type":"doc"}}

6362589", "Layers" : {* frame" : {"frame_f rame_encap_ty
0.00!

p:
hd

_syn"

,"tcp_tep_ urgﬂnt pumtm
"1460", "tcp_options, sack
Wp_tsval®:"1484747879", "tcp_
7", "tcp_tcp_o
_index"

ption_ 47, "tcp_tcp_option_len
tamp_tsec  "tep_options_nop”: 701",
Vi1128" Traxt"

packets": 2023-07 dot““

“ "layers

ame_frame_ignored”: false, "frame_frame_pro
81:c0:Te","sTL sl unu 1”:”00 00"F,"ip"{"ip_ip_version";"4"
Lags rb": false, "ij true,"ip_ip_flags mf":false,"ip_ip_fras
8","192.168.1. 12”] "ip_: ":"192.168.1.8", "ip_ip_host":["192.168.1.
80", ”37540”],”t p_ "@","tcp_tcp_completeness”:"1", "tcp_t
tcp_hdr_len":"4@", "tcp_tcp_flags":"9x0012", "tcp, false, "tcp_tep_ flaqs a
t trp flags_reset": false, "tcp_ trp flags_ syw
2 t_group": "3

e: p
,"ip_ip_hdr_len"

'_ws_expert_

2 _MSS_) _Op _
tcp_tep_options_timestan "36915274
3" "tcp_tcp_options shift":"7","tcp_tcp_options_wscale_multiplis
1", "cp tcp analysis ack rtt':"0.001046000"

ekf&={,: Elasticsearch bulk, XZFEHE

128", "text"

HepfieldstiEN B ER S

5.4HIRSEEFER (-e)

-e RIS ERMAIRE MINFER,

tean, REFEERSOEL. ipHeik. im0,

tshark -n -r <filename> -e

tshark -n -r <filename> -e

A 0 21:14:51
Runnlng as user
192.168.
192.
192.
192.
192.
192.

& ~/pkgs ) tshz
"root" and group
1.12,192.168.1.8
168.1.8,192.168.1.12
168.1.12,192.168.1.8
168.1.12,192.168.1.8
168.1.8,192.168.1.12
168.1.8,192.168.1.12
192.168.1.12,192.168.1.8
192.168.1.12,192.168.1.8

.168.1.8,192.168.1.12
.168.1.12,192.168.1.8

= ~/pkgs tshe
root" and group
1.12,192.168.1.8
168.1.8,192.168.1.12
168.1.12,192.168.1.8
168.1.12,192.168.1.8
168.1.8,192.168.1.12
168.1.8,192.168.1.12
168.1.12,192.168.1.8
168.1.12,192.168.1.8

192.168.1.8,192.168.1.12
192.168.1.12,192.168.1.8

© 21:16:05

http.pcap ' frame.number'
This could be dangerous.
37546,80 Transmission
80,37546 Transmission
37546,80 Transmission
37546,80 Transmission
80,37546 Transmission
80,37546 Transmission
37546,80 Transmission
37546,80 Transmission
80,37546 Transmission
37546,80 Transmission

http.pcap ' frame.number'
This could be dangerous.
37546,80 Internet
80,37546 Internet
37546,80 Internet
37546,80 Internet
80,37546 Internet
80,37546 Internet
37546,80 Internet
37546,80 Internet
80,37546 Internet
37546,80 Internet

"root".

unning as user
192.168.
192.
192.
192.
192.
192.
192.
192.

He,
i (tcp.dstport)
MZ:

ip.addr. tcp.portEBEELH
{ReE

SEEip (ip.src)

tshark -n -r <filename> -e

-e ip -T ek

alse, "tcp_tcp.

1434747

-eKfEF, FRERIRER,

Control
Control
Control
Control
Control
Control
Control
Control
Control
Control

Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

OXOuGD”,”sll sl 1f1ndex
000", "ip_ip d<f1e11 1 dsfield_ecn”:"0", ip_ip_len": "
", "ip_ip_checksum_status"
1qz 168.1.8"}, "tcp":{"tcp_ t(p
724452759", "tcp_tcp_nxtseq":"1", "tcp_tcp_a
false, tcp_tcp_flags_urg":false,"tcp_tcp_flags_ack
equest (SYN): server port 80",
cp. t(p window_size":"6:
Ty

q cp

False, "tcp_tcp_flags_ece"

__ws_expert_mes onnection establish

-, "Tcp_tp_window_size_value':"64240"
03:07", "tcp_options_mss"

null,

le":"03:03:07", "tcp_tcp_option_kind"
'0.000000000"}}}

, P
", "tcp_tcp_time_delta"

590
:0.001046000" , " frame
1_sTl_etype”: ”0x0°00” "s1lsll i lndsx
ip ip dsfield i
,"ip_ip_ ttl”-”GJ” ”1p ip_proto
2.168.1.12"],"ip_ip_dst

0000Z", " frame fIdI"P offset_shift":"0.00

"ip_dsfield_ecn":"0",Tip_ip_len":"60"
”Bxb757”,”1p71p7(hn(ksumistatus”‘
"192.168.1.12"}, "tcp"
_tcp_nxtseq":"1", ”frp
Use, "tcp_tep_flags_urg

B
, e Sercpk rrp <ﬂq raw"
false, "tcp_tcp flags cwr": false, "tcp_tep_flags_ece
ul xpert__ws_expert_message
S, "tcp_tep_window size
03:07"

_option_len"
p_optior
imestamps”, "tc

5 AElasticsearchfIt&=t,.

BRRiZE NER-eixiA.

£ -TIRIR IR H PR ZIER.
tepEkiptMY Y F ERFFEx 28 6 S fields,

ALIZ:

tcp -T fields
ip -T fields

'ip.addr’ tep fields
Len: 0
Ack: 1, Len:
Ack: 1, Len:
Ack: 1, Len:
Ack: 75, Len
Ack: 75, Len
75 Ack: 264, Len:
75, Ack: 264, Len:
264, Ack: 76, Len:
76, Ack: 265, Len:

Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
Protocol,
addr'

37546, Dst Port: 80,
80, Dst Port: 37546,
37546, Dst Port: 80,
37546, Dst Port: 80,
80, Dst Port: 37546,
80, Dst Por 37546,
37546, Dst Port: 8

37546, Dst Port: 80,
80, Dst Port: 37546,
37546, Dst Port: 80,

ip fields

Seq:
Seq:
Seq:
Seq:
Seq
Seq
Seq
Seq
Seq:
Seq:
‘ip.

Version
Version
Version
Version
Version
Version
Version
Version
Version
Version

.12, Dst: 192.168.1.8
.8, Dst: 192.168.1.12
.12, Dst: 192.168.1.8
.12, Dst: 192.168.1.8
.8, Dst: 192.168.1.12
.8, Dst: 192.168.1.12
.12, Dst: 192.168.1.8
.12, Dst: 192.168.1.8
.8, Dst: 192.168.1.12
.12, Dst: 192.168.1.8

E NN NI NI N NN

B&Jip (ip.dst) . tcpifimA (tep.srcport) | tcpBRY

TEEfEwireshark PEEME /LIS RMIIFER, EALEATLA, Aekigz{iH



af://n111

: p.pcap -© 'frame.number' -o 'ip.src' o 'ip.dst' o 'tcp.srcport’
Running as user "root” a - could be dan
(*index": {*_index": "pack 0 pe: "doc"}}

Tane_number”: [*1°], ["192.168.1.12"],"ip_dst": ["192.1 - ort ], "tcp_dstpo et Protocol Vi

type": "doc"
Fame_number" : src 68 1,"ip :["192
“_index": "packets 0 ype": "doc"
1690276362590 . *Layers+:(* fFane. number: “ip_src:[* 6 2"],"ip_dst":["192. 8"],"tcp_srcport 75461, "tc 0 8 ["Internet Protocol

"_type":"
f

,"ip_dst":["192.168.1.8"],"tcp_srcport": 546 tc ort":["8 “:["Internet Protocol Version 4
"ip_dst":[*192.168.1.12"],"tcp_srcport”: ["80"], "tcp_dstport": 6"1,"ip": ["Internet Protocol Version ¢

*_type
(*fFame_number": ["6"], "ip_src": [* 58 ,"ip_dst":["192.168.1.12"],"tcp_srcport”: ["80"], "tcp_ds :["37546"],"ip": ["Internet Protocol Version 4
2"],"ip_dst":["192.168.1.8"],"tcp_srcport 6 _dstpo *ip":["Internet Protocol Version c: 192.168.1.12, Dst:
"],"ip_dst":["192.168.1.8"], "tcp_srcport": ["37546 _dstpo *],"ip":["Internet Protocol Version 4, Src: .12, Dst:

["192.168.1 cp_sreport” 1,"tcp_dstport”: [*37546"],"ip": [*Internet Protocol Version 4, Src: 192 .8, Dst: 192.16

192.168.1.8"], "tcp_srcport”: ["37546" ], “tcp_dstpor 0"],"ip": ["Internet Protocol Version 4, 2.168.1.12, Dst: 192

“tcp.srcport’ e ‘tcp.dstport' o ip -1 fields v 0.3 31.07.23 8

Internet Protocol Version

Internet Protocol Version 161
Internet P Version 4, Sre: 102
Internet Protocol Version 4,

BT, 14\ ASJLUIAN-E header=y 5%, HEENHHEFER, ERE—(THNMEHLFRIEY, Z
[EFBEII column dp S RIITFHER :

tshark -n -r <filename> -E =y -e -e

-e -e ip -T fields|column -t

ISCWIRPLTEY) = ~/pkgs > tshark http.pcap -£ header=y -o 'frame.number" "ip.src' "ip.dst’ “tcp.srcport’ “tcp.dstport' -e ip -1 fields|column
[Running as user "root® and group "root". This could be dangerous.

frame.number ip.src .dst tcp.srcport tcp.dstport ip

192.168.1.1: .1, 37546 80 Internet Protocol Version 4 rc: 92.168.1.12, st: 192.168.
192.168.1.8 -l 80 EL Internet Protocol Version re: .168.1.8, : 192.168.
192.168.1. 2. 1. 37546 0 Internet Protocol Version 4 2.168.1.12, 192.168.
192.168.1. .168.1. 37546 e Protocol Version 4 .168.1.12, 192.168.
192.168.1. 92. -l 80 5 Protocol Version 4 .168.1.8 s 192.168
192.168.1. .168.1. 3754 Internet Protocol Version g .168.1. : 192.168.
192.168.1. b Internet Protocol Version 4 _.168. .12, : 192.168.
192.168.1. 2.168.1. 3 Internet Protocol Version A4 2.168.1.12, 192
192.168.1. 92.168.1. 80 5 Internet Protocol Version 4 3 .168.1. R D0
192.168.1. .168.1. 3754 80 Internet Protocol Version Src: .168.1.12, @ 192.
© 21:29:54

6.1 EMHRIERIFER (-E)

LB -TSECHLSEERN, LIRS -ESECRRE— LA,

-EREERISHE:
SEIEIR A AaX
bom=y|n n FEREBIINEUTF-8FHIRFARIC (+7itdlef, bb. bf) ;
header=y|n n FIEN—MEFE- o E Rt S —1THIFERZFRLER;
separator=/t|/s|<character> /t REFROWER,
occurrence=fil|a a FIENBNFRINE—R. BRE—RSMEHINAS;
aggregator=,|/s|<character> BRERTENFRANDEIFH.

quote=d|s|n n RERATIRSRFRIISISFA.

E—E41,


af://n125

1) bom=y|n

bom (byte-order mark) BEDFRHIRFIFC, S2FEAZILAUTF-8, UTF168LUTF-32488UnicodeS{4FFLAY
¥55RmE, FSRIRBIUnicodeSHRITRASEEY, FFUTF-83Ri, BOMFARMARY, It AER,
RAFEIXEFEXREIAE.

&id -E bom=y K[SABOMEIT, tshark&TEEHIFERHIEABOMIRIC,
Ehanix &<, HINSEITEMERELFE:, HEBEbom=y2£iEAbomig:

tshark -n -r <filename> -E =y -E =y -e

-e ip -T fields

== =@

© 01:34:49 ' frame.number"

Running as user

= ~/pkgs i http
"root" and group "root". This cou
Tip.dst Itcp.srcport”T

bon-y | £ header=y “ip.src’ -e 'ip.dst’ “tcp. dstport

be dangerous .
p.dstport~Iip

ap "tcp.sreport’

~137
1192.168.1.12~180
112°1192.168.1
. 1.87137
168.1.127180

1.87137546"
1.8"137546"

. ‘168
.‘A1192 168.1.12

'137545

6°180"IInternet
37546"1Internet
180~IInternet
~180~IInternet
37546'IInternEt
37546"IInternet
I80"IInternet

~IInternet
37546"I1Internet

Protocol Version
Protocol Version
Protocol Version
P ol rsion
Protocol Version
Protocol Version
Prc ol
Protocol
Protocol

APRARARRARD

¢ 192

192
192
192
192
192

.12, Dst:
.8, Dst:

1 192.168.1.

1 192.168.1
192.168.1. 12$
192.168.1.12%
192.168.1.8%

: 192.168.1.8$
92.168.1.12%

: 192.168.1
ip.src

80
1.8~137546"180" IInrernat Protocol Version 4, Sr
[ = =/pkasD tshark ca bom=n - header=y
Running as user "root" o group "root". Th1> Could be dangerous.
f rame \umher'Ilp.src“Ilp dst~Itcp. srcport™Itcp.dstport°Lips
.168.1. Protocol
.168. Protocol
.168. Protocol
92.168. Protocol
.168. Protocol
.168. 37546~TInternet Protocol
.168. 12\1192 168.1 S 137446 180"IInternet Version
.168. 1192.168.1.8°I37546"180 I Internet L Version
.168.1. 168.1.127180" I\7546 IInternet Protocol Version
IInternet Protocol Version 4, Src:
http.pcap £ bom=n -E header=y
This could be dangerous.
http.pcap [-F bom=y |-¢ header=y
rcport tcp.dstport ip

ip.dst' ‘tep.sreport

Version Dst: 192.168.1.8$
191 168.1.12%
19

2.168.1.8%

I’7546 IInternet

80~IInternet

1277192, 1 8.1.8°T37546°180 TInternet
2 1. lZ IBO 137546"IInternet

1
1
1
1 168.1.8%
Version e "192. 168.1.12%
Version 1.8, 9 .12
1 .8$
1 192.168.1.8%
1 168.1.12$
9 155 1.8%
'ip.dst

ARABRAARARS

19
1

BRSNS t<hark " frame. number*
"root” and group
= ~/pkgs i

ip.dst tcp

= /pkgs

IXLEAMERIL, BRbomia, SERIHAIFFLEBDHBIEAN T bomi&T,
$* " "\xef\xbb\xbf' tBEEILECRIILT.

‘tcp.srcport'
ru(\t -
"frame.number' -e 'ip.src' -e 'ip.dst' -e 'tcp.srcport

o 01: 37 48

2) header=y

FIEN—MER - FAMHE—THIFREMRLES, RIECHETR, <EelFR, K&

ST,

ELanEE T ENtep BN A S LR ATTARESR, FJLAE:

tshark -n -r <filename> -E =y -e

-e -e ip -T fields

ark
root".
tcp.srcport
192.168.1.8
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.
192.168.
192.168.

A © 01:51:28 ACETIGH
Running as user "root" and group
[tcp.seq_raw ip.src ip.dst
3724452759 192.168.1.12
3607784778 192.168.
3724452760 192.168.
3724452760 192.168.1.12
3607784779 192.168.1.8

192.168.1.8
192.168.1.12
192.168.
192.168.
192.168.
~/pkgs

http.pcap heade

This could be dangerous.
tcp.dstport ip
37546 Internet
80 Internet
37546 Internet
37546 Internet
80 Internet
80 Internet
37546 Internet
37546 Internet
80 Internet
37546 Internet

'tcp.seq_raw' ‘ip.src'

Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Version 4
Version 4
Version

Version 4
Version 4
Version 4
Version

Version 4
Version 4
Version 4

.12,
.8,

.12,
212,
%
Dst:

Dst:

.8,
.12,
12,
-8, Dst:
.12,

.8
.12
8

or=/t|/s|<character>

IEEFROER, BiAAn, aILUERE/s, BIREANSE,

RED PR AN

i grep

'tcp.srcport’

Dst:
Dst:
Dst:
DE
Dst:

Dst:

BEBEXHEET

“tcp.dstport’ fields |cat

"tep.dstport’ fields |grep $'

“tcp.dstport’ fields [dgrep $

1
-

TESR—(ThFTED

"tcp.dstport! ip

192.168.1.8
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.8

ﬁo


af://n159
af://n167
af://n173

<filename> -E

=/t/t
-e ip -T fields

==

=E

=\# -e
-T fields

tshark -n -r <filename> -E

=@ -e ip

0 01:58:44 ACEEVTY T IR http.pcap separator=\#
Running as user "root" and group "root". This could be dangerous.
2.168.1.12#192.168.1.8#37546#80#Internet Protocol Version
.168.1.8#192.168.1.12#80#37546#Internet Protocol Version 4
-168.1.12#192.168.1.8#37546#80#Internet Protocol Version 4
.168.1.12#192.168.1.8#37546#80#Internet Protocol Version 4
.168.1.8#192.168.1.12#80#37546#Internet Protocol Version
-168.1.8#192.168.1.12#80#37546#Internet Protocol Version 4
1
1
1
1

'tcp.seq_raw' ‘ip.src' 'ip.dst’ 'tep.srcport’ 'tcp.dstport! fields

Src: 192
192
192
192
192
192

.168.
.168.
.168.
.168.
.168.
.168.
.168.
.168.
.168.

168.

.12, Dst:
-8, Dst:
.12, Dst:
.12, Dst:
.8, Dst:

192.168.1.8
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.8
'ip.dst

.168.1.12#192.168.1.8#37546#80#Internet Protocol Version 4
.168.1.12#192.168.1.8#37546#80#Internet Protocol Version
-168.1.8#192.168.1.12#80#37546#Internet Protocol Version
.168.1.12#192.168.1.8#37546#80#Internet Protocol Version 4
= ~/pkgs tsh http.pcap separato
user "root" and group "root". This could be dangerous.
192.168.1.12 192.168.1.8 37546 80 Internet Protocol Version
192.168.1.8 192.168.1.12 80 37546 Internet Protocol Version
192.168.1.12 192.168.1.8 37546 80 Internet Protocol Version
192.168.1.12 192.168.1.8 37546 80 Internet Protocol Version
192.168.1.8 192.168.1.12 80 37546 Internet Protocol Version
192.168.1.8 192.168.1.12 80 37546 Internet Protocol Version
192.168.1.12 192.168.1.8 37546 80 Internet Protocol Version
192.168.1.12 192.168.1.8 37546 80 Internet Protocol Version
192.168.1.8 192.168.1.12 80 37546 Protocol Version
.168.1.12 192.168.1.8 37546 80 Protocol Version
= ~/pkgs tshark http.pcap separator=/t/t
Running as user "root" and group "root". This could be dangerous.
3724452759 192.168. 92.168.1.8 37546 Internet
3607784778 192.168.1.8 192.168. 80 Internet
192.168.1.12 192.168. 37546 Internet
192.168.1.12 192.168. 37546 Internet
192.168.1.8 192.168. 80 Internet
192.168.1.8 192.168. 80 Internet
192.168.1.12 192.168. 37546 Internet
192.168.1.12 192.168. Internet
192.168.1.8 192.168. Internet
.168.1.12 192.168. Internet
~/pkgs

"tcp.srcport! 'tcp.dstport! ip fields
212,
.8, Dst:
.12, Dst:
.12, Dst:
.8, Dst:
.8, Dst:
.12, Dst:
.12, Dst:
.8, Dst:
.12, Dst:

‘ip.src'

Dst: 192.168.1.8
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.8

'ip.

.168.
.168.
.168.
.168.
.168.
.168.
.168.
192.168.
192.168.
'tcp.seq_raw'

ABABADABES

"tcp.srcport! "tcp.dstport’ ip fields
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol
Protocol

Sipc:
Sres
Src
Sre
S
Src
Src
Ske
sre
Src:

Version 4,
Version 4,
Version 4,
Version 4,
Version 4,
Version 4,

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168
168
168.
168.
168

DE
, Dst:
Dst:
Dst:
Dst:
Dst:

192.168.1.8
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.12
192.168.1.8
192.168.1.8
192.168.1.12
192.168.1.8

.8
.12

Version 4
Version
Version 4
Version

Dst:
Dst:
Dst:

4) occurrence=f|l|a

BN FREBENSE— () . &E—" (), B (3) . S—1MFRESTEER, AR
FTEEE, AILUBEILSERISEITENSE L.

ECAN P EXANME, @dIPPEEE, RitipBREMINE:

| ros.pcap

m mp.seq eq 21

No. - Time - Dest - Length - Info -
3 1.001543 113.87.51.11 151 Echo (ping) request
4 1.001544 114.132.168.144 151 Echo (ping) reply

Source -
114.132.168.144
113.87.51.11

Proto -
ICMP
ICMP

id=0xb2a9, se

1d=6xb2ad, sel 4 (request in 3)

Linux cooked capture v2
Internet Protocol Version 4, Sr
User Datagram Protocol, Src Por
TZSP: Ethernet

Ethernet II, Src: 00:00:00 00 0 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:
Internet Protocol Version 4, Src: 113.87.51.11, Dst: 114.132.168.144

Internet Control Message Protocol

192.168.1.11, Dst: 192.168.1.12
54332, Dst Port: 37008

LIRS R i@ tsharkRALERIPEER, occurrenceBIEMIATT AR, FIMIHFERANFIBIIAS, SBRNPER
i HE:

tshark -n -r <filename> -E
-T fields |colum

A B W = ~/pkgs tshark ros.pcap header=y ‘icmp.seq ‘icmp.seq’ ‘ip.src' ‘ip.dst' fields
group "root". This could be dangerous

Running as user "root" and

icmp.seq ip.src
21 192.168.1.11,114.
192.168.1.11,113.
“root" and

ip.src
192.168.1.11,114.
192.168.1.11,113.

group
icmp.seq
21

132.168.144
87.51.11

"root".

132.168.144
87.51.11

ip.dst
192.168.1.12,113.87.51.11
192.168.1.12,114.132.168.144
ros.pca occurrence=a
This could be dangerous.
ip.dst
192.168.1.12,113.87.51.11
192.168.1.12,114.132.168.144

header=y ‘icmp.seq==21"

‘icmp.seq’ ‘ip.src' 'ip.dst!’ fields |column


af://n181

LR EAIRBEREIP, AJLAUEIIISE occurrence=13CH :

tshark -n <filename> -E =y -E

-e -e ip -T fields |co

© 02:05:41 ACIVITTH ark ros.pcap header=y occurrence=1 ‘icmp.seq==21" "icmp.seq" ‘ip.src' 'ip.dst’ ip fields |column
Running as user "root" and group "root". This could be dangerous.
ip. ip.dst ip
114.132.168.144 113.87.51.11 Internet Protocol Version 4, Src: 114.132.168.144, Dst: 113.87.51.11
113.87.51.11 114. .168.144 Internet Protocol Version 4, Src: 113.87.51.11, Dst: 114.132.168.144
© 02:07:14 MLVICH

HABEHNZEIP, BITFERE occurrence=FSCI;

tshark -n -r <filename> -E =y -E
-e -e ip -T fields |col

© 02:05:34 ACERTTGH tshark ros.pcap head occurrence=f ‘icmp.seq==21" ‘icmp.seq' 'ip.src' ‘ip.dst’ ip fields |columr
Running as user "root" and group "root". This could be dan
i ip.src ip.dst ip
192.168.1.11 192.168.1.12 Internet Protocol Version 4, r 192.168.1.11, Dst: 192.168.1.12
192.168.1.11 192.168.1.12 Internet Protocol Version 4, r 192.168.1.11, Dst: 192.168.1.12

5) aggregator=,|/s|<character>
BEERTFRANDER, S—FRESITNER, MARRESHE, WSHEBTHEES
ELANiGIPERIZNNPFRR, BOSHEALIE:

¥

o

EHI

tshark -n -r <filename> -E =y -E

e -e -T fields |colum

© 23:54:13 D shark ros. pcap e “icmp.seq>=21" icmp.seq’ ‘ip.src' "ip.dst’ fields

Running as user "root" and group "root". This could be dangerous.

i ip.src ip.dst
192.168.1.11,114.132.168.144 192.168.
192.168.1.11,113.87.51.11 192.168.
192.168.1.11,114.132.168.144 192.168.
192.168.1.11,113.87.51. 192.168.1.12, .132.168.144
192.168.1. 4. .168. 192.168.1. o Syl i,
192.168.1. 192.168.1.12, .132.168.144
192.168.1. 4 .142 168 144 192.168.1.12, 7B 10
192.168.1.11,113.87.51.11 192.168.1. 4.132.168.144
192. .1.11,114.132.168.144 192.168.1.12, RH/ES IS
192 oAbl TS - 77 5l 1L 192.168.1. .132.168.144

~/pkgs k ros.pcap aggregator=\; ‘icmp.seq>=21" ‘icmp.seq' 'ip.src' 'ip.dst’ fields

Running as user "root" and group "root". This could be dangerous.
ip.src ip.dst
192.168.1.11;114 .132 168.144 192.168.1.12;113.87.51.11
192.168.1. 5 192.168.1.12;114.132.168.144
192.168.1.11; 8.144 192.168.1.12;113.87.51.11
192.168.1.11; 11 192.168.1.12;114.132.168.144
192.168.1. 4.13 192.168.1.12;113.87.51.11
192.168.1. .87. ,11 192.168.1.12;114.132.168.144
192.168.1.11; - - -144 192.168.1.12;113.87.51.11
192.168.1.11; .87. 192.168.1.12;114.132.168.144
192.168.1.11;114 .1)2 160 144 192.168.1.12;113.87.51.11
192.168.1.11;113.87.51.11 .168.1.12;114.132.168.144

~/pkgs

6) quote=d|s|n

REATIAEFERAIS|SFHF, dFRimdouble, s¥Rimsingle, nZ&7mno, BAAAn, BIRNMEMASIS. S
HAFRFEENS SR, FTLIBTIREISEEI,

BENMNOHFERANE S5k, Bid quote=dLIL:

tshark -n -r <filename> -E -e

-e -e -e ip -T fields|column -t
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http.pcap - heade quote=d & 'tcp.seq_raw' - 'ip.src' -e 'ip.dst' -e 'tcp.srcport' "tcp.dstport' -e ip -I fields|column
. This could be dangerous.
tep. srcport tcp.dstpurt ip
12 . .1.8" "37546" "Internet Protocol Version
.8" .168.1.12"  "80" ‘”7545” “Internet Protocol Version
12 . .1.8" "37546" "8o" "Internet Protocol Version

192. .1 : 192.168.1.8"

192. Sl st: 192.168.1.12"
192.168.1.8"
192.168.1.8"
192.168.1.12
192.168.1.12
192.168.
192.168.
192.168.
192.168.

.8" "37546" "80" "Internet Protocol Version

.12" 80" "37546" "Internet Protocol Version

.12" "8e" "37546" "Internet Protocol Version

.8" "37546" "80" "Internet Protocol Version

.8" "37546" "80" "Internet Protocol Version

. .12" 80" "37546" "Internet Protocol Version

"3724452835" - 2ilo 92.168.1.8" "37546" "80" "Internet Protocol Version
© 02:39:

I NYNFNINININFNFNFNN

quote=sNI{FFEES|5:

tshark -n -r <filename> -E =s -E =f -Y
-e -e ip -T fields |column -t

0 02:04:03 TR header=y - quote=s -E occurrence=f -V 'icmp.seq>=21' -& 'icmp.se .St "ip. i fields |column
Running as user "root® and group "root". Thls G i dangerous..
icmp.seq m src ip.dst
92.168.1.11' '192.168.
‘192.160. 11' '192.168.
'192. .1.11' '192.168.

1 ‘Intel‘net Protocol Version 4 r 92.168.1. Ds 192.

1 ‘Internet Protocol Version B B 192.

1 ‘Internet Protocol Version 4 rc: 92. .1. : 192,

'192. FRIPSI .168.1 Protocol Version 192. 5 192.
'192. L1.11 . .1, Protocol Version 4 r 92. 21 192.
'192. FRIPSII - B rne Protocol Version Shcs 92. - ERRICID8
'192. L1.11 1 Protocol Version 4 r 92. 21 192.
L1110 1 Protocol Version 92.168.1. 192.

11' 1 Protocol Version 4 r 92. .1. 192.

.11* 1.12' ‘Internet Protocol Version Src: 92.168.1. ;192

1.2IR KB (-2)

IEELSEL, tshark2RIE L T IRMAUKEIKX R (tsharkFRZ Atwo-pass, BIHITRRDHT) |, KEXR
HERIRSCKELSE, Lbal: 'response in frame #'. 'reply in frame', 'TCP Port numbers reused'S5=7E%,

1) ixOS MBS (Tcp Port numbers reused)
ECENTFEXANRGI, Ewiresharkh¥TH, SERBIENAWKIKR, tLansE 20 ~AYimOSE A (tcp port

numbers reused):

P
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZ® R@ Re=2=F aqean

Yo Tine Sour Destinat ion Protocal  Length Time to Live Time since previous frame  Tofo

1 2023-08-08 16.999620 .168.1. 192.168.1.8 15762 > 80 [SYN] Se

[TCP Pre
15762 > 80 [RST] Seq=1685215067 Win=0 Len=0

> Frame 2: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
> Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.8, Dst: 192.168.1.12
Transmission Control Protocol, Src Port: 86, Dst Port: 15762, Seq: 2722548089, Ack: 1685215067, Len: ©

MANREZHEAtsharkkE, BIREXMERMSERY:

A 0 00:52:45 SIS rs.pcap
Running as user "root" and group . This could be dangerous.
.000000 192.168.1.12 .168.1.8 TCP 1480 15762 - 80 [SYN] Seq=0 Win=1480 Len
.000065 192.168.1.8 .168.1.12 TCP 64 80 - 15762 [SYN, ACK] Seq=0 Ack=1 Win=6424 =0 _MSS=1460
000618 192.168.1.12 .168.1.8 TCP 66 15762 - 80 [RST] Seq=1 Win=0 Len=0
.000457 192.168.1.12 .168.1. TCP 1480 [TCP Retransmission] 15762 - 80 [SYN] Seq

.000517 192.168.1.8 .168.1. TCP 64 [TCP Previous segment not captured] [TCP Port numbers VPHSE‘(‘” 80 - 15762 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=:
.001185 192.168.1.12 92.168.1. CP 66 15762 - 80 [RST] Seq=1 Win=0 Len:

002323 192.168.1.12 92.168.1. 1480 [TCP Retransmission] 15762 - 80 [SYN] Seq=0 Win=1480 Len=14

.002409 192.168.1.8 .168.1.12 TCP 64 [TCP Previous segment not captured] [TCP Port numbers reused] 80 - 15762 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS
2.003186 192.168.1.12 .168.1. CP 66 15762 - 80 [RST] Se Win=0 Len=0

E-28%, BT RSB AT TR sk, NAEERER:

tshark -2 -n -r <filename>
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A 0 00:56:12 ACESITGH tshark rs.pcap
Running as user "root" and g i could be danger
0 -1 192. TCP 1480 15762 - [SYN] Seq=0 Win=1480 L. 0
192. TCP 64| [TCP Port numbers reused] |80 - 15761 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
192. TCP 66 15762 - 80 [RST] Seq=1 Win=0
192. TCP 1480 [TC| transmission] 15762 [SYN] Seq=0 Win=1480 Len=1420

192. TCP 64 [TCP ious segment not captured] [TCP Port numbers reused] 80 - 15762 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
9 TCP 66 15762 - 80 [RST] Seq=1 Win=0 0
. TCP 0 C transmission] 15762 - 80 [SYN] Seq=0 Win=1480 Len=1420
2 TCP Cl ious segment not captured] [TCP Port numbers reused] 80 - 15762 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
TCP 66 15762 0 [RST] Seq=1 Win=0 Len=0

2) ICMP REPLYIZE (icmp reply #frame)

Btticmpin R, AHTORSITHERT, F—XBicmp request, HASELERE2reply in 2(B]
replyfRIAE I ARRER :

A © 01:00:03 AARVEIGH tshark ros.pcap 'icmp.seq==20"
Running as user "root" and group "root". This could be dangerous.
1 0.000000 114.132.168.144 - 113.87.51.11 ICMP 151 Echo (ping) request id=0xb2a9, seq=20/5120, ttl=53
2 0.000000 113.87.51.11 - 114.132.168.144 ICMP 151 Echo (ping) reply id=0xb2a9, seq=20/5120, ttl=64 (request in 1)
= ~/pkgs tshark ros.pcap 'icmp.seq 0’
Running as user "root" and group "root". This could be dangerous.
1 0.000000 114.132.168.144 - 113.87.51.11 ICMP 151 Echo (ping) request i seq=20/5120, ttl=53 |(reply in 2)
2 0.000000 113.87.51.11 - 114.132.168.144 ICMP 151 Echo (ping) reply i seq=20/5120, ttl=64 (request in 1)
A © 01:02:01 AEEINOH

3) S REAIH = (Reassembled in #frame)
NeEDRHR, ping—NicmpKE, BEImtuEES7D FER, Ewiresharki ] FHEERU0T:

e
File Edit View Go Capture Anxlyze Statistics  Telephony ~ Wireless  Tools ~Help

aAm 7@ =QQqan

L]l d

Yo. Tine Souree Destination Frotocol Lenslh Time lo Live Time since previous frame  Tofo
12023-08-08 01:11 192.168.1.12 192.168.1.8 TPV4 1520 64 Fragnented TP protocol (proto=ICHP 1, off=6, ID=c3f2) [Reassembied in #2]
2 2023-08-08 61: 192.168.1.12 192.168.1.8 ICHP 168 64 Echo (ping) request 1d-0xbeds, seq=3/768, tti=64 (reply in 4)
3 2023-08-08 01:11 192.168.1.8 192.168.1.12 1PV4 1520 64 Fragmented IP protocol (proto=ICMP 1, off=0, ID=ab99) [Reassembled in #4]
4 2023-08-08 01:11 192.168.1.8 192.168.1.12 1CHP. 168 64 Echo (ping) reply  id=0xbeds, seq=3/768, ttl=64 (request in 2)
5 2023-08-08 01:12 192.168.1.12 192.168.1.8 1PV4 1520 64 Fragmented TP protocol (proto=ICMP 1, off=e, ID=c500) [Reassembled in #6]
6 2023-08-08 01:12:00. 192.168.1.12 192.168.1.8 TCHP 168 64 Echo (ping) request id=exbeds, seq=4/1024, ttl=64 (reply in 8)
7 2023-08-08 01: 192.168.1. 192.168.1.12 1Pv4 1520 64 Fragnented IP protocol (proto=ICMP 1, off=e, ID=ac06) [Reassembled in #8]
8 2023-08-08 01:12: 192.168.1.8 192.168.1.12 ICHP 168 64 Echo (ping) reply  id-0xbeas, seq=4/1024, ttl=64 (request in 6)

> Frame 1: 1520 bytes on wire (12160 bits), 1520 bytes captured (12160 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.1.12, Dst: 192.168.1.8

> Data (1480 bytes)

KRR request KBS D AFINUER), MreplyFAFEMMN AR, FHEZEBREImtu, ELLTEDFH.

fEtsharkspFTHNI/9 :

A 0 01:13:24 AU CERREHETNR icmp.pca

Running as user "root" and group "root". This could be dangerous.

.000000 192.168.1.12 - 192.168.1.8 1IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, c3f2)

.000000 192.168.1.12 - 192.168.1.8 ICMP 168 Echo (ping) request 1id=0xb048, seq=3/768, ttl=64

.000069 192.168.1.8 - 192.168.1.12 IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=ab99)

.000089 192.168.1.8 - 192.168.1.12 ICMP 168 Echo (ping) reply id=06xb048, seq=3/768, ttl=64 (request in 2)
.001442 192.168.1.12 - 192.168.1.8 1IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=c500)

.001442 192.168.1.12 - 192.168.1.8 ICMP 168 Echo (ping) request 1id=0xb048, seq=4/1024, ttl=64

.001492 192.168.1.8 - 192.168.1.12 IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=ac06)

.001514 192.168.1.8 - 192.168.1.12 ICMP 168 Echo (ping) reply id=0xb048, seq=4/1024, ttl=64 (request in 6)
= ~/pkgs

RBrEDR, BFBRERTI XTI requesttIh I, T RO TN AT LABBERZR

Moo oo

tshark -n -r <filename> -2

A 0 01:18:29 ARV tshark icmp.pcap
Running as user "root" and group "root". This could be dangerous.

1 .000000 192.168.1.12 - 192.168.1.8 IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=c3f2) |[Reassembled in
000000 192.168.1.12 - 192.168.1.8 ICMP 168 Echo (ping) request 1id=0xb048, seq=3/768, tt 4 (reply in 4)
000069 192.168.1.8 - 192.168.1.12 IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off= ID=ab99) |[Reassembled in
000089 192.168.1.8 - 192.168.1.12 ICMP 168 Echo (ping) reply id=0xb048, seq=3/768, ttl=64 (request in 2)
001442 192.168.1.12 - 192.168.1.8 1IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=c500) |[Reassembled in
001442 192.168.1.12 - 192.168.1.8 ICMP 168 Echo (ping) request id=0xb048, seq=4/1024, tt1l=64 (reply in 8)
001492 192.168.1.8 192.168.1.12 IPv4 1520 Fragmented IP protocol (proto=ICMP 1, off=0, ID=ac06) |[Reassembled in
.001514 192.168.1.8 192.168.1.12 ICMP 168 Echo (ping) reply id=0xb048, seq=4/1024, ttl=64 (request in 6)
= ~/pkgs

ZZD%EETCPTJJ@S&, ME=RIBFHIFIFIR (SYNFOSYN,ACKINER) FIRSFER/IMSSA/N (FREIETCPL
BB+IPSLER) |, X—RTCPRBEAIRZEREIMSSNS F1E.

3
4
5
6
7
8

Mmoo o0o
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a dentgap,
file Edit View Go

Capture  Analyze Statistics Telephony Wireless Tools Help

amce TR Re=2=IFLS EQQQE

(W scp-option kind = 2 & tcp. stresm oa 10

2 -]+

Yo. Tine

,,,,,,,,,,,,,,,

Frame 124: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Src

: ASUSTekC_3c:36:14 (50:eb:f6:3c:36:14), Dst: VMware_81:10:8e (00:50:56:81:10:8e)

Internet Protocol Version 4, Src: 192.168.1.3, Dst: 103.78.228.13

Source Port: 52813
Destination Port: 54922

[Stream index:
[Conversation

10]
completeness: Complete, WITH_DATA (31)]

[TCP Segment Len: 0]

Sequence Number: 1263774605

[Next Sequence Number: 1263774606]
Acknowledgment Number: ©

Acknowledgnent

number (raw): @

1000 .... = Header Length: 32 bytes (8)

Window: 64240

[Calculated window size: 64240]
Checksum: oxed2e [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
~ Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

~ TcP option -

Maximum segment size: 1460 bytes

Kind: Maximum Segment Size (2)

Length: 4

WSS Value: 1460

TCP Option -
» TCP option -
TCP Option -
TcP option -
TcP Option -

> [Timestamps]

No-Operation (NOP)

Window scale: 8 (multiply by 256)
No-Operation (NOP)

No-Operation (NOP)

SACK permitted

U ERBIHEEENN="r5, HEZEF—20, HT2ROEETUE AR TRIRIRY
AOMRAER 1.

8.1z ERTEIEHET (1)

0) BEE

%3

SRS TUNRIRBEAI T -

t&=t

udoy

1588

“exdadia), MEAISERREdE), A2RAHEE;

T HHARVLENIESE), E7MET79: YYYY-MM-DD;

FHPHILEIIREL, B8N/ YYYY-DAY;

deltafia), #ER3F_E—MramefIATENENR;

delta_displayedfdi8], #E33F LE—PMEERHIframeBIRTEIEINE;
epochBJiB)/Unix B8], M19705F 1 B 1 H 00:00:00 (UTC) FFAFtitHIFLEL;
EXNFE—EAAERIRIE);

UTCEZiE), RE2EE];

UTCHER BEBRIRTE, T"/9YYYY-MM-DD;

UTCRIIEIF B, REUIX—FRIEIIREL, B YYYY-DAY,

TEERIBUIAAr (relative) , BIEXIEE—MEAVERIASEL.
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1) HEIRXERIRIE (a)
LTERAMEHRE, UL RIEEARFEY, FEREE:

tshark -n -r <filename> -t a

A 0 01:15:35 ACERTICH tshark http.pcap a
Running as user "root" and group "root". This could be dangerous.
17/g 8

589264/ 192.168.1.12 - 192.168. TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 S PERM TSval=1484747879 TSecr=0 WS=128
.590310| 192.168.1.8 - 192.168.
.590399|192.168.1.12 - 192.168
.590664|192.168.1.12 - 192.168.
.591160| 192.168.1.8 192.168.

1

1.12 TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Wi 5160 Len=0 MSS=1460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128

1

1

1
.591298| 192.168.1.8 192.168.1

1

i

1

1

1
.8 TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
.8 HTTP 146 GET / HTTP/1.1
.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
.12 HTTP 335 HTTP/1.1 200 OK (text/html)

.591358/192.168.1.12 192.168.1.8

.8

o2k

.8

TCP 72 37546 - 80 [ACK] Se 5 Ack=264 Win=64128 Len=0 TSval 1484747081 TSecr=3691527470
.591628 192.168.1.12 192.168. 2

TCP 72 37546 - 80 [FIN,
2 TCP 72 80 - 37546 [FIN,
TCP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=3691527470

8 .592046| 192.168.1.8 192.168.
10 17:12: 42 592063]192.168.1.12 192.168.
A 0 01:15:44 SCRIIGE

2) WHHEIRSRIRNXERIE (ad)
AIRBELE R - BREE, MEMad:

tshark -n -r <filename>

A7 o 01:17:43 ACETTCH http.pcap
Running as user "root" and group "root". This could be ddngeruus
1 2023-07-25 17:12:42.589264 192.168.1.12 - 192.168.1.8 TCP 80 37546 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128
2023-07-25 17: .590310 192.168.1.8 - 192.168.
2023 07-25 .590399 192.168.1.12 - 192.168.
90664 192.168.1.12 - 192.168. HTTP 146 GET / HTTP/1.1
.591160 192.168.1.8 - 192.168.1.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880

1 TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128

i

1

1.
.591298 192.168.1.8 192.168.1. HTTP 335 HTTP/1.1 200 OK (text/html)

1

1

1

1

TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TS 691527468

2023-07-25 42.591358 192.168.1.12 168. TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
2023-07-25 .591628 192.168.1.12 2.168. TCP 72 37546 - 80 [FIN, ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TS
2023-07-25 2:42.592046 192.168.1.8 - 192.168. TCP 72 80 - 37546 [FIN, ACK] Seq=264 Ack=76 Win=65152 Len=0 TSval=3691527470 TSec
2023-07-25 2.592063 192.168.1.12 2.168. TCP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=3691527470
© 01:18:15 SETINH

3) FRHIEIIEREL (adoy)
ST T A EERTHOHERT ST (Day Of Year, ANEFAUSSILK) , fEFadoy:

tshark -n -r <filename> -t adoy

PRSI CR = ~/pkgs > tshark http.pcap -t adoy
Running as user "root" and group "root". This could be dangelml:.

2023/206 17 2.589264 192 168.1.12 - 192.168 TCP 80 37546 ~ 80 [SYN] Seq=0 Win b424o Len=0 MSS=146@ SACK_PERM TSval=1484747879 TSecr=0 WS=128

2023/206 2.590310 92.168.1.8 - 192.160. . TCP 80 80 - 37546 [SYN, Seq 5 e 6 CK_PEl TSva 691527468 TSecr=1484747879 WS=128

2023/206 2.590399 lQZ.lbb.l.lZ 192. .1, TCP 72 37546 - 80 [ACK] Se 256 Len=0 TSval=1484747880 TSec 691527468

2023/206 2.590664 192.168.1.12 192.168.1. HTTP 146 GET / HTTP/1.1

2023/206 591160 192.168.1.8 19 .1, TCP 72 80 - 37546 [ACK] Si 1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880

2023/206 .591298 192.168.1.8 - 19 .1.12 HTTP 335 HTTP/1.1 200 OK 1text/htm1)

2023/206 .591358 192.168.1.12 192. L1 TCP 72 37546 - 80 [ACK] S Ac 4 i :1484747881 TSecr=3691527470

2023/206 -591628 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [FIN, Ack)

2023/206 . 192.168.1.8 192. L1 TCP 72 80 - 37546 [FIN, ACK] C

2023/206 192.168.1.12 192. .1, TCP 72 37546 - 80 [ACK] Seg= 6 Len=0 TSval= 14b47478b1 TSecr= 5691527470

:26

XMBHREAZN, BFERGE, SEBEZESINMK.

4) t83F E—MESCRIBIIENERG (d)
HETF E—MESCRRSRIENS, MR

tshark -n -r <filename> -t d

[SNISPEFPEN = ~/pkgs > tshark http.pcap d

"root" and group "root". This could be dangerous.

192.168.1.12 - 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Wi 40 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128
192.168.1.8 » 192.168.1. TCP 80 80 - 37546 [SYN, ACK] Se 460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=
192.168.1.12 -~ 192.168.1. TCP 72 37546 - 80 [ACK] Se

192.168.1.12 - 192.168.1. HTTP 146 GET / HTTP/1.1
192.168.1.8 - 192.168.1. TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
192.168.1.8 - 192.168.1. HTTP 335 HTTP/1.1 200 OK (text/html)

192.168.1.12 - 192.168.1. TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
192.168.1.12 - 192.168.1. TCP 72 37546 - 80 [FIN, ACK] Se 5 Ac 64 Wi 4128 Le TSval=1484747881 TSecr=3691527470
192.168.1.8 - 192.168.1. TCP 72 80 - 37546 [FIN, ACK] Seq=264 Ack=76 Win=65152 Len=0 TSval=3691527470 TSecr=1484747881
192.168.1.12 - 192.168.1. TCP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=3691527470
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5) #EXFL—PMEETRIRXMIEERE (dd)
HESFAHRIIR, THORLRDREEMETERE i — MESHERIRE,
HCATHEE R dd R R STRARS )

tshark -n -r <filename> -t dd

A 0 01:27:02 ACEIIID k http.pcap -t dd

Running as user "root" and group "root". This could be dangerous.

.000000 192.168.1.12 » 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Wil 424 0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128

001046 192.168.1.8 - 192.168.1.12 TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128

000089 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [ACK] Seqg=1 Ac Win=64256 Len=0 TSval=1484747880 TSecr=3691527468

000265 192.168.1.12 192.168.1.8 HTTP 146 GET / HTTP/1.1

000496 192.168.1.8 192.168.1.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880

000138 192.168.1.8 192.168.1. HTTP 335 HTTP/1.1 2060 OK (text/html)

000060 192.168.1.12 192.168.1. TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64 Len=0 TSval=1484747881 TSecr=3691527470

000270 192.168.1.12 192.168.1. TCP 72 37546 - 80 [FIN, ACK] Seq=75 Ac 4128 Len=0 TSval=1484747881 TSecr=3691527470

000418 192.168.1.8 192.168.1. TCP 72 80 - 37546 [FIN, ACK] Seq; 4 i 5152 Len=0 TSval=3691527470 TSecr=1484747881
192.168.1. TCP 72 37546 - 80 [ACK] Seq=76 Ac 5 Wi 4 Len=0 TSval=1484747882 TSecr=3691527470

Moococoocoooooa

X4E, ErAREMJIFRE—HE, BURER[LIEHTTPIER, BEMAd:

tshark -n -r <filename> -Y

A 0 01:29:45 ETIEETR http.pcap -Y 'http' -t dd
Running as user "root" and group "root". This could be dangerous.
4 0.000000 [192.168.1.12 - 192.168.1.8 HTTP 146 GET / HTTP/1.1
6 0.000634 | 192.168.1.8 - 192.168.1.12 HTTP 335 HTTP/1.1 200 (text/html)
= ~/pkgs http.pcap -Y 'http' -t d
Running as user "root" and group "root". This could be dangerous
4 0.000265 [192.168.1.12 - 192.168.1.8 HTTP 146 GET / HTTP/1.1
6 10.000138 | 192.168.1.8 192.168.1.12 HTTP 335 HTTP/1.1 200 0K (text/html)
A © 01:29:52 ATSSISH k http.pcap -t d
Running as user "root" and group "root". This could be dangerous.
.000000 192.168.1.12 - 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128
.001046 192.168.1.8 - 192.168.1.12 TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len MSS=14660 SACK_PERM TSva 691527468 TSecr=1484747879 WS=128
.000089 192.168.1.12 - 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
.000265 |192.168.1.12 192.168.1.8 HTTP 146 GET / HTTP/1.1
.000496 192.168.1.8 192.168.1.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
.000138 | 192.168.1.8 192.168.1.12 HTTP 335 HTTP/1.1 200 OK (text/html)
.000060 192.168.1.12 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 64128 Len=0 TSval=1484747881 TSecr=3691527470
0.000270 192.168.1.12 192.168.1.8 TCP 72 37546 - 80 [FIN, e C 64 Win=64128 Len=0 TSva
.000418 192.168.1.8 192.168.1.12 TCP 72 80 - 37546 5 4 Ac 6 Win=65152 Len=0 TSva 691527470 TSecr=1484747881
.000017 192.168.1.12 192.168.1.8 TCP 72 37546 - 80 4128 Len=0 TSval=1484747882 TSecr=3691527470

o BT ddiHAIRTE], frame 4{ERBIHAE—NMEIEARBSER, FRLAATE0, frame 6 2/RAY
A B2 HEXT T frame 4 AY/BIFRATIE);

o BT dEHAIATE], frame 4H9ATEIEABITTFframe 3RYEIFERTIE], frame 6 BYRATEIAEXTTF-frame 5H9/E)
BRATIE],

FRUAREE LY, ddBISNYE: delta displayed, BRER 7 HBRZAVIEIIAT AL,

6) epochBJ[El/Unix BFE (e)
epochRE)/Unix BJfE], M1970 4 1 B 1 H 00:00:00 (UTC) FFHAZEITREIFVEL:

tshark -n -r <filename>

= ~/pkgs k http.pcap t e
Running as user "root" and group "root". This c be dangero
1 1690276362.589264 192.168.1.12 - 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128

1690276362.590310 192.168.1.8 192.168.1. TCP 80 80 - 37546 [SYN, ACK] Se Ack=1 Wil 5160 Lel M 460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128
1690276362.590399 192.168.1.12 ~ 192.168.1.8 TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
1690276362.590664 192.168.1.12 192.168.1. HTTP 146 GET / HTTP/1.1
16960276362.591160 192.168.1.8 192.168.1. TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
1690276362.591298 192.168.1.8 192.168.1. HTTP 335 HTTP/1.1 200 OK (text/html)
1690276362.591358 192.168.1.12 » 192.168.1.8 TCP 72 37546 - 80 [ACK]
1690276362.591628 192.168.1.12 192.168.1. TCP 72 37546 - 80 [FIN, AC 4 Wi 4 e 4847478¢ S 691527470
1690276362 .592046 168.1.8 192.168.1. TCP 72 80 - 37546 [FIN, AC 6 W e 484747881
1690276362 .592063 .168.1.12 » 192.168 TCP 72 37546 - 80 [ACK] W 8 691527470

& ~/pkgs» TZ='Asia/Shanghai' @1690276362.589264

:42 PM CST 2023
= ~/pkgs



af://n305
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7) ENFE—1ERIAETIEIE (r)
EMENFE M (frame 1) BIEXIESE, RIBTLAERr:

tshark -n -r <filename> -t r

A 0 01:44:31 ACEEVITEREEIETEN http.pcap [3
Running as user "root" and group "root". This could be dangerous.
000000 192.168.1.12 - 192.168.1.8 TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval= 747879 TSecr=0 WS=128
001046 192.168.1.8 - 192.168.1. TCP 80 80 - 37546 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK P TSval=3691527468 TSecr=1484747879 WS=128
001135 192.168.1.12 192.168.1. TCP 72 37546 -~ 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
001400 192.168.1.12 192.168.1. HTTP 146 GET / HTTP/1.1
001896 192.168.1.8 192.168 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
002034 B 192.16 HTTP 335 HTTP/1.1 200 OK (text/html)
002094 - 192.168.1. TCP 72 37546 - 80 [ACK] 5 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
002364 19 192.168.1. C 0 5 e A 4 W 128 Len=0 TSval=1484747881 TSecr=3691527470
002782 192 168. l 8 192.168.1. 4 Ac 152 Len=0 TSval=3691527470 TSecr=1484747881
002799 192.168.1.12 192.168.1. TLP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=36915274760

= ~/pkgs

Moocoooooooo

DgE—18 (frame 10) %), E7RAJEIEMRA: 0.002799, SLhr ERENTHE—ERAE, BT
capinfos tB AJLAE H B R B AYEIERIIF S XN A AR -

© 01:49:12 ARG capinfos http.pcap
name: http.pcap
type: Wireshark/tcpdump/... - pcap
encapsulation: Linux cooked-mode capture v2
timestamp precision: microseconds (6)
Packet size limit: file hdr: 262144 bytes
Number of packets: 10
File size: 1,257 bytes
Data size: 1,073 bytes
Capture duration: 0.002799 seconds
First packet time: 2023-07-25|17:12:42.589264
Last packet time: 2023-07-25|17:12:42.592063
Data byte rate: 383 kBps
Data bit rate: 3,066 kbps
Average packet size: 107.30 bytes
Average packet rate: 3,572 packets/s
SHA256: 2edal4356b7416db2cd8fcdff869eb5292ea4210cc854689ee7453b5465cdedb
RIPEMD160: 25062ca5¢31101884434c294657¢c9184361c97cb
SHA1: eeb62d2e7f76cel68e7d4e2e784c19981de09300d
Strict time order: True
Number of interfaces in file: 1
Interface #0 info:

Encapsulation = Linux cooked-mode capture v2 (210 - linux-sl12)
Capture length = 262144
Time precision = microseconds (6)
Time ticks per second = 1000000
Number of stat entries = 0
Number of packets = 10
® 01:49:30 = ~/pkgs awk 'BEGIN{print 0.592063-0.589264}"'

© 01:49:33 ALAEYEIGE capinfos http.pcap
http.pcap
Capture duration: 0.002799 seconds
®© 01:49:39 LI OH

8) AERBHIAYUTCHIE (u)
BUTCRT AR R, HEARSREH, WELER:

tshark -n -r <filename> -t u

http.pcap u
", This could be dangerous.
.168. TCP 80 37546 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=1484747879 TSecr=0 WS=128
.590310 .168. lZ TCP 80 80 - 37546 [SYN, ACI St Ack=1 Win=65160 Len=0 MSS=1460 SACK PERM TSval=3691527468 TSecr=1484747879 WS=128
.590399 l.l .168.1.8 TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
.168.1.8 HTTP 146 GET / HTTP/1.1
.591160 o 8 .168.1.12 TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
.591298 S .168.1.12 HTTP 335 HTTP/1.1 200 OK ext/html
591358 o 2 8 TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
TCP 72 37546 - 80 [FIN, ACK] S k Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
2 TCP 72 80 - 37546 5 A Win=65152 Len=0 TSval=3691527470 TSecr=1484747881
TCP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=3691527470
A



af://n326
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9) ERHHEIRIUTCAYE (ud)
TEUTCHIERY B B HAROUTCRT A :

tshark -n -r <filename>

A 0 01:53:20 ACETTTCTEER http. pcap
Running = T "root" and group "root". This i be dangerous.
1

-07 09 58! 4 1 8.1. 8.1.8 TCP 80 e SS 60 SACK_PERM TSval=1484747879 TSecr=0 WS=128
202 07-25 09 .590310 192.168.1.8 92. . TCP 80 80 - 37546 [SYN C Len=0 MSS=1460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128
2023-07-25 09 .590399 192.168.1.12 92. le TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Le TSval=1484747880 TSecr=3691527468
4 2023-07-25 09 B 192.168.1. 12 92. & HTTP 146 GET / HTTP/1.1
2023-07-25 .59116 192.168.1. .168. TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
2023-07-25 . 9 192.168 1.n l . . HTTP 335 HTTP/1.1 200 (text/html)
3 168.1.12 68. TCP 72 37546 - 80 [ACK] Seq=75 Ac W 28 Len=0 TSval=1484747881 TSec 691527470
168.1.12 8. TCP 72 37546 - 80 [FIN, ACK] Seq=75 A 64 W - en=0 TSval=1484747881 TSec 691527470
192.168.1.8 92. - TCP 72 80 - 37546 [FIN, ACK] Seq=264 Ack W en=0 TSval=3691527470 TSec
.592063 192.168.1.12 92. Sile TCP 72 37546 - 80 [ACK] Seq=76 Ack=265 Win=64128 Lan 0 TSval=1484747882 TSecr=3691527470

10) SFEERERIVTCAIE (udoy)
T/RUTCH BHARRTIE], HAREERIDay Of Yeart§=,, BIAFEMSE/LK:

tshark -n -r <filename> -t udoy

A © 01:56:30 ACIEVITTT shark http.pcap udoy
Running as user "root" and group "root". This could be dangerous.
2023/ 09:12:42.589264 192.168.1.12 » 192.168.1.8 TCP 80 37546 - 80 [SYN] Se =6424 =0 MSS=1460 SACI M =14¢€ 9 TSecr=0 WS=128
2023/206 2.590310 192.168.1.8 - 192. .1.12 TCP 80 80 - 37546 [SYN, ACI A = 6! en= = 0 _| M =3691527468 TSec 484747879 WS=128
2023/206 590399 192.168.1.12 .168.1. TCP 72 37546 - 80 [ACK] Se =!
2023/206 0 590664 192.168.1. 192. S HTTP 146 GET / HTTP/1.1
2023/2606 .591160 192.168.1.8 92.168.1. CP 72 80 - 37546 1 Seq =" Win= 2 Len=l =369152746 ecr=1484747880
2023/206 09 591298 192.168.1.8 5 S HTTP 335 HTTP/1.1 20 (text/html)
2023/206 0 .591358 8.1. . .1, TCP 72 37546 - 80 C e 5 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
2023/206 L1 L1 TCP 72 37546 - 80 C c 4 Win=64128 Len=0 TSval=1484747881 TSec
9 2023/206 09 92046 .168.1.8 - S TCP 72 80 - 37546 Ac! 6 Win=65152 Len=0 TSval=3691527470 TSec
192 168.1.12 . .1, C 7546 - 80 Seq=76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSec 6915274760

4

9.Jmz BRI (-Y)

HEIER, BARTROTHETRRATAIR, BT wiresharkik EEANTIEIHILI=I0EE.

TEN—LERfih, HLEERET -YIETSRTERY, REREITEFRAX TS wiresharkiBik, #
BEMEIEENIT, wiresharkiZ A0S E BRI,

1) 3f51: iEidhttp.hostid
B http host I/ ME, TLIR:

tshark -n -r <filename> -Y

A 0 14:40:50 AT GEREEREIETNY http.pcap 'http.host == "web-serverl"'
Running as user "root" and group "root". This could be dangerous.

4 0.001400 192.168.1.12 - 192.168.1.8 HTTP 146 GET / HTTP/1.1
A © 14:40:58 ALEII1CH



af://n339
af://n344
af://n349
https://www.wireshark.org/docs/man-pages/wireshark-filter.html
af://n789

2) afl2: TETCPELE, RIEEIE, DUPACKRIE
IHETCPERE. HRIRERE. DUP ACKIE, FTLLE:

tshark -n -r <filename> -Y

retransmission.pcap Y 'tcp.stream eq 2 && ( tcp.analysis.retransmission or tcp.analysis.fast_retransmission or tcp.analysis.duplicate_ack
up "root". This could be dangerous.
.1.3 - 114.67.251.123 TCP 1244 [TCP Ret ission]
0.000218 192.168.1.3 TCP 1244 [TCP Retransmission]
0.000050 192.168 C c| nsmission]
9.000000 CE e 58865 - 40616 )
s ssion] 40616 - 58865 [PSH,
114.67. 251 123 TCP 66 [TCP Dup ACK 19 40616 [ACK]
3 - 114.67.251.123 TCP 54 [TCP Retransmission] 58865 - 40616 [FIN,

13-t dSRETRHERS E—MAIATIE], tep.stream eq 23KIEESR =4 TCPiAL,

3) =fl3: EARPIRI
ITUEARPHRIZ, EXNH4FEM, "ILAR:

tshark -n -r <filename> -Y

A © 14:52:19 = ~/pkgs tshark retransmission.pcap ‘arp & frame.number in {9,10,197,208,216)
Running as user "root" and group "root". This could be dangerous.
9 0.283938 f4:6d:2f:a2:a5:12 » ff:ff:ff:ff:ff:ff ARP 60 Who has 192.168.1.3? Tell 192.168.1.200
10 0.000024 50:eb:f6:3c:36:14 - f4:6d:2f:a2:a5:12 ARP 42 192.168.1.3 is at 50:eb:f6:3c:36:14
197 0.071903 00:0c:29:db:21:3e -» ff:ff:ff:ff:ff:ff ARP 60 Who has 192.168.1.27 Tell 192.168.1.99
208  0.113325 f4:6d:2f:a2:a5:12 » ff:ff:ff:ff:ff:ff ARP 60 Who has 192.168.1.1287 Tell 192.168.1.200
216  0.189012 00:50:56:81:10:4f - ff:ff:ff:ff:ff:ff ARP 60 Gratuitous ARP for 192.168.1.82 (Request)
4 = ~/pkgs

4) wfla: FEB—IRIEFHIER
FRIBEFRKEIESYN, ACKIE0, FEATLUXASITERN:

tshark -n -r http-keep-alive.pcap -Y

A 0 20:33:17 AUEEVE] T ERREIETS http-keep-alive.pcap "tep. .syn==1&&tcp.flags.ac (0]
Running as user "root" and group "r . This could be dangerous
1 .000000 192.168.1.3 - 5 .1.72 TCP 66 37334 - 8080 [SYN] =0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
9 .014748 192.168.1. 5 .1.72 TCP 66 37335 - 8080 [SYN] =0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
36 .609547 192.168.1. . .1.72 TCP 66 37351 - 8080 [SYN] =0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
42 .610776 192.168.1. . .1.72 TCP 66 37352 - 8080 [SYN] i Len=0 MSS=1460 WS=256 SACK_PERM
47 .611210 192.168.1. 5 .1.72 TCP 66 37353 - 8080 [SYN] i Len=0 MSS=1460 WS=256 SACK_PERM
50 .611476 192.168.1. 3 .1.72 TCP 66 37354 - 8080 [SYN] q= in= Len=0 MSS=1460 WS=256 SACK_PERM
516 .190998 192.168.1. . .1.81 TCP 66 37462 -
= ~/pkgs

80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM

U ERBINARE, SRESMISANTIRAE, -YEBRETE3F.

10. 5813 HrRY (-2)

{£F tshark -z help AILIEESHFAISIHT 2 HTIEIR


af://n357
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A © 15:14:30 AEETE] G tshark help|& awk '{line+=1}END{print line}'
169
IESCWEIFVRY P = ~/pkgs') tshark -z help
Running as user "root" and group "root". This could be dangerous.
tshark: The available statistics for the "-z" option are:

afp,srt

ancp, tree

ansi_a,bsmap

ansi_a,dtap

ansi_map

asap,stat

bacapp instanceid, tree

bacapp_ip, tree

bacapp objectid, tree

bacapp_service, tree

calcappprotocol,stat

camel, counter

camel,srt

collectd, tree

componentstatusprotocol, stat

conv, bluetooth

conv,dccp

conv, eth

conv, fc

conv, fddi

conv,ip

conv,ipv6

conv,ipx

conv, jxta

conv,mptcp

conv,ncp

conv,opensafety

conv, rsvp

conv,sctp

conv,sll

conv, tcp

conv, tr

conv, udp

conv, usb

conv,wlan

conv,wpan

conv, zhee nwk

credentials

dcerpc,srt

dests,tree

dhcp, stat

diameter,avp

diameter,srt

dns, tree

BRIALER169MRIFDITER, BEBIHARS.

TEB—#FRENN—LREERN, MRRENFERIT oIS SHATEEGERS, BAE
J-z help XEERLEAIHRIETRIA,

1) FitothP&iE (conv,ip)
SIEFITHERE conv, {EARILZR, FBIRconversation,

LUX—&KTCPimAf, FiteiE:

tshark -n -r <filename> -z



af://n374

A © 15:22:10 AUIRVIIGE ark http.pcap ‘conv,ip'
Running as user "root" and group "root". This could be dangerous.
.000000 192.168.1.12 - 192.168.1. TCP 80 37546 ~ 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM TSval=1484747879 TSecr=0 WS=128
.001046 192.168.1.8 192.168.1.12 TCP 80 80 - 37546 [SYN, ACK] Seq Ack=1 W: 5160 Len= SS=1460 SACK_PERM TSval=3691527468 TSecr=1484747879 WS=128
.001135 192.168.1.12 192. I TCP 72 37546 - 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1484747880 TSecr=3691527468
.001400 192.168.1.12 .168.1. HTTP 146 GET / HTTP/1.1
.001896 192.168.1.8 o ° TCP 72 80 - 37546 [ACK] Seq=1 Ack=75 Win=65152 Len=0 TSval=3691527469 TSecr=1484747880
0.002034 192.168.1. 78 ollg HTTP 335 HTTP/1.1 200 OK (text/html)
002094 192.168.1.1 o1, TCP 72 37546 - 80 [ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
002364 192.168.1.1 ollg TCP 72 37546 - 80 [FIN, ACK] Seq=75 Ack=264 Win=64128 Len=0 TSval=1484747881 TSecr=3691527470
0.002782 192.168.1. oAl TCP 72 80 - 37546 [FIN, S i 5152 Len=0 TSva 691527470 TSecr=1484747881
.002799 192.168.1.12 .1.8 TCP 72 37546 - 80 [ACK] S 76 Ack=265 Win=64128 Len=0 TSval=1484747882 TSecr=3691527470

IPv4 Conversations
Filter:<No Filter>
| <- | -> || Total | Relative | Duration |
| Frames Bytes | Frames Bytes | | Frames Bytes | Start | |
192.168.1.12 <-> 192.168.1.8 4 559 byt 6 514 bytes 10 1,073 bytes 0.000000000 0.0028

A © 15:22:38

ALABE-qSERILERBHFIHER, FERRS:

tshark -n -q -r <filename> -z

A 0 15:22:38 AT TR http.pcap ‘conv,ip
Running as user "root" and group "root". This could be dangerous.

IPv4 Conversations
Filter:<No Filter>
<- || -> | | Total | Relative | Duration
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start |
<-> 192.168.1.8 4 559 bytes 6 514 bytes 10 1,073 bytes 0.000000000 0.00

WNERFRipveittiit, XBk-z 'conv,ipve' BIAT,

SR, OALESHHEREERSIEEIN, RS S —FKiRrE

tshark -n -q -r <filename> -z conv,ip, tcp

A © 15:26:38 ACARIIIGH tshark tls.pcap conv,ip,tcp.stream==0
Running as user "root" and group "ro This could be dangerous.

IPv4 Conversations
Filter:tcp.stream==0
| <- | -> | | Total | Relative | Duration
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start |
192.168.1.3 <-> 101.91.37.19 5 441 bytes 5 1,767 bytes 10 2,208 bytes 0.000000000

A © 15:26:42

2) FitHPRTCPERIE (conv,tep)

E—PMREINXBIREFITHERA—E, conv,ip FIHIPE, BBAconvtep WFETtTtepskEB, BEAR
TCPE, BESBmOFE:

tshark -n -q -r <filename> -z conv, tcp

A 0 15:29:27 AR GH ts tls.pcap conv, tcp
Running as user "root" and group "root". This could be dangerous.

TCP Conversations
Filter:<No Filter>
<- || = || Total | Relative | Duration
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start |
<-> 114.67.251.123:40616 31 14 kB 140 15 kB 171 30 kB 1.168876000 1.3720
<-> 101.91.37.19:443 5 441 bytes 5 1,767 bytes 10 2,208 bytes 0.000000000 0.1060

BRI SHT IR

tshark -n -q -r <filename> -z conv, tcp, tcp



af://n389

A © 15:33:53 ACRITTH t tls.pcap conv, tcp, tep. por
Running as us oot" and group "root". This could be dangerous.

[TCP Conversations
Filter:tcp.port

| 11 -> (I Total | Relative | Duration
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start
192.168.1.3:58863 <-> 101.91.37.19:443 5 441 bytes 5 1,767 bytes 10 2,208 bytes 0.000000000

A shark retransmission.pcap conv, tcp, 'tcp.stream eq 2°'
Running as user "root" and group "root". This could be dangerous.

[TCP Conversations
Filter:tcp.stream eq 2
<- 11 -> |1 Total | Relative | Duration |
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start | |
192.168.1.3:58865 <-> 114.67.251.123:40616 31 14 kB 140 15 kB 171 30 kB 2.143865000 1.3720

3) AittrubP&RiIE (conv,udp)

BRG], (RETLIEEISTT S Rz SR FEIXF
tshark -n -q -r <filename> -z conv, udp

A 0 15:38:11 ALAEYIIUEH shark retransmission.pcap conv,udp
Running as user "root" and group ". This could be dangerous.

UDP Conversations
Filter:<No Filter>

| <- | ] -> (| Total | Relative | Duration |

| Frames Bytes | | Frames Bytes | | Frames Bytes | Start |
192.168.1.3:4020 <-> 183.47.125.117:8000 10 1,938 bytes 8 904 bytes 18 2,842 bytes 0.401511000 5.5740
fe80 0c:29ff:fe24:8c 546 <-> ff02::1 547 0 0 bytes 1 150 bytes 1 150 bytes 3.467620000 0.0000
192.168.1.99:8567 <-> 192.168.1.3:8803 0 0 bytes 1 77 bytes 1 77 bytes 3.513060000 0.0000

A © 15:39:16

TIRMNINREZFHETHE, JLUBITRSIS5/#Ek:

tshark -n -q -r <filename> -z conv, udp,

A 0 15:39:16 ALERVIIGEH tshark retransmission.pcap conv,udp, 'udp.port in {8000,8803}"'
Running as user "root" and group "root". This could be dangerous.

UDP Conversations
Filter:udp.port in {8000,8803}
| <- 11 -> (] Total | Relative | Duration |
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start | |
<-> 183.47.125.117:8000 10 1,938 bytes 8 904 bytes 18 2,842 bytes 0.401511000 5.5740
<-> 192.168.1.3:8803 0 0 bytes 1 77 bytes 1 77 bytes 3.513060000 0.0000

4) FitPAONSEIREENE (dns,tree)
SHTDNSER LSS BI LR :

tshark -n -q -r <filename> -z dns, tree



af://n401
af://n410

A © 15:46:29 MOV k dns.pcap dns, tree
Running as user "root" and group "root". This could be dangerous

DNS
Topic / Item Average Min Val Max Val Rate (ms) Percent Burst Rate Burst Start

Total Packets
rcode
No error
opcodes . 100. B@
Standard query 0 100.00%
Query/Response - 100.00%
Response . 50.00%
Query o 50.00%
Query Type a 100.00%
A (Host Address) . 100.00%
Class 5 100.00%
IN a 100.00%
Payload size . . 100%
Query Stats a 100%
Qname Len
Label Stats
2nd Level
3rd Level
4th Level or more
1st Level

questions
authorities
answers
additionals
Stats
request-response time (msec) . . 0.571000
of unsolicited responses
of retransmissions

B2gtHR RRTEIRIT R dnstiYAY, THAATIE]. MAGESR, =KERKF, payload KA\, MIINCR
NERETONSLEFRAVAIHES.

SR OTFHIIEEI, IR St dns query baidu.comfAJiER, HJLAZE:

tshark -n -q -r <filename> -z dns, tree,dns.

A © 15:53:34 ACERYTTERRRET dns.pcap dns,tree,dns.'qry.name == baidu.com'
Running as user "root" and group "root". This could be dangerous

DNS :
Average Min val Max Val Rate (ms) Percent Burst Rate Burst Start

Total Packets 5 100%
rcode 5 100.00%
No error 4. 100.00%
opcodes o 100.00%
Standard query o 100.00%
Query/Response B 1600.00
Response o 50.00
Query . 50.00%
Query Type . 100.00%
A (Host Address) . 100.00°
Class 5 100.00%
IN B 100.00%
Payload size 5 4. 100%
Query Stats . 100%
Qname Len
Label Stats
2nd Level
4th Level or more
3rd Level
1st Level
Response Stats
no. of questions
no. of authorities
no. of answers
no. of additionals
Service Stats
request-response time (msec) . 0.470000 0.470000
of unsolicited responses
of retransmissions

5) it trIPimE (endpoints,ip)
ImRIE R ERENMNEREE S, RENEEBER.
tbanzEiHIPE, 8NPRARERE. BELUE:

tshark -n -q -r <filename> -z endpoints, ip
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A © 22:39:13

Running as user "root" and group "root".

4 Endpoints
Filter:<No Filter>

.168.1.3
@7 - 23 123
.47.125.117
@l 37/ 11
.168.

0.0,

.168.

.194.

.168.

= ~/pkgs

Packets

205
171
18
10
4

4
3
2
1

Bytes
35774
30262

2842
2208
240
240
264
121
77

| Tx Packets |

155
31
10

retransmission.pcap
This could be dangerous.

| Tx Bytes |

endpoints,ip

18548 50
14530 140
1938
441
240
0
174
66
77

| Rx Packets |

| Rx Bytes |

17226
15732
904
1767
(0]

240
90

55

0

convl| &K FBNSIERIE R,

SR, CREETEAN, MRS REITLSERmAIETE:

18]

tshark -n -q -r <filename> -z endpoints,ip,

© 22:47:09 ALV TN REIETEN
Running as user "root" and group "root".

retransmission.pcap
This could be dangerous.

endpoints,ip, 'tls'

Filter:tls
Packets | |
148

Bytes | | Tx Packets
25134 126
23292 21

1842 1

| Tx Bytes | | Rx Packets |
12437 22
12502 123
195 E]

| Rx Bytes |
12697
10790
1647

192.168.1.3
114.67.251.123

A © 22:47:12

6) FitothTCPiKR (endpoints,tcp)
Ban TR N EUEEITCPLERAERE, CLEFit:
tshark -n -q -r <filename> -z endpoints, tcp

A © 22:39:39 ARV GH tsh
Running as user "root" and group

retransmission.pcap endpoints, tcp

oot". This could be dangerous.

TCP Endpoints
Filter:<No Filter>

.168.1.3
.67.251.123
.168.1.3
-onl.537/-.18)
.168.1.12
.168.1.3
.168.1.3
.194.174.188

Port
58865
40616
58863
443
22
57474
57219
5228

|| Packets
171

171

10

10

3

3
2
P

| Bytes
30262
30262
2208
2208

264

264

121

121

| Tx Packets |

140 15732
14530
1767
441
174
90
55
66

| Tx Bytes |

| Rx Packets |

31 14530
140 15732
441

1767

e

174

66

55

| Rx Bytes |

BEARTCPEME, IPABMBANSBIm.
B, BEXFEHEEIEHIN, SiEtsaEBSin[1/958865. 5228RYEHERILIZ:
tshark -n -q -r <filename> -z endpoints, tcp,

A © 22:48:27

= ~/pkgs tshark
root" and group

retransmission.pcap
This could be dangerous

endpoints, tcp, 'tls||tcp.port in {58865,5228}"'
oot"

TCP Endpoints

Filter:tls||tcp.port in {58865,5228}
| Port ||

58865 171

40616 171

58863 4

Packets | | Bytes | | Tx Packets |
30262 140
30262 31

1842 3

| Tx Bytes | | Rx Packets |
15732 31
14530 140
1647 1

| Rx Bytes |
14530
15732
195

.168.1.3
.67.251.123
.168.1.3

SOl 37 11
.168.1.3
.194.174.188

443
57219

4
2
2

1842
121
121

1 195
1 55
1 66

3 1647
1 66
1 33
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7) ﬁi‘l‘ﬁ*ﬁUDPuﬁm (endpoints,udp)
BYF, (REESE—RZ=T, FiTDITUDPIHREGE:

tshark -n -q -r <filename> -z endpoints, udp

A 0 22:49:22 SUIETE)CERREIEINR dns.pcap endpoints,udp
Running as user "root" and group "root". This could be dangerous.

UDP Endpoints
Filter:<No Filter>
|| Packets | | Bytes | | Tx Packets | | Tx Bytes | | Rx Packets | | Rx Bytes

764 469 295
487 0 487
306 102 204
216 98 118
242 95 147
305 305
182 182
172
172

.168.1.73
25585 bEPH5
.168.1.12
.168.1.12
.168.1.12
.168.1.15
.168.1.200
.168.1.11
5525 5RPH5

HFHERRNNNNO
OFRRRHFHFOW
HFOOOKRKHKFNW

© 22:50:43

EEILIEAN, RS R ZIDNSHIEE :

tshark -n -q -r <filename> -z endpoints, udp, dns

A 0 22:50:43 AUFETE G ERREIETN dns.pcap endpoints,udp,dns
Running as user "root" and group "root". This could be dangerous.

UDP Endpoints

Filter:dns

Packets | | Bytes | | Tx Packets | | Tx Bytes | | Rx Packets | | Rx Bytes |
192.168.1.73 6 764 3 469 3 295

192.168.1.12 p 306 1
192.168.1.12 i 216 1
192.168.1.12 P 242 1

102 1 204
1 118
1 147

8) LAERIEHWLICE (expert)

SIRIwiresharkfIESRISEINGE, TEwireshark YRR :

M Wireshark - Expert Information - retransmission.pcap. = o X
Severity Summary Group Protocol Count
+ Warning D-SACK Sequence Sequence TCP 2
199 [TCP Dup ACK 195#1] 58865 — 40616 [ACK] Seq... Sequence TCP
212 5228 — 57219 [ACK] Seq=4081441155 Ack=1286... Sequence TCP
> Warning Ignored Unknown Record Protocol TLS 2
> Note This frame undergoes the connection closing Sequence TCP 1
Note Duplicate ACK Sequence TCP 1
> Note This frame is a (suspected) spurious retransmission Sequence TCP 1
Note This frame initiates the connection closing Sequence TCP 2
Note This frame is a (suspected) retransmission Sequence TCP 6
> Note This session reuses previously negotiated keys (S... Sequence TLS 1
Chat Connection finish (FIN) Sequence TCP 3
. Chat TCP window update Sequence TCP 1
> Chat Connection establish acknowledge (SYN+ACK) Sequence TCP 2
. Chat Connection establish request (SYN) Sequence TCP 2
No display filter set.
L t Display F > Group by summary Search: Show
Close Help

fEtshark EAYSCIINIZ

tshark -n -q -r <filename> -z expert
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0 22:57:10 AUAETEICERREIETIN retransmission.pcap expert
Running as user "root" and group "root". This could be dangerous.

Group Protocol Summary
2 Sequence TCP D-SACK Sequence

Notes (12)

Frequency Group Protocol Summary
Sequence TLS This session reuses previously negotiated keys (Session resumption)
Sequence TCP This frame is a (suspected) retransmission
Sequence TCP This frame initiates the connection closing
Sequence TCP This frame is a (suspected) spurious retransmission
Sequence TCP Duplicate ACK (#1)
Sequence TCP This frame undergoes the connection closing

Frequency Group Protocol Summary
Sequence TCP Connection establish request (SYN): server port 443
Sequence TCP Connection establish acknowledge (SYN+ACK): server port 443
Sequence TCP Connection establish request (SYN): server port 40616
Sequence TCP Connection establish acknowledge (SYN+ACK): server port 40616
Sequence TCP TCP window update
Sequence TCP Connection finish (FIN)

EEIFHEEEIRIER, tLNRDE=1R, AE:
tshark -n -q -r <filename> -z expert,

0 23:02:10 ARV CERREIETEY retransmission.pcap expert, 'tcp.stream==2"'
Running as user "root" and group "root". This could be dangerous.

Group Protocol Summary
Sequence TCP D-SACK Sequence

Frequency Group Protocol Summary
6 Sequence TCP This frame is a (suspected) retransmission
Sequence TCP This frame initiates the connection closing
Sequence TCP This frame is a (suspected) spurious retransmission
Sequence TCP Duplicate ACK (#1)
Sequence TCP This frame undergoes the connection closing

Group Protocol Summary
Sequence Connection establish request (SYN): server port 40616
Sequence Connection establish acknowledge (SYN+ACK): server port 40616
Sequence TCP window update
Sequence Connection finish (FIN)

3
© 23:03:04

R RAR—RTENOR (LLHIERETCP=RIEF) |, BRANIRTREAR B HEE.

HRESRANNGITESE, TLE:
tshark -n -q -r <filename> -z expert,

© 23:04:18 AL GH tshark retransmission.pcap expert, 'Warns'
Running as user "root" and group "root". This could be dangerous.

Frequency Group Protocol Summary
2 Sequence TCP D-SACK Sequence
© 23:04:43 ST OH




9) REEFAEFRANMERAEEIE (flow)

XtMwiresharkf Flow GraphIhge, BIREEERINEE, ATLABEMNEEIRERE—NEEEHXR, &
wireshark ERYERI0T

| ‘ Wireshark - Flow - http.pcap ) ) ‘ = a X

|

| Time 192.168. 1. 12 192. 168. 1.8 Comment
2023-07-25 17:12:42. 589264 37546 SYN 80 Seq = 3724452759
2023-07-25 17:12:42. 590310 37546 SYNWAGK 80 Seq = 3607784778 Ack = 3724452760
2023-07-25 17:12:42. 590399 37546 LGK 80 Seq = 3724452760 Ack = 3607784779
2023-07-25 17:12:42. 590664 37546 ESHACHPor W 80 Seq = 3724452760 Ack = 3607784779 |
2023-07-25 17:12:42. 591160 37546 LGK 80 Seq = 3607784779 Ack = 3724452834
2023-07-25 17:12:42. 591298 37546 (it AOK = lieme MR 80 Seq = 3607784779 Ack = 3724452834 |

| 2023-07-25 17:12:42. 591358 37546 LK 80 Seq = 3724452834 Ack = 3607785042

| 2023-07-25 17:12:42. 591628 37546 N WA GH 80 Seq = 3724452834 Ack = 3607785042

; 2023-07-25 17:12:42. 592046 37546 I W GI 80 Seq = 3607785042 Ack = 3724452835

| 2023-07-25 17:12:42. 592063 37546 G 80 Seq = 3724452835 Ack = 3607785043

Packet 10: Seq = 3724452835 Ack = 3607785043

(J Limit to display filter Flow type: TCP Flows v | Addresses: Network v

Reset Diagram Export Help

AfEtshark@9sCE, ATLARE:

tshark -q -n -r <filename> -z flow, tcp, network

© 23:35:47 ACAETE G EREREhETES http.pcap flow, tcp, network
Running as user "root" and group "root". This could be dangerous.
192.168.1.12 |
| 192.168.1.8 |
.000000 | Seq

I
.001046 |Seq Ack

I
.001135 |Seq Ack

I
.001400 : |Seq Ack

I
.001896 |Seq = 1 Ack = 75

I
.002034 : |Seq = 1 Ack = 75

I
.002094 |Seq 75 Ack = 264

I
.002364 |Seq 75 Ack = 264

I
.002782 |Seq = 264 Ack =

I
.002799 |Seq 76 Ack = 265

I
o 23:

ALIEER, tsharkFBASCIERFFIFREY, FIEEERNX FAIERALFHE.
AfiE L, wiresharkBIARadfZz, WIR(FAEAE, HACTLUEID -t ad KIERE.

TREFRISEHE: flow,name,mode[,filter]
flow 2EIEFER, nameBUESEES:
« any: FiEIRX

e icmp: icmp
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e icmpv6: icmpvé
e |bm_uim: UIM

e tcp: TCP

mode BB :

e standard: Pt
o network: RJZZitbiE

Lflterl NAEMARANTERMA, FFSwiresharkiEEHAT.

BRE—RA, EfACERICMPRIREIS

tshark -q -n -r <filename> -z flow, icmp, network

A © 23:44:4]1 AUAEVEGH tshark icmp.pcap flow, icmp, network

Running as user "root" and group "root". This could be dangerous

| Time 192.168.1.12

| | 192.168.1.8 |

|6.000000 Echo (ping) request |ICMP: Echo (ping) request 1id=0xb048, seq=3/768, ttl=64

| |

|6.000089 i r |ICMP: Echo (ping) reply id=0xb048, seq=3/768, ttl=64 (request in 2)
(¢}

| |
|1.001442 |ICMP: Echo (ping) request 1id=0xb048, seq=4/1024, ttl=64

| |
|1.001514 i |ICMP: Echo (ping) reply id=0xb048, seq=4/1024, ttl=64 (request in 6)

A

ALABREI—HERMNCMP requestXIRFZreply, BIRMKEXMEEFER, RBreplyiRXAESER 7 BN
Zéll,ﬁll/hrequest, request in 27RE I, request in 63K~ 7T,

EEREHEIETRN RO (two-pass) 1R, FHiEE-288EEBIR:
tshark -q -2 -n -r <filename> -z flow, icmp, network

A 0 23:52:21 AT OENREIETNR icmp.pcap flow,icmp, network

Running as user "root" and group "root". This could be dangerous.

| Time | 192.168.1.12

| | | 192.168.1.8 |

|0.000000 | Echo (ping) request |ICMP: Echo (ping) request 1id=0xb048, seq=3/768, ttl=64 (reply in 4)

| | (0 |

|0.000089 | i il |ICMP: Echo (ping) reply id=0xb048, seq=3/768, ttl=64 (request in 2)
| (0 |
| |ICMP: Echo (ping) request 1id=0xb048, seq=4/1024, ttl=64 (reply in 8)
| (0
|

|
|ICMP: Echo (ping) reply id=0xb048, seq=4/1024, ttl=64 (request in 6)

|
|1.001442

|
|1.001514

A WrequestXSRzfdreplyfESE L Mrame, SHTCEAVIETT.,

LR, BREAEYLIEELIEMN, tbandiicmp.seq==

tshark -q -2 -n -r <filename> -z flow, icmp, network, icmp ==3

A 0 23:54:24 AAEVAIGH tshark icmp.pcap flow,icmp,network, icmp.seq==3
Running as user "root" and group "root". This could be dangerous.

| Time 192.168.1.12 |

| | 192.168.1.8 |

|06.000000 Echo (ping) request |ICMP: Echo (ping) request 1id=0xb048, seq=3/768, ttl=64 (reply in 4)
204

| )
|06.000089 Echo (ping) reply |ICMP: Echo (ping) reply 1d=0xb048, seq=3/768, ttl=64 (request in 2)

A 0 23:55:23




FEBEY -V RIEETIEMN, FAER:

A 0 23:55:23 ALEEVA G tshark 'icmp.seq==3"' icmp.pcap flow,icmp,network

Running as user "root" and group "root". This could be dangerous.

| Time 192.168.1.12 |

192.168.1.8 |

|ICMP: Echo (ping) request 1id=0xb048, seq=3/768, ttl=64 (reply in 4)

|

|ICMP: Echo (ping) reply id=0xb048, seq=3/768, ttl=64 (request in 2)

|
|6.000000
|
|6.000089

|
[1.001442

|ICMP: Echo (ping) request 1id=0xb048, seq=4/1024, ttl=64 (reply in 8)
|

|

|

|

| (©)

| : -

| (0) -- |
|

| (@)

| |ICMP: Echo (ping) reply id=0xb048, seq=4/1024, ttl=64 (request in 6)

|
|1.001514

10) RFRANTRZERITCP/UDPTRAZE (follow)
RIS follow,prot,mode,filter[,range]

follow REEFER, protFREMIMY (Protocols) , AIBCEET:

H{E ax

tcp TCPIMY
udp UDPHY
decp DCCP1FY

tls TLS B SSL 1Y
http HTTPI/R
http2 http2if}
quic quicii

modeRigERIH®IL, BYEWT:

BYE ax
ascii ASCIHET i, AAHTENFRARER
ebcdic EBCOICKS UL, AR IENFRTRRER
hex RTE EAY 7 HEFIFIASCIETHE
raw FNEHEIEE
yaml YAMLAEZS,

filter ARISEET AR, B TF=FM1E:


af://n515

Bzt ax
ip-addr0:port0,ip- TEREIPHBILAITCP, UDPELDCCPIRMRXY (TCPURMIATFTLS, HTTPH]

addrl:portl HTTP2; QUICASZHFtBIFNIROPTES) ;

IgEm=z5|, FFTCP. UDP. DCCP. TLSFOHTTP (TLSFOHTTP{EFETCP
pine-C1) I

stream-index

stream- IBERMFR, BFHTTP2FIQUIC, FRAT(ERZKRER/KEE
index,substream-index (HTTP2B9TCPRFOHTTP/2RZERS|. QUICEESHIARID) .

[,range] T IEENIZ BAmAIBRLER S .

OmRBl—: LA+ F BN ERE— P TCPRIRE

tshark -q -n -r <filename> -z

@ 00:35:22 = ~/pkgs tshark http.pcap "follow, tcp,hex,0"
Running as user "root" and group "root". This could be dangerous.

: tep.stream eq 0

192.168.1.12:37546
192.168.1.8:80

47 45 54 2f 31 2e 31 0d Oa GET / HT TP/1.1.

48 6f 73 20 73 65 72 76 65 72 Host: we b-server

31 od 0Oa 65 65 6e 74 3a 20 63 1..User- Agent: c

75 72 6¢ 0a 41 63 63 65 70 url/8.2. 0..Accep

74 3a 20 e /00 aa
00000000 4b 6d HTTP/1.1 200 OK.
00000010 2f 31 .Server: nginx/1
00000020 75 65 .23.3..D ate: Tue
00000030 39 , 25 Jul 2023 09
00000040 74 :12:42 G MT..Cont
00000050 ent-Type : text/h
00000060 tml..Con tent-Len
00000070 gth: 5.. Last-Mod
00000080 ified: F ri, 13 J
00000090 an 2023 09:56:35
000000A0 GMT..Co nnection
000000B0O : keep-a live..Ke
000000C0O ep-Alive : timeou
000000D0 t=20..ET ag: "63c
000000EO 12ad3-5" ..Accept
000000F0 -Ranges: bytes..
00000100

ALUEHEZRI, Node0iEskNodelf80ik[1, Node0&iX THTTP GETiEKEE Nodel, Z/FZZF|T Nodel
#9200 OK HTTPIRRLIAZSES, ETFREREI SN, HEXD.

@fI=: RBRIP1:PORTIFIIP2:PORT2ZIAMTCPRIIAS

tshark -q -n -r <filename> -z
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AW 0 00:45:16_SCETTTT
Running as user "root" and group "root

mission.pcap OEOINEY 14.08.23 &

This coutd be dangerous

“follow, tcp,ascii, 192.168.1.3:58863,101.91.37.19:443"

tep,ascii
r: ((ip.src eq 192.168.1.3 and tcp.srcport eq 58863) and (ip.dst eq 101.91.37.19 and tcp.dstport eq 443)) or ((ip.src eq 101.91.37.19 and tcp.srcport eq 443) and (ip.dst eq 192.168.1.3 and tcp.dstport eq 58863))
192.168.1.3:58863
101.91.37.19:443

21.g.f....pv.q.Ly ron/.)..2.7 5.0( $..%+/
BY/

z.Dy..e KS.q:CV...Z..0..0.IL...D..H Xbc". . E%tY.6...b<...\~.k%..)X.0". .. .#BI0%3f<.rM.9.3...vN K.g.<~.< Y

DOWNGRD. .+>.r..n/.|..Z.7.. ..5.D( Gocl/ (..6.P nz

6.M..P.\0.L....pR....[..=S

>].X.X...0L. 1! P H(K...57{....C....[sP..;.F.".8"=R"- h.. . f.%.~. #E...0
n/3..L4..X n..K...*.1q6..] XJr.GR. . .W\D

}"B..o

\..Q..D4.UA]#el.Y ] K[+
(u.y...N.&.BP x

n.0...5
P2.>HST. +RV\..T.......CU .

3
L.s #n+.SAL....B.[8...Yx.I-.w*gRS...F.i..7 D.1..5Z...v..m.J..x.6c1P.k*. L. .. (.|#<..PoSA.F71..M.7K. .+..Mr.1z...de"/

OROINMY 14.08.23 &

LRBtsA, BIRHINET, MUERAHEENINNE. NEEBFRHEED, FilterMIUSIRERAISH
NH— T ERHIETE SwiresharkY5S RS IR

1) Ib\ll:';

((ip.src eq 192.168.1.3 and tcp.srcport eq 58863) and (ip.dst eq 161.91.37.19 and
tcp.dstport eq 443)) or ((ip.src eq 101.91.37.19 and tcp.srcport eq 443) and (ip.dst
eq 192.168.1.3 and tcp.dstport eq 58863))

ORBI=: EE—NPTCPEERPRERE—MHTTPRIRS

tshark -q -n -r <filename> -z

© 01:23:22
Running as user

= ~/pkgs » tshark
"root" and group "root".

http.pcap "follow,http, hex,0,1"
This could be dangerous.

: http,hex
: tep.stream eq O
: 192.168.1.12:37546
: 192.168.1.8:80
47 54 20 2f 20
48 73 74 3a 20

2f 31 2e 31 0d 6a GET / HT TP/1.1.

73 65 72 76 65 72 Host: we b-server

31 Oa 55 73 65 65 6e 74 3a 20 63 1..User- Agent: c

75 6c 2f 38 2e Oa 41 63 63 65 70 url/8.2. 0..Accep
20 2a 2f 2a T *¥/*..

= ~/pkgs

E—/NHTTPAGET, BARASE_HTTPresponse:

tshark -q -n -r <filename> -z

® 01:25:35
Running as user

tshark
group "root".

"follow, http,hex,0,2"
dangerous.

http.pcap
This could be

= ~/pkgs
"root" and

http, hex
tcp.stream eq 0
192.168.1.12:37546
192.168.1.8:80

00000000 48 HTTP/1.1 200 OK.

00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O
000000CO
000000D0
0OOOOOEO
000000OF0O
00000100

(OF]
2e

.Server:
.23.3..D
, 25 Jul
:12:42 G

ent-Type :

tml..Con
gth: 5..
ified: F
an 2023
GMT. .Co

keep-a

ep-Alive :

t=20..ET
12ad3-5"
-Ranges:

A © 01:25:40

NRBIKIER, — M TCPEETASMHTTPIEK, BN REEAIEFRA:

nginx/1
ate: Tue
2023 09
MT..Cont
text/h
tent-Len
Last-Mod
ri, 13 J
09:56:35
nnection
live. .Ke
timeou
ag: "63c
. .Accept
bytes. .
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0 14:04:05 = ~/pkgs tshark http-keep-alive.pcap 'follow, http, hex,0,4'
Running as user "root" and group "root". This could be dangerous.

/login.c
ss?v=1lwm rm3n HTT
P/1.1..H ost: 192
0000021D .168.1.7 2:8080..
0000022D Connecti on: keep
0000023D -alive.. Sec-Purp
0000024D ose: pre fetch;pr
0000025D erender. .User-Ag
0000026D ent: Moz illa/5.0
0000027D (Window s NT 10.
0000028D 0; Win64 ; x64) A
0000029D ppleWebK it/537.3
000002AD 6 (KHTML , like G
000002BD ecko) Ch rome/115
000002CD .0.0.0 S afari/53
000002DD 7.36..Ac cept: te
000002ED xt/css,* /*;q=0.1
000002FD ..Purpos e: prefe
0000030D tch..Ref erer: ht
0000031D tp://192 .168.1.7
0000032D 2:8080/. .Accept-
0000033D Encoding : gzip,
0000034D deflate. .Accept-
Language : zh-CN,
zh;q=0.9 ,en;q=0.
8..

11) FitSHrHTTPIRZS (http,stat)
G THTTPEORASBLARIE R %, LSRR

tshark -q -n -r <filename> -z http, stat

© 14:04:20 AUSETE]{EREREIETN http-keep-alive.pcap
Running as user "root" and group "root". This could be dangerous.

* HTTP Response Status Codes Packets
200 0K 133
404 Not Found 1

* HTTP Request Methods Packets

http,stat

AILABEEMRF, 1331200 OK, 1MOMRTSED, LAK133NGETFIINPOSTIEKRTT X,

EEAESHSNAEITIERN, iR RS —RTCPRIMAHTTPISIRFIERKTTE, TLE:

tshark -q -n -r <filename> -z http, stat,



af://n604

A 0 14:06:28 ALUIEVIGENRE LT http-keep-alive.pcap http,stat, 'tcp.stream==0"
Running as user "root" and group "root". This could be dangerous.

HTTP Statistics with filter tcp.stream=
HTTP Response Status Codes Packets
200 OK 19
* HTTP Request Methods Packets
GET 19

A © 14:09:13

12) FATHAHTTPIMREE (http,tree)
FETHTTPEIRES T, WS AMIRSRIAERI:

tshark -q -n -r <filename> -z http, tree

A 0 14:45:26 pkg tshark http-keep-alive.pcap http, tree
Running as user "root" and group "root". This could be dangerous.

HTTP/Packet Counter:
[Topic / Item Average Min Val Max Val Rate (ms) Percent Burst Rate

HTTP Response Packets
: Success
0K
: Client Error
Not Found
broken
: Server Error
: Redirection
Informational
Request Packets
99.25%
POST - 0.75%
Other HTTP Packets

A

SROSHHEREEILTIEMN, MRIHTTP2HY, NEMhttp2 tree,

13) Rt tRHTTPIBRAJURIEEER (http_req,tree)

http_req,tree ILFITHEKEREIRURIFIRIER, AXRIEMAL :

tshark -q -n -r <filename> -z http_req, tree

http-keep-alive.pcap -z http_req,tree

Burst Start

Min Val Max Val Burst Rate Burst Start

HTTP Requests by HTTP Host
192.168.1.72:8080
/
/views/transferlist.html
/views/search.html
/views/rss.html
/views/propertiesToolbar.html
/views/properties.html
/views/filters.html

/scripts/prop-webseeds.js
/scripts/prop-trackers.j

/scripts/pr
/scripts/prop-g
/scripts/prop-files.js

/scripts/progressbar. js?v=lwmrm3n
/scripts/preferences.js

/scripts/mocha-init ?local &v=1wmrm3n
/scripts/misc.js?locale=zh&v:

/scripts/login.js?local

/scripts/lib/mocha.min.

/scripts/lib/clipboard.min. j

/scripts/lib/MooTools .6.0-compat-compressed. j
/scripts/lib/MooTools-Core-1.6.0-compat-compressed.js
/scripts/filesystem.js?v=1lwmrm3n

s

.636
.636
0.000
.707
.718
.710
.741
.741
.703
.818

.818
.818
.818



af://n615
af://n621

tshark -q -n -r <filename> -z http_req, tree,

A © 14:52:39 AT EIETIETN http-keep-alive.pcap http_req,tree, 'tcp.stream==0"
Running as user "root" and group "root". This could be dangerous.

HTTP/Requests:
Topic / Item Average Min Val Max Val Percent Burst Rate Burst Start

HTTP Requests by HTTP Host
192.168.1.72:8080
/views/propertiesToolbar.html
/scripts/prop-general.js
/scripts/lib/mocha.min.js
/scripts/file-tree.js?v=1lwmrm3n
/images/handle-icon-horizontal.gif
/images/bg-handle-horizontal.gif
/images/bg-dropdown.gif
/images/arrow-right.gif
/icons/media-playback-pause.svg
/icons/kt-magnet.svg
/icons/go-bottom.svg
/icons/filterstalled.svg
/icons/edit-delete.svg
/icons/edit-copy.svg
/icons/downloading.svg
/icons/dialog-warning.svg
/css/style.css? wmrm3n
/css/login.css?
/

A © 14:54:26

14) FitotAHTTPIBEKURL (http_seq,tree)
Fhttp_reqtree X BIZ, BB TERRIRSES, LAURLESEHEIMHER:

tshark -q -n -r <filename> -z http_seq, tree

A 0 14:56:58 AT CRETIEE http-ke
Running as user "root" and group "root". This could be

/Request Sequences:
[Topic / Item Min Val Burst Rate  Burst Start

.0 7400
1.72:8080/ 3 .0028 .7460
http://192.168.1.72:8080/ 5 0 1.3800
92.168.1.7 /css/Layout . css?v=lwmrm3n 5
1.72:8080/images/handle-icon.gif .0000
080/images /handle-icon-horizontal.gif .0000
0/images/bg-panel-header. gif .0000
080/ images/bg-handle-horizontal.gif .0000
080/ images /bg-dropdown. gif 0000
080/1cons/collapse. sve 0.0000
le. css?v=1umrm3n 9.0001
68.1.7, s/toolbox-divider.gif .0000
/192.168.1.72:80 ages/arrow-right.gif 0
168.1.72:8080/icons/edit-find.sv
168.1
/192.168.1.72
1
1
1.72:8080/views/rss.html
8080/views/propertiesToolbar. html
080/views/properties. html 000
8080/views/filters.html . X .0160

ElESzEsEhavn

http-keep-alive.pcap -z http_seq, tree, 'tcp.stream=

HTTP/Request Sequences
[Topic / Item Min val Max Val Rate (ms) Percent Burst Rate Burst Start
HTTP Request Sequences
http://192.168.1.72:8080/
/192.168.1.72:8080/css/style.css?v=1wmrm3n
://192.168.1.72:8080/images/arrow-right.gif
/192.168.1.72:8080/views/propertiesToolbar.html
/192. 1.72:8080/scripts/prop-general.js
/192. 1 8080/scripts/lib/mocha.min.js
://192. 1.72:8080/scripts/file-tree.js?v=lwmrm3n
/192. 1.72:8080/icons/media-playback-pause.svg
/192.168.1 8080/icons/kt-magnet.svg
://192.168.1.72:8080/icons/go-bottom. svg
68.1
1
1
1
1
1

1009
161.11%

/192. 8080/icons/filterstalled.svg

p://192. 8080/icons/edit-delete.svg

://192. :8080/1icons/edit-copy.svg

://192. 8080/icons/downloading.svg

://192.168. 8080/icons/dialog-warning.svg

p://192.168.1.72:8080/css/login.css?
http://192.168.1.72:8080/css/Layout.css? wmrm3n
http://192.168.1.72:8080/images/handle-icon-horizontal.gif
http://192. .72:8080/images/bg-handle-horizontal.gif
http://192. - 8080/images/bg-dropdown.gif

NUNNNNNNNNNNY
P CPCC0C00C0C0O0C0O0D0 D

= ~/pkgs
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15) FiHtEHTTPIERFNIMRL (http_srv,tree)

SFFHTTP request, BRAVERBIIRIRSES PHIUIANARSSEEENE. I TFHTTP response, BREVERZ
BiYimARSS 28I PHELE FARZS -

tshark -q -n -r <filename> -z http_srv, tree

A © 15:03:10 ACEVITTH tshark http-keep-alive.pcap http_srv,tree
Running as user "root" and group "root". This could be dangerous.

HTTP/Load Distribution:
[Topic / Item Count Average Min Val Max Val Rate (ms) Percent Burst Rate

HTTP Requests by Server
HTTP Requests by Server Address
192.168.1.72
192.168.1.72:8080
192.168.1.81
blog.linux-code.com
HTTP Requests by HTTP Host
192.168.1.72:8080
192.168.1.72
blog.linux-code.com
192.168.1.81
HTTP Responses by Server Address
192.168.1.72

A © 15:03:15

OFFHEREIEETIEMAN, FHTEE—FR:

tshark -q -n -r <filename> -z http_srv, tree,

A 0 15:08:38 AT rk http-keep-alive.pcap http_srv, tree, tcp.stream==
Running as user "root" and group "root". This could be dangerous.

HTTP/Load Distribution:
[Topic / Item Average Min Val Max Val Percent Burst Rate Burst Start

HTTP Requests by Server
HTTP Requests by Server Address
192.168.1.72 o .00%
192.168.1.72:8080 o .00%
HTTP Requests by HTTP Host 5 .00%
192.168.1.72:8080 o .00%
192.168.1.72 5 .00%
HTTP Responses by Server Address . 100%
192.168.1.72 5 100.00%
100.00%

A 0 15:08:40

16) FitHthICMP (icmp,srt)

ITEICMPEIEIEKEE. EE. EEMEXEDLL, UkpingREINEGN. &KX, 5. PEFIEFT
IE%SRT@ET}'{:::._N

tshark -q -n -r <filename> -z icmp,srt

0 15:11:56 A SETEGERREETY S icmp.pca icmp,srt
Running as user "root" and group "root". This could be dangerous.

ICMP Service Response Time (SRT) Statlstlcs (all times in ms):
Filter: <none>

Replies Lost % Loss
3 12.5%

Mean Median SDeviation Min Frame
0.657 0.625 0.134 21



af://n640
af://n648

HEEANPHELEA ST :

tshark -q -n -r <filename> -z icmp,srt,

A 0 15:12:27 SUTE] G E R ET icmp.pcap icmp,srt,'ip.addr==192.168.1.106"

Running as user "root" and group "root". This could be dangerous.

ICMP Service Response Time (SRT) Statistics (all times in ms):
Filter: ip.addr==192.168.1.106

Requests Replies Lost % Loss
3 100.0%

Mean Median SDeviation Min Frame Max Frame

icmp.pca cmp,sr
Running as user "root" and group "root". This could be dangerous.

ce Response Time (SRT) Statistics (all times in ms
ip.addr==192.168.1.1

Replies Lost
7 0

Maximum Mean Median SDeviation Min Frame Max Frame
0.666 0.662

WNERZ2vetthit, N{FERicmpve,srt,

17) FiHMYXBREEREE (io,phs)
B REEHES, B SR E RS

tshark -q -n -r <filename> -z io,phs



af://n659

© 15:17:00 ARV GEH tshark icmp.pcap io, phs
Running as user "root" and group "root". This could be dangerous.

frames:48 bytes:4704
frames:48 bytes:4704
frames:48 bytes:4704

http-keep-alive.pcap
. This could be dangerous.

frames:554 bytes:379233
frames:554 bytes:379233
frames:554 bytes:379233
http frames:268 bytes:183747
data-text-lines frames:21 bytes:17662
tcp.segments frames:9 bytes:5491
media frames:19 bytes:12673
tcp.segments frames:19 bytes:12673
xml frames:60 bytes:63717
tcp.segments frames:2 bytes:548
urlencoded-form frames:1 bytes:539
image-gif frames:8 bytes:5488
tcp.segments frames:1 bytes:1146
json frames:26 bytes:17777
tcp.segments frames:1 bytes:1429

A © 15:19:50

REFIHE—LKTCPIA:

tshark -q -n -r <filename> -z io,phs,

A 0 15:19:50 ACEETVE)GENEREIET http-keep-alive.pcap io,phs, 'tcp.stream==0"
Running as user "root" and group "root". This could be dangerous.

Protocol Hierarchy Statistics
Filter: tcp.stream==0

eth :75 bytes:
ip frames:75 bytes:
tcp frames:75 bytes:
http frames:38 bytes:
data-text-lines frames:4 bytes:

tcp.segments frames:1 bytes:
media frames:3 bytes:
tcp.segments frames:3 bytes:

8 bytes:

4 bytes:

18) FitpIRBEFFH KU (io,stat)
LA io,stat,interval[,filter]

Hrpio,stat 2EERY, intervalF/EFRRIIE], ATLUEEM S/ NRVE R, MRIEEN0, BIHERBEH
REERFEIHER.


af://n668

S RAEIEENEENFTI AN

tshark -q -n -r <filename> -z io, st

A ® 15:31:08 = ~/pkgs tshark http-keep-alive.pcap io,stat,0
Running as user "root" and group "root". This could be dangerous.
I0 Statistics

Duration: 56.7 secs
Interval: 56.7 secs

Col 1: Frames and bytes

A 0 15:31:10 ACEETE EREREIETNR icmp.pcap io,stat,0
Running as user "root" and group "root". This could be dangerous.

I0 Statistics

Duration: 41.7 secs
Interval: 41.7 secs

Col 1: Frames and bytes

Interval | Frames | Bytes |

NRABGEEER A0 —IR, BRFTFE—RTCPIRUATLIZE:

tshark -q -n -r <filename> -z io,stat, 10,

0 15:35:13 AUAEVL ]G ENRELETNS http-keep-alive.pcap io,stat,10, 'tcp.stream==0"
Running as user "root" and group "root". This could be dangerous.
I0 Statistics

Duration: 56.699790 secs
Interval: 10 secs




19) FitDIEANFENEXS/NEIETF (MAX|MINJAVG)
koA Rio,stat, BZEIEN I io,stat,interval,"COUNT|SUM|MIN|MAX|AVG|LOAD(field)filter"

io,stat 2E|EEIN, interval X RIEIFEATIE], EAFAYCOUNT|SUM|MIN|MAX|AVG|LOADEBEETF 1T ERINISRA N
grit, teun:

FEHRIRicmplENAIIEFER, FEERKEMAX, 0RTRIFE, A2 IER.

MANRBIEEE MNTEMN, EREEN, LR FEITHEIFENMPIIRAKAICMPIIR/(EER, TEO®S
7

tshark -q -n -r <filename> -z

io, stat, 0,

© 15:52:14 tshark icmp.pcap io,stat,0, '"MAX(icmp.data_time_relative)icmp.data_time_relative, 'ip.addr==192.168.1.1"
Running as user "root" and group "root". This could be dangerous

| I0 Statistics
|
| Duration: 41.7 secs

Interval: 41.7 secs
|
| Col 1: MAX(icmp.data_time_relative)icmp.data_time_relative
| 2: ip.addr==192.168.1.1

2
MAX | Frames | Bytes |
__________________________________________ |
| 0.0 <> 41.7 | 0.694421

A

pkgs

AILABRIRAEN0.69s, [FRBMAER,

NEE, FtE—RKICPEESD, EHE - EERINERIKAS:

tshark -q -n -r <filename> -z
io, stat, @,

A 0 15:53:35 SIS ET http-keep-alive.pcap io,stat,0, '"MAX(tcp.time_delta)tcp.time_delta,tcp.stream==0"'
Running as user "root" and group "root". This could be dangerous
I0 Statistics

Duration: 56.7 secs
Interval: 56.7 secs

Col 1: MAX(tcp.time_delta)tcp.time_delta
2: tcp.stream==0

|
MAX | Frames | Bytes |

FETSR—ERTCPIftR, HTTPIRMNASERIFIEMEAE, FHA:

tshark -q -n -r <filename> -z io,stat, @,

tshark -q -n -r <filename> -z io,stat,@,



af://n680

© 15:58:37 ALIETE]{EREREHETNS http-keep-alive.pcap io,stat,0, 'AVG(http.time)http.time, tcp.stream==0"
Running as user "root" and group "root". This could be dangerous

I0 Statistics

Duratio 56.7 secs
Interval: 56.7 secs

Col 1: AVG(http.time)http.time
0

P

http-keep-alive.pcap io,stat,0, 'MAX(http.time)http.time,tcp.stream==0"
. This could be dangerous.

I0 Statistics

Duration: 56.7 secs
Interval: 56.7 secs

Col 1: MAX(http.time)http.time
2: tcp.stream==0

© 15:58:52

ARANEELIEAN (LEIRZtcp.stream==0) MFEIHFEEShttptimeFERAVRZ.

BaE, RFEIHRET200 OKKRASIBHIhttp AN MATE] :

tshark -q -n -r <filename> -z io, stat,@,

0 16:05:32 AUV ERREIEINT http-keep-alive.pcap io,stat,0, '"MAX(http.time)http.time and http.response.code == 200’
Running as user "root" and group "root". This could be dangerous

I0 Statistics

Duration: 56.7 secs
Interval: 56.7 secs

20) FEitipiblibcsEY (ip_hosts,tree)
EFIERPHEIESTEXBERER, HAERED. REER, FHiEE:

tshark -q -n -r <filename> -z ip_hosts, tree



af://n704

A © 16:05:56 ALEEIIIGH tshark http-keep-alive.pcap ip_hosts, tree
Running as user "root" and group "root". This could be dangerous

IPv4 Statistics/All Addresses
[Topic / Item Count Average Min Val Max Val Percent Burst Rate Burst Start

ALl Addresses 554 100
192.168.1.3 554 100.00%
192.168.1.72 96.03%
192.168.1.81

© 16:10:29 AAEIIICH tshark icmp.pcap ip_hosts, tree
Running as user "root" and group "root". This could be dangerous

IPv4 Statistics/All Addresses
Count i Percent Burst Rate Burst Start

ALl Addresses
192.168.1.12
192.168.1.1
192.168.1.73
192.168.1.11
192.168.1.81
192.168.1.106
192.168.1.82
192.168.1.6

192.168.1.200

[cNcNoNoNoNoNoNoNoNo)
[cNcNoNoNoNoNoNoNoNo]

EREEESIEAN, LR SGTHicmpFy ST ETeRIIRMANRAFTHE—FTCPIRAHR, D5IZE:

tshark -q -n -r <filename> -z ip_hosts, tree,

tshark -q -n -r <filename> -z ip_hosts, tree,

A © 16:16:03 AL AEYIICH tshark icmp.pcap ip_hosts,tree, 'icmp.seq <= 6'
Running as user "root" and group "root". This could be dangerous.

IPv4 Statistics/All Addresses:
i Count Average Min Val Max Val Rate (ms) Percent Burst Rate Burst Start

0 16:16:34 AR GE tshark http-keep-alive.pcap
Running as user "root" and group "root". This could be dangerous.

IPv4 Statistics/All Addresses:
i Count Average Min Val Max Val Burst Rate Burst Start

192.168.1.72
192.168.1.3 - 100.00%

A © 16:17:08

R ZIPveltitlt, MIfEF ipv6_hosts,tree,

21) FEitiEiit AN BfREIE AL (ip_srcdst,tree)
KRR N B AU X 5 FF>k, NERip_srcdst,tree :

tshark -q -n -r <filename> -z ip_srcdst, tree
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A © 19:59:31 http-keep-alive.pcap ip_srcdst,tree
Running as user "root" and group "root". This could be dangerous

IPv4 Statistics/Source and Destination resses
[Topic / Item Average Min Val Max Val Percent
Source IPv4 Addresses
192.168.1.72
192.168.1.3
192.168.1.81
Destination IPv4 Addresses
192.168.1.3
192.168.1.72
192.168.1.81

A 0 20:00:40

BB IENN, RidiStcpin[]/98080RIEE

tshark -q -n -r <filename> -z ip_srcdst, tree,

A ©20:02:33 ark http-keep-alive.pcap ip_srcdst,tree, 'tcp.port in {8080
Running as user "root" and group "root". This could be dangerous.

IPv4 Statistics/Source and Destination Addresses
Topic / Item Count Average Min Val Max Val Percent

Source IPv4 Addresses
192.168.1.72

192.168.1.3

Destination IPv4 Addresses
192.168.1.3

192.168.1.72

WEREIPvettiit, NI{EF ip6_srcdst,tree,

11.ZEEFIR (V)

VEHSTERFRXIG TR, LEMER.

EEAn FEXANRAY, BB —REFRIEKRET:

tshark -n -r <filename> -V -Y

Burst Rate

Burst Rate

Burst Start

Burst Start
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A © 20:19:37 = ~/pkgs tshark http-keep-alive.pcap 'tcp. flags.syn==1&&tcp. flags.ack==0&&f rame.number<=5"
Running as user "root" and group "root". This could be dangerous
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface unknown, id 0
Section number: 1
Interface id: 0 (unknown)
Interface name: unknown
Encapsulation type: Ethernet (1)
Arrival Time: Aug 14, 2023 13:58:37.582083000 CST
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1691992717.582083000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 66 bytes (528 bits)
Capture Length: 66 bytes (528 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
Ethernet II, Src: 50:eb:f6:3c:36:14, Dst: 00:50:56:81:be:58
Destination: 00:50:56:81:be:58
Address: 00:50:56:81:be:58
T LG bit: Globally unique address (factory default)
e = IG bit: Individual address (unicast)
Source: 50:eb:f6:3c:36:14
Address: 50:eb:f6:3c:36:14
ce.. .00 ... ... ... .... = LG bit: Globally unique address (factory default)
cooo o000 cooo ooo IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.1.3, Dst: 192.168.1.72
0160 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO®, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 52
Identification: 0x5cb® (23728)
010. .... = Flags: 0x2, Don't fragment
0... .... = Reserved bit: Not set
= Don't fragment: Set
..0. .... = More fragments: Not set
...0 0000 0000 0000 = Fragment Offset: O
Time to Live: 128
Protocol: TCP (6)
Header Checksum: 0x0000 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.3
Destination Address: 192.168.1.72

ransmission Control Protocol, Src Port: 37334, Dst Port: 8080, Seq: 0, Len: 0
Source Port: 37334
Destination Port: 8080
[Stream index: 0]
[Conversation completeness: Incomplete (0)]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
Sequence Number (raw): 469605482
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 0
Acknowledgment number (raw): 0
1000 .... = Header Length: 32 bytes (8)
Flags: 0x002 (SYN)
000. .... .... = Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
. = Reset: Not set
oo oooo oodbs Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 86080]
[Connection establish request (SYN): server port 8080]
[Severity level: Chat]
[Group: Sequence]
5000 cooo ooo® B [Fl Not set
[TCP Flags: ---- S-]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x83c2 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 0
Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
Option - No-Operation (NOP)
Kind: No-Operation (1)
Option - Window scale: 8 (multiply by 256)
Kind: Window Scale (3)
Length: 3
Shift count: 8
[Multiplier: 256]
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
[Timestamps]
[Time since first frame in this TCP stream: 0.000000000 seconds]
[Time since previous frame in this TCP stream: 0.000000000 seconds]

A © 20:19:43

AT B MRICEBRERRTT, WEWIEIE RSB, BRARBEECSLInu FIINAT RS, KStEZ
FIBAVEENFRRIER.
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tshark -n -r <filename> -Y

|& sort -u

© 20:26:15 = ~/pkgs tshark iptv.pcap 'http.request.method eq GET' greg ?<=Full request URI:\s).*m3u8(?= '

Running as user "root" and group "root". This could be dangerous.
://101.207.178.17:80/PLTV/88888888/224/3221227373/1.m3u8
://101.207.178.18:80/PLTV/88888888/224/3221227479/1.m3u8
://101.207.178.27:80/PLTV/88888888/224/3221227477/1.m3u8
://101.207.178.2:80/PLTV/88888888/224/3221227435/1.m3u8
://101.207.178.2:80/PLTV/88888888/224/3221227479/1.m3u8
://sc.rrs.1690l.com:80/PLTV/88888888/224/3221227373/index.m3u8
://sc.rrs.1690l.com:80/PLTV/88888888/224/3221227435/index.m3u8
://sc.rrs.1690l.com:80/PLTV/88888888/224/3221227477/index.m3u8
://sc.rrs.16901.com:80/PLTV/88888888/224/3221227479/index.m3u8

~/pkgs

RXEHE, MEFREIMERISAEENANE, BAFESE, XEER  LwiresharkBMHAZIRI.

12.GREFR3C (-w)

RN, EidtsharkfbEBRInR]a, TEMTREFRIRSURFEFIHNEX G, BRALLSHEK
ER%T.

EamgEREI300 MRS, HEIPHBUEAARB, =& BAYIRM/938388AHTTPIRIZ, BILARE:

tshark -n -r <filename> -Y

A © 20:41:04 AUV EIRELET iptv.pcap ' frame.number<=300&&(ip.addr in {101.207.176.11,192.168.137.111}| |tcp.dstport==38388)&&http"
Running as user "root" and group "root". This could be dangerous.

154 .460163 192.168.137.111 - 202.99.114.14 HTTP 492 POST /PORTAL/dsm/loginByUserId HTTP/1.1 (text/plain)

160 .505018 202.99.114.14 - 192.168.137.111 HTTP/JSON 59 HTTP/1.1 200 , JavaScript Object Notation (application/json)

168 .548980 192.168.137.111 - 101.207.176.11 HTTP 215 GET / HTTP/1.1

171 .553018 101.207.176.11 - 192.168.137.111 HTTP 666 HTTP/1.1 200 OK (text/html

180 .581680 192.168.137.111 - 202.99.114.30 HTTP 294 POST /PORTAL/dsm/heartbeat HTTP/1.1

183 .599223 192.168.137.111 - 202.99.114.30 HTTP 409 POST /PORTAL/dsm/getAPKClientVersion HTTP/1.1 (text/plain)

186 2.608655 192.168.137.111 - 202.99.114.30 HTTP 364 POST /PORTAL/dsm/getAppsByPay HTTP/1.1 (text/plain)

189 .610704 202.99.114.30 - 192.168.137.111 HTTP/JSON 59 HTTP/1.1 200 , JavaScript Object Notation (application/json

196 .637780 202.99.114.30 - 192.168.137.111 HTTP/JSON 59 HTTP/1.1 200 , JavaScript Object Notation (application/json)

198 .640369 202.99.114.30 - 192.168.137.111 HTTP/JSON 59 HTTP/1.1 200 , JavaScript Object Notation (application/json)

212 .746988 192.168.137.111 - 202.99.114.30 HTTP/JSON 416 POST /PORTAL/dsm/getAPKClientVersion HTTP/1.1 , JavaScript Object Notation (application/json)

225 202.99.114.30 - 192.168.137.111 HTTP/JSON 59 HTTP/1.1 200 , JavaScript Object Notation (application/json)

300 . 192.168.137.111 - 119.6.201.6 HTTP 552 POST /client/upgrade/reportApps? HTTP/1.1 (application/x-www-form-urlencoded)

k

B -wSHCRIRFE— MR S 4http_in_300.pcap:

tshark -n -r <filename> -Y
-w http_in_300.pcap

0 20:41:30 R K iptv.pcap "frame . number<=300&& (ip.addr in {101.207.176.11,192.168.137.111}| |tcp.dstport==38388)&&http" http_in_300.pcap
Running as user "root" and group "root". This could be dangﬂlous
s htt) in_30

_300.pcap
iptv.pc.
7-22 12:50:45.000000000 +0800 iptv.pcap
© 20:44:

RERFRIRFTIME X FRB44KK/N, RIS /9516MB,
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tshark{EAwireshark UG S1ThRAS, RESINEEESLEIR— X —RBEHEXAY, (Btsharki2t T m<178E
7, NFEMCHASTERAREE, TR B ECMIEINEN S, FREROTER.

BEITIE. STNEEIER, EANEEER, RETFMFARARBH TRNTHERSIVAINE,
TR GIEMERE. SEHR. TEFTHERINMUOHT, tsharkEEEAIFREEXIER. NEARAYHBIR
MTIEEISRLvaEH, BRETTZAITIEEMNA, ERTSMIR.
RFHEHAT BN SHEENERTN, RERELESEHIEEHE, NEMNASEESH
MIEZE, BIEREtsharkBERE, BEDHIMUHE, BIIXHMYASERET tshark RIS R
B, HBEXNTHAWESHEEREEM P,
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